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INTRODUCTION 
The software has been certified to send and receive electronic prescription messages on the 

Pharmacy Information Exchange Network run by Surescripts, allowing the software 

prescribers to send the prescriptions they write directly to the patient’s chosen pharmacy via 

the Surescripts network.  

 

In addition to submitting a prescription, the application can send Prescription Cancellations 

and can accept Renewal Requests and change requests for an already submitted 

prescription.  Not all pharmacies support all these features, and the software will not allow 

you to submit a request for a service which is not available with the indicated pharmacy.  

 

Related to electronic prescribing the software can query the network for medication 

prescription history, verify prescription drug insurance eligibility, and view formulary 

information from the pharmacy or PBM (Pharmacy Benefits Manager), based upon the 

patient insurance coverage. The eligibility and formulary queries take place automatically at 

the time of medication ordering, so that the provider can have the best information at their 

fingertips for selecting the best drug for the patient. This includes information about any 

medication he/she might want to prescribe. It will indicate whether the insurance company 

will cover that medication, whether a co-pay is required, if there are restrictions about 

generic/brand, and preferred packaging. 

 

Behind the scenes, Net Health maintains a server which provides a gateway to the 

Surescripts network. Communications from and to your site are routed through that gateway. 

It runs the software which Surescripts has certified. 

 

A communications service developed by Net Health runs on a server at your site. That (non-

dedicated) server must have access to the Internet and to the software data folder. When a 

prescription or other request is submitted, the software writes the information to a data table 

which the communications server is constantly polling. When it finds a waiting outbound 

message it sends it to the Net Health Surescripts gateway which directs it to the final 

destination. The process is reversed with incoming messages. The local communications 

service receives messages back from the Surescripts network via the Net Health gateway. It 

stores the information in a local table and, using the Task/Messaging system, alerts the 

prescriber to whom the message is addressed.  

 

The setup procedure for this service includes registering all prescribers with Surescripts. 

Information will be sent through our software allowing providers to become registered.  For 

more information, see the section titled Provider Registration. Once Surescripts certifies the 

prescriber it assigns a Surescripts Prescriber Identifier number (SPI) The SPI is posted into 

the Provider table on the gateway server, at which point the prescriber is able to send 

electronic prescriptions. 

Historically, prescribers have signed their paper prescriptions with a “wet signature” 

providing positive proof of who wrote the prescription.  As e-Rx adoption increased 

throughout the U.S., some states began to re-examine their laws governing prescriptions in 

light of this new electronic only form.  Most states now also allow electronic prescription of 

controlled substances in addition to legacy drugs. These prescriptions require a digital 
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signature that the prescribing provider adds by using a two-factor authentication device. The 

DEA requires EMR vendors to be certified by Surescripts and audited by an approved third 

party before it will approve the vendor for electronic prescribing of controlled substances. 

The software completed the certification with Surescripts and the BDO Audit to allow 

electronic submission of controlled substance drugs in the spring of 2015. Subsequent 

audits have been performed to ensure compliancy.  The most recent BDO Audit occurred in 

September 2021 and the most recent Surescripts certification occurred in 

October/November 2021. 

A “Two Factor Authentication” option is available to the software prescribers to use a hard or 

soft token device for electronic prescribing of controlled substances (EPCS). This option uses 

a third-party software called “Dr. First” to perform this action. This software will assist with 

the Identity Proofing Process (IDP) required to be completed for each prescribing provider. 

Access the Net Health University webpage for the Onboarding instruction guide to complete 

that process through this software. The prescribing provider will be prompted at the time the 

prescriptions are being submitted for the Two Factor Authentication (TFA) that will then 

attach their digital signature. The “Two Factor Authentication” for controlled substances is 

also optional and need only be setup if these types of medications will be submitted 

electronically. 

One state, Ohio, has enacted stricter legislation requiring prescribers to provide “Positive 

Identification” (Two Factor Authentication) when creating prescriptions electronically.  In Ohio 

this applies to ALL prescriptions and prompts the user for the authentication at the time the 

medication order entry is done. Net Health has worked closely with the Ohio Board of 

Pharmacy and completed their certification to meet these requirements. The “Two Factor 

Authentication” for legacy drugs is optional and need only be used if your state requires it 

(Ohio at present).  

 

The software accommodates printing prescriptions of controlled substances submitted 

electronically per the DEA regulations. When a provider successfully submits an electronic 

prescription for a controlled substance, but wants to print a copy as well, the paper copy will 

print with a watermark - “Copy – Not for Dispensing”.  The watermark will notify the pharmacy 

and ensure the printed copy is not used to obtain the prescription. 

This document provides details about the setup, administration and use of the electronic 

prescribing features.  Additional details for the end user can also be obtained from the 

software Help Files.   
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Creating prescription orders using the EMR 
The software provides a great deal of power and flexibility in the medication ordering 

process. A table of medications is provided by Cerner Multum with the necessary coding to so 

that checking for potentially dangerous interactions between allergies, current medications, 

and diseases can be provided. 

 

Prescriptions can be printed, faxed, or submitted electronically via the Surescripts network. 

In addition, the software can display information accessed via Surescripts about the patient’s 

Insurance Eligibility and Formulary Benefits. This display supports the physician in ordering 

the most appropriate medication.  

 

The medication reconciliation feature allows the physician to reconcile the patient’s Current 

Medications list with a list provided by Surescripts of medication history ordered through 

Surescripts for the patient which has been paid for by the patient’s current payer. 

 

Ordering Medication on a Visit  
From the [EMR Charting Workspace] ORDERS tab.  

  

 

1. Click the Medications (New) button to display a list of your Medication Order Wizards 

or Medications List. 

 

 
 

2. Check any Wizard(s) you wish to run and click the Done button  
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OR 

 

3. Click the Any Med button to display the Medications List. 

 

 
 

4. Select a medication from either of the above windows to display the [Medication 

Order] window. 
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5. Based on the medication you selected, the software will automatically enter default 

values from the drug database in each of the fields on this window. Review them and 

make needed adjustments, if any. Detailed descriptions of each field can be found in 

the software Help Files. 

 

To the right of the Medication name a roman numeral of II, III, IV, or V may display. 

This number designates the scheduled medication value if the medication selected is 

a controlled substance. 

 

Additional Field Criteria & Rules: 

Number of Refills: There are validation rules for this field when prescribing a 

controlled substance medication. The Number of Refills field will be disabled if the 

medication is a Scheduled II controlled substance. Any other type of controlled 

substance medication may have a maximum of 5 entered. Beyond that the following 

error message will display: 
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eRx checkbox: In order to send the prescription electronically, instead of using a 

printed copy or a fax, check this box. This box is only available if the following rules 

apply: 

• Clients are licensed for Electronic Prescribing to Surescripts.   

• The Provider’s service level supports the ability to electronically prescribe 

non-controlled substances. 

• The client is licensed to use the EMR to Send Electronic Prescriptions for 

Controlled Substances and the medication being prescribed is a controlled 

substance. 

• The Dr. First Interop Parameter flag is enabled, and the prescription is a 

controlled substance. 

• If a Provider’s Service Level field supports prescribing medications for 

Controlled Substances and a controlled substance medication is entered by 

this Provider. 

• The Pharmacy attached to the Medication order supports electronic 

prescriptions (has an NCPDP ID) and can receive new prescriptions. 

• The e-Rx Fill Status Notification is the return notification you receive once an 

electronic prescription is sent.  The system will default to whichever Fill 

Status Notification that is chosen from this dropdown.  This status can be 

changed on a prescription-by-prescription basis.  It is viewable from the 

Prescriptions from this Visit window for both EMR and non-EMR clients. 

 

 SIG and Additional Sig: SIG notes are instructions for the patient. If the prescription 

is marked for eRx then the total number of characters of both these fields are 

restricted to 140 characters maximum. This is an electronic prescription 

requirement.  The software provides a character counter on the [Medication Order] 

window.  If you should exceed 140 characters, the note turns red, and the order 

cannot be saved until it is corrected. The following message will display: 
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Note to Pharmacist is reserved for information that the prescriber wants to 

communicate to the pharmacist.   

 

Supervising Physician: If physician oversight is required, this lookup will become 

available. Click the hourglass icon to select a supervising physician. The default will 

be the provider selected on the Enter Provider, Rx tab. 

 

 

Pharmacy: Allows you to select the pharmacy to which the prescription will be sent based on 

the patient’s preference.  Select the pharmacy by using the icon beside the entry field and 

the following window will display: 

 
This window will display 4 different tabs.  

• Patient Pharmacy List - When selecting a pharmacy from any list other 

than the patient’s list the user can add the selected pharmacy to the 

patient’s list via the checkbox at the bottom of the window. 

• Clinic Pharmacy List (based on the current clinic of the visit) - The Clinic 

Pharmacy List can be defined with the pharmacies routinely used by 

patients when seen at each clinic within the Clinic entry screen. 

• The software Master Pharmacy List  

• Pharmacy Directory - If selecting a pharmacy from the Pharmacy Directory 

(Surescripts Pharmacy directory) it will automatically be added to the 

software Master Pharmacy List.  

The ECS column will contain a red asterisk for those pharmacies that support 

electronic prescriptions for controlled substances. 
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Dr. First Drug Checking 
When the medication is a controlled substance and the eRx and Pharmacy fields are 

completed, then a pre-validation check with the Provider’s state, Pharmacy NCPDP ID 

and Prescription data is submitted to the Dr. First’s EPCS Gold Web services system. 

The data is verified against the most current federal and state laws for the drug, 

prescriber, and pharmacy states and that all the required data is entered for the 

prescription. Depending on the type of controlled substance drug, additional 

information may be requested on the screen with prompts displaying in red. These 

messages are: 

 

• GHB code – The “GHB: Notes must include medication requires additional 

notes!” red prompt will display on the screen for the user to enter the 

required data. 
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The user will have to enter a reason in the Notes to Pharmacist field of why 

the provider is prescribing the drug. This field is validated that at least 5 

characters is entered for the notes or the user will receive an error. 
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•  NADEAN code – “NADEAN: nnnnnnnnn *Must include your Narcotics 

Addiction DEA number!” red prompt will display on the screen to the user to 

enter the required data. 

 

 
 

The field will be pre-populated with this provider’s NADEAN number from the 

provider table. If blank, then the user will need to enter this provider’s 

Narcotics Addiction DEA number. This field contains validation requiring a 

maximum of 9 characters and that the number entered must have two (2) 

letters and seven (7) numbers. Any other combination will generate an error. 
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• Additional Error codes that could display upon returning from the Dr. First 

Drug Check. The following messages will display: 

 

604 NDCID for Drug is not found in EPCS 

611 EPCS cannot prescribe Controlled Substance for 

Prescriber State 

612 EPCS cannot prescribe Controlled Substance for 

Pharmacy State 

613 EPCS State cannot prescribe Substance of Affiliate 

Scheduled Level 

614 EPCS Pharmacy State cannot prescribe Substance of 

Affiliate Scheduled Level 

609 Pharmacy is not found in EPCS for NCPDPID 

610 Pharmacy not enabled for CS 

616 Invalid Pharmacy State Code 

617 Invalid Prescriber State Code 

618 Unable to calculate schedule 

 

The error data will be updated into the Prescription database table fields and the 

eRx box on the prescription will be unchecked. The user will not be able to 

submit the prescription electronically until the prescription is corrected and 

has no errors. 

 

Completing the Medication Order 

Once the prescriber has completed the Medication Order and clicks the Done button 

multiple processes occur: 

• Validation of required fields 

• Drug to Drug, Drug to Allergy and Drug to Disease functions will run and 

display any interactions that pertain. 

• If the user selected to Create Patient Education Leaflets, they will be 

prompted to select the education leaflets language. A Visit Order will be 

created for the Leaflet. 
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• For Ohio clients, if the Two Factor Authentication (TFA) on all orders flag is turned on, 

then the user will be prompted to scan their badge and enter their password for that 

process. See details in the Provider Authentication when placing Medication Orders 

section below. 

• The Prescription will be added and display in the browse window as the example 

shown below: 

 

 
 

• The Prescription database table will be updated, and the AUDIT tab will display the 

Created By user, date, and time and Completed By user, date, and time fields. 

a) A Medication History Record will be added 

b) The System Auditing tables will be updated. 

c) The PHI Auditing table will be updated.  

d) The status will display: 
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▪ “Pending – eRx” displays in red” – if prescription has an error. When 

that prescription is highlighted on the browse window, the error 

displays at the bottom of the browse window. 

▪ “Pending – eRx” if a non-controlled substance. 

▪ “Pending – eRx (EPCS)” if a controlled substance.  

▪ “Pending” if the e-Rx box was not checked. 

▪ “Canceled – eRx” – if the prescription has been canceled electronically 

▪ “Cancel” – if the prescription has been canceled (manually) 
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Provider Authentication when placing Medication Orders 
 

Normally, clicking the Done button would create the medication order; however, with the 

Provider Authentication when placing Medication Orders enabled, when the prescription is to 

be sent electronically, the prescriber must be authenticated using positive identification or 

two factor authentication. Once the Done button is clicked, you will receive a message 

requesting you to scan your bar code.   

 
Important:  Please notice the warning that once authentication is complete, no changes may 

be made to the order. 

Once you scan your bar code and enter your password, both credentials must match what is 

on record when the prescriber’s credentials were registered as part of the setup process.  If 

there is a match, click OK and the medication order becomes a prescription.  If there is no 

match, the prescription is not created.   

 

Scanning must be done within 10 seconds or you will receive the following message as a 

warning. 

 
 

 

 

The following message will be displayed if you: 

• Click cancel 

• Fail to rescan your bar code  

• Do not enter a password 
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If authentication fails, the prescriber is given no choice but to click the Skip button on the 

[Medication Order window] to abandon the Medication Order.  

If the Authentication Code fails, the following message will appear.  You may click the Cancel 

button to go back to the [Medication Order] window. 

 

 
 

A maximum of three attempts to authenticate is permitted.  If authentication cannot be 

verified within three attempts, the prescriber’s Rx Authentication Rights are suspended.  The 

Security Administrator must be contacted for assistance and re-activation.  
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Correcting a Prescription 

Review button 

 
From the [Prescriptions from this Visit] window the Review button will allow modifications 

depending on the user type accessing the prescription and the status of the prescription. 

If the status of the prescription is still Pending, (not yet submitted electronically or printed) 

the Prescribing Provider can click the Review button to open and correct the prescriptions.  If 

a Clinician User accesses any prescription with a Pending status using the Review button, 

they will not be allowed to make any changes to the prescription fields but will be allowed to 

print Medication Leaflets.  

If the status of the prescription has been submitted electronically or printed, then regardless 

of the user, all entry fields will be disabled except the Medication Leaflets button and no 

changes are allowed. The user will have to cancel the medication with a reason why, notify 

the pharmacy and re-enter it as a new prescription.  

 

Delete button  

Federal regulations require a permanent record of all completed prescriptions.  There is no 

Delete function once the prescription is created, and the record is committed to the 

database.  As you can see the Delete button is not available for use on this window for any 

type of user. The order may be cancelled; however, a documentation trail of the original order 

and the cancellation will be recorded in the patient’s chart.  
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Prescriptions may be reviewed from this screen, but they cannot be deleted from here.  

The process of cancellation is a function of the Rx Refills & Discontinuances button on the 

[EMR Charting Workspace], Orders tab. 

To cancel a medication order: 

1. Click the Rx Refills & Discontinuances button on the [EMR Charting Workspace], 

Orders tab.  The [Reviewing Patient’s Medications] window will display. 
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2. Highlight the medication to be canceled and click the Cancel Med Order button. 

 
 

3. When the dialog requesting a reason for the discontinuance displays, enter a brief 

explanation for why you are cancelling this order.  Click OK. 

 
 

4. Click the Done Button on the [Reviewing Patient Medications] window. 

5. Verify your intention of cancelling the order by clicking Yes in the verification 

message. 
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Once the Prescription is cancelled, several actions occur: 

• The prescription is canceled and not available for any further processing. 

• The chart is updated with a note that indicates the prescription was cancelled and for 

what reason.  The user, date, and time is also included.  The note copies the exact 

text used in the original order to make sure there is no ambiguity in the 

documentation.  

 
• The [Clinical Problems List] window is updated with the cancellation information. 

• The [Current or Past Medication] window is updated. 

• The [Prescriptions from this Visit] window is updated so that this prescription no 

longer displays. 

• The System Auditing is updated for the Medication History. 

• If the original prescription had been submitted electronically, and the provider and 

the pharmacy that filled the prescription support electronic CANCEL Rx messages, a 

CANCEL Rx message will be sent to the pharmacy via the Surescripts network. 

 

EMR Charting ORDERS tab, Start Over button: 

• If a prescription has been submitted electronically and the user selects the Start Over 

button, the system will generate an error and this function will not be permitted because 

a prescription is attached and has been processed electronically. The ordered 

medication will have to be canceled through the Rx Refills & Discontinuances button. 

• If a controlled substance has been prescribed and the prescription has been printed, the 

system will generate an error and this function will not be permitted because a 
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prescription is attached and has already been printed. The ordered medication will have 

to be canceled through the Rx Refills & Discontinuances button. 

 

Submitting an Electronic Prescription 
 

Once all of the steps for completing an electronic prescription are complete and are ready to 

submit the prescriptions to Surescripts the user will click on the Prescriptions button and the 

following window will display: 

 

 
 

From the [Prescriptions from this Visit] window, click the Submit eRx button at the bottom of 

the screen.  This will copy all pending e-RX prescriptions to the [Electronic Prescription 

Submission] window, except for those with a status noted in red, which indicates that there 

are errors with the prescription order.  If you click on the medication in question, the errors 

associated with that order are displayed at the bottom of the window in red also. 

Electronic Prescription Submission window  

1. A Provider or Clinician selects the Submit eRx button to bring up the [Electronic 

Prescription Submission] window.  
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• If a Clinician selects Submit eRx, only the non-controlled substance prescriptions 

with a Pending eRx status will copy and display on the left pane of this window. 

Any prescriptions with a status of Pending eRx (EPCS) or Printed will not display 

on this window for those type of users. 

• If a Prescribing Provider selects Submit eRx, all the prescriptions with a Pending 

eRx or Pending eRx (EPCS) status will copy and display on the left pane of this 

window.  

Validation will be done against the Prescribing Provider and the User for each of 

the EPCS scripts to determine if these scripts should display on this [Electronic 

Prescriptions Submission] window. Any EPCS scripts entered by a provider not 

matching this user’s provider information will not be displayed. Also, any Printed 

prescriptions will be excluded from the display. 

2. The user must review each prescription before submission. As each medication is 

highlighted a series of validation checks will be performed for required data (i.e., 

Patient’s address, DOB & gender, Prescriber’s data, etc.) If an error occurs for the 

medication, the window displays a red description of the error in the lower left corner. 

The Submit Rx button will be disabled and the Submit All button, if selected will do 

nothing. The user will have to close the window and correct the errors before the 

prescription can be submitted. 
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Once errors have been corrected, the Submit Rx button is activated as displayed in 

screen below: 

 
 

Submit Rx button 

Users may select the Submit Rx button to send just the highlighted prescription.  
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• If this is for a non-controlled substance, then the prescription message will be moved to 

the RX Admin Console and will be processed by the Net Health Gateway to Surescripts. 

The data will be updated in the database as described below under the Submit All button 

section. 

• If this is for a controlled substance, then the Dr. First User Interface will display for TFA 

signing as described below.  

Submit All button 

Users may select the Submit All button after all of the prescriptions displayed in the left pane 

have been reviewed.  

If the user is a Clinician,  

▪ All the prescriptions that are displayed will be created as a prescription message, the 

left pane display will clear and each one will be moved to the RX Admin Console and 

will be processed by the Net Health Gateway to Surescripts.  

If the User is a Provider,  

▪ All the non-controlled prescriptions that are displayed will be created as prescription 

messages, and each one will be moved to the RX Admin Console and will be 

processed by the Net Health Gateway to Surescripts. 

• For any controlled substance prescriptions, the Dr. First EPCS Signing window will 

launch in an internet browser. 

Dr. First’s EPCS Gold software will validate that the user is the prescribing provider on 

the prescription. If no errors, then the provider will check the box beside each 

prescription to be digitally signed, select their device from the list, enter their signing 

passphrase, enter the pin from their OTP token, and click the Sign and Send button.  

 

Dr. First stores the signed prescription and queues the prescription(s) for processing 

by the EPCS Gold Router. The prescriber is then directed back to the software to the 

[Electronic Prescription Submission] window.  

 

If your state has a Prescription Drug Monitoring Program (PDMP) 

and you would like to access it via your Net Health application, 

contact your Net Health Client Sales Executive. For further 

information on the program and our solution, please see Dr. First’s 

EPCSGold website here.  

 

 

https://epcsgold.com/
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The screen will clear, and the user will need to select the Close button to return to the 

[Prescriptions for this Visit] browse window, displayed below: 

 
The status will change on the Prescription browse window to Submitted as shown above.  

The Audit tab of the prescription will be updated, and the prescription information will also be 

updated within the database. 

The System Auditing table will be updated as Submitted. 

 

The user will receive information on the status of the prescription(s). These will be viewable 

through the Rx Admin Messages windows.  
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If EPCS Gold cannot validate the provider, then errors will be returned to the software and 

the prescription will not be submitted to Surescripts. Possible errors are: 

10 Invalid EPCS API version 

11 Vendor Label is not valid 

12 Vendor Node Label is not valid 

13 Organization ID is not valid 

14 Payload data does not generate the given hash value 

100 XSD validations failed 

101 We’re sorry, but the EPCS Gold system is temporarily 

unavailable. Please try again later. 

801 We’re sorry, but your account does not have sufficient 

privileges to access the EPCS Gold prescription signing 

system. Either you are not currently enrolled to use EPCS 

Gold, or you have not yet been granted permission by 

your administrator or you do not have active DEA 

credentials to prescribe a controlled substance 

802 Prescriber with the provided NPI is not found in the EPCS 

system 

803 Cannot sign prescriptions as the request did not provide 

correct routing information for the prescription. 

 

 

In the event the transmission of an EPCS prescription fails, users will no longer be able to 

print a copy of the prescription. 

Prescription printing directions are documented in the Printing Prescriptions section of this 

manual. 
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Not Submitted to Pharmacy indicator 

 

Our software has an indicator for medications which were designated to be electronically 

prescribed but have not been submitted to the pharmacy. The Prescriptions button on the 

EMR Charting window will be highlighted in red to indicate this situation. 
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Setup Steps 

1. The setup items documented are specific for entering prescriptions within the software. 

Most of the setup is much the same for both non-EMR and EMR users and there are 

specific fields that only pertain to electronically prescribing controlled substances. These 

differences will be called out for the licensed users that are prescribing electronically 

without the EMR Charting functions and those electronically prescribing controlled 

substances. Also, the setup to prescribe for controlled substances is documented in the 

data entry order that the user needs to complete it. Certain flags will not display until 

other flags are turned on. Install the Net Health Gateway Client. 

 

A communications service developed by Net Health runs on a server at your site. That 

(non-dedicated) server must have access to the Internet and to the software data folder. 

When a prescription or other request is submitted, the software writes the information to 

a data table which the communications server is constantly polling. When it finds a 

waiting outbound message it sends it to the Net Health e-Prescribing Service gateway 

which directs it to the final destination. The process is reversed with incoming messages. 

The local communications service receives messages back from the Surescripts network 

via the Net Health e-Prescribing Service gateway. It stores the information in a local table 

and, using Net Health Task/Messaging system, alerts the prescriber to whom the 

message is addressed.  

 

The setup procedure for this service includes registering all prescribers with Surescripts.   

You will need to register all providers that will be submitting electronic prescriptions.  This 

is done in the Provider maintenance, on the Rx tab by pressing the Register with 

Surescripts button.  The Register with Surescripts button will only be enabled if the 

provider isn’t already registered, and if the following fields are populated: 

o First Name 

o Last Name 

o NPI Number 

o DEA Number 

o Phone Number 

o Fax Number 

o Address 1 

o City 

o State 

o Zip 

o Physician Type 



Electronic Prescribing 

 

 

32 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

•  
 

 

Once Surescripts certifies the prescriber, it will assign a Surescripts Prescriber Identifier 

Number (SPI).  The SPI and service levels for the prescriber will be updated in your 

database fields. 

 

2. Place an updated the software License File with the appropriate flags set for Electronic 

Prescribing. (New System Control File) 

3. Run the Setup Interop Components.msi to install the Prescribing Services information to 

the software for the connections to Surescripts and Dr. First software. 

Interop Parameters 

The DEA requires additional proof of identity for electronically prescribing controlled 

substances. The software partners with DrFirst to accomplish these requirements. A Dr. First 

EPCS Services Parameter within the software Interop captures all the URL and required data 

to attach to this 3rd party software for the two-factor authentication, (TFA), of controlled 

substance medications. The Enable check box must be checked in order to turn on some of 

the setup items required for EPCS.  
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During the Setup Interop Components installation, the production information will be 

populated. The required data for the Organization fields will need to be entered with data 

that is specific to your organization. These fields will become available when the Enabled 

Electronic Prescribing of Controlled Substances box is checked. 

 

Contact NetHealth Technical Support to collaborate on the responses for each tab on this 

window.  Our technicians will assist you in determining the correct entries to gain access to 

this functionality and to ensure your system’s optimal performance. 

Contact NetHealth Technical Support: 

844-464-9348 option 3    or 

Email us at: ehoccmed-support@nethealth.com 

 

 

 
 

Under the Prescribing Services tab, there are two sub-tabs for each 3rd party vendor’s 

required data for connection; Surescripts Formulary Services (existing data) and DrFirst EPCS 

Services (new data to be captured). 

The DrFirst EPCS Services tab contains 3 sub-tabs, and this is all the data that will be needed 

to connect to this 3rd party during the Electronic Prescribing of Controlled Substances 

functionality for the TFA. 

 

On the DrFirst EPCS Services Tab, configure the parameters needed by the DrFirst.   The Dr. 

First UI Signing Launch Web Page takes an optional parameter for a Post-Back-URL which is 

mailto:ehoccmed-support@nethealth.com
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the URL that DrFirst will redirect to after the Prescriber has signed the scripts they wish to 

submit, authenticated, and then clicks Submit.  

 

Net Health Technical Services will update the Organization data fields once they have added 

your organization to the Dr. First system. 

 

 

 

4. Update each User Account with the LAC Administrator and Prescribing Role flags as they 

apply. 

User Code setup  

User tab 

 

If this user is a Provider or a Clinician who will use the software for writing prescriptions, click 

the table icon beside the appropriate field. Then search and select the correct Provider or 

Clinician to link them to a user account. 

Roles, Administrative tab  
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Surescripts Electronic Prescription Message Administrator: 

Surescripts requires that doctors respond to messages within 48 hours and further requires 

that the software put an alert on the prescriber’s computer screen when there is an incoming 

message from the network. Therefore, at each client site using electronic prescribing there 

needs to be an e-Prescribing Administrator who does look at the system with regular 

frequency throughout the day. This flag turned on designates this user with those access 

rights. 

The Surescripts Electronic Prescription Message Administrator checkbox is used to turn on 

the RX icon on the software top tool bar for this user. This will ensure that this user is one of 

the Surescripts administrators who will monitor response messages.  When this checkbox is 

marked, this user will always have the RX icon displayed on the top tool bar when they log 

into the software.  When this icon is selected, this user has access to the Surescripts 

Administrator windows. 

 

Incoming communications to prescribers are distributed using the Task/Messaging system. 

Copies of all incoming communications are also routed to the e-Prescribing Administrator 

who is responsible for perusing the list of messages periodically through the day for matters 

which need handling. The Administrator will get a copy of the message and either contact the 

doctor for instructions or have a different provider handle the matter. 

On a rare basis there might be an incoming error message for a communications problem at 

the pharmacy that might result in a new prescription not getting through. In this case, the 

Surescripts netowrk would send an error message to the ePrescribing Administrator 

explaining the problem The prescriber might then have the prescription faxed.  

 

EPCS Logical Access Control Administrator:  

This is to provide access to Dr. First’s EPCS Logical Access Control (LAC) functions. This flag 

will only be available if the Dr. First Interop Parameter has been enabled. Check this box if 
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this user has been designated as the LAC Administrator and is to set the LAC Controls for all 

other providers within your facility. This will give this user access to this functionality from a 

button located on the EMR Setup NAV bar. 

 

ROLES, EMR CHARTING tab 

 

 

A user who has a profile setup as a Clinician will have access to only the Patient History & 

Vitals Entry and EMR Template Setup Access check boxes. All other boxes will be disabled 

and not available for selection.  

 

Providers will have all fields available for selection. The EPCS Signing Access flag will only be 

available if the Provider has the CS Prescription Service Level set on their Provider record. 

This flag is set on the Provider record after the LAC Process is completed and Surescripts 

sends a message to update this flag on the provider record.  

 

The next day after the LAC Process was completed, the LAC Administrator will need to go into 

these user account setups and mark the appropriate flag so that those users can submit 

controlled substances electronically. See LAC Process described below. 

 

Clients that assign the same Provider code to multiple users need to know which user is the 

one that will actually do the TFA Signing. The EPCS Signing Access flag can only be set on 

one user record with this Provider code. There will be validation and the following error 

displays if multiple user accounts have the same provider code attached and the EPCS 

Signing Access flag is being set on for each of those users: 
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Non-EMR Licensing, Prescribing Tab  

 
The EMR Charting tab is re-labeled Prescribing and the flags pertaining to the EMR Charting 

functions are not available as described above. 

Setup and Administration NAV bar 

EMR Charting License: 

The user will access Setup/Admin, EMR Setup buttons to access the Setup & Admin 

functions.  
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Non-EMR License: 

The user will access Setup/Admin, Medication Setup buttons to access the Setup & Admin 

functions. 

 
 

1. Activate the EPCS Logical Access Control function. 

EPCS Logical Access Control 

The DEA requires verification that providers are permitted by an organization to electronically 

prescribe controlled substances from that location. This is called Logical Access Control, or 

LAC. An EPCS Logical Access Control button is accessed through the Setup/Admin, EMR 

Setup, EMR Setup and Administration NAV bar to access this functionality. This button will be 

available to any user that has the EPCS Logical Access Control Administrator flag turned on 

in their user account setup. This button will be used by this LAC Administrative user to get 

access to the Dr. First Logical Access Control UI so that the enrollment process can be 

completed for each prescribing provider.  

 

 

 
Non-EMR License: 

The EPCS Logical Access Control button is accessed through the Setup/Admin, Medication 

Setup, Medication Setup and Administration NAV bar. 

 

When the button is selected the following Dr. First window will display.   
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The LAC Administrator needs to mark each individual provider as Active. When all providers 

have been selected, then they will select their OTP (One-Time Password) Token, enter their 

passphrase & PIN# and select the Authorize button.  A message will then be sent to 

Surescripts to update the Controlled Substance Service Level for each of these providers. 

The software Daily Provider update from Surescripts will update the CS Prescription Service 

Level on each Provider record. These providers will now be able to send controlled 

substances electronically to Surescripts. 

The next day the LAC Administrator will need to go into this user account setup and mark the 

appropriate flag so that those users can submit controlled substances electronically. See 

User Account setup section. 

See EPCS Gold for further information about Dr First onboarding. 

 

2. Activate the Prescriptions Parameter settings as described below. 

Prescriptions Parameter settings 

EMR Charting License 

The user will access Setup/Admin, EMR Setup buttons to access the EMR Parameter. The 

Prescriptions tab has multiple flags that can be set for the prescription writing in the EMR 

Charting. 

Business Rules for Prescription Handling tab criteria:  

The Automatically Print Prescriptions during the Charting Process (applies to All Medications) 

and the Allow Electronic Signature on Scheduled Meds Scripts check boxes must both be 

disabled when the client is submitting electronic prescriptions for controlled substances. 

Paper prescriptions should not be printed for electronic submissions of controlled 

substances and if a scheduled medication prescription is printed, they are not permitted to 

contain a pre-printed signature for the provider. Only a wet signature is permitted.  

 

 
 

 

https://go.drfirst.com/hubfs/2014-11-12/g3tzy/8842/121156/EPCS_On_Boarding_Manual_2014.11.12.pdf
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Authentication Rules for Prescription Handling tab criteria: 

  

 

 

 
 

Four options are available to control the method of Provider Authentication. 

• The first check box turns on the Medication Orders TFA Authentication which is 

required for Ohio. A bar code reader device scans a badge, and a password is 

entered for all medication orders entered through the EMR. This method will only be 

available for the software licensed clients. 

• The second check box will force the user to provide Two-Factor Authentication when 

Administering a Medication.  This check box is defaulted to unchecked. 

• The second check box will force the user to provide Two-Factor Authentication when 

Dispensing a Mediation.  This check box is defaulted to unchecked. 

• The fourth check box allows for Controlled Substance Prescriptions to be submitted 

electronically and a TFA Authentication process is required. The provider must use a 

hard/soft token device to enter the Two Factors whenever the prescriptions are 

submitted electronically. This field is disabled until the Interop Parameters have the 

Dr. First Enabled flag turned on.  Once the Interop Parameter has that flag switched 

on then the above second check box will be available on this parameter. 

The first and fourth flags cannot be turned on if the licensed client is Non-EMR client. Ohio 

clients that have to do the TFA for all medications orders will have to be licensed for the full 

EMR Charting in order to do so.  
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Non-EMR License 

The user will access Setup/Admin, Medication Setup buttons to access the Medication 

Parameter. This parameter will display a limited version of the regular EMR Parameters used 

by the EMR Charting clients. The window will open and display only two (2) tabs with the 

associated windows.  

 

3. Build the Master Pharmacy List as described below. 

 

 

 

Pharmacy Directory from Surescripts 

Surescripts maintains a pharmacy directory which contains the prescribing capabilities of all 

pharmacies subscribing to network.   Net Health receives weekly updates.  On a nightly basis, 

the application checks for updates to the pharmacies that you prescribe to and will update 

your database with any changes. The directory indicates whether the pharmacy can 

electronically handle refills, cancellations, changes, and controlled substances. 

The Pharmacies button will be used to maintain an up-to-date Pharmacy List which you 

routinely submit prescriptions and make your selection from a more manageable list when 

providers are prescribing medications. This list is created by selecting Pharmacies from a 

Surescripts Pharmacy Directory maintained in the system with an automatic weekly 

download. The pharmacies on your master list must be populated from the Surescripts 

directory in order to submit prescription electronically to them.  

The software also maintains a list of preferred pharmacies for each patient. When the 

pharmacy selection screen displays a check box can be marked to add this pharmacy to the 

patient’s preferred list.  

From the Setup & Admin NAV bar, select the Pharmacies button the following window will 

display: 
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The Select Pharmacy window will contain a column titled ECS (Electronic Controlled 

Substances). This column will have a red asterisk beside the pharmacies that accept 

controlled substances electronically.   

 

To add pharmacies that are not on the Surescripts Directory, click on the Add or Edit buttons 

and the Enter Pharmacy window will display to add a non-electronic pharmacy to the list. To 

add electronic pharmacies from the Surescripts Directory, click the Pharmacy Directory 

button at the bottom of the window. 

 

When the user clicks on the Pharmacy Directory button the following window will display:  
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This window allows users to populate a Master Pharmacy List from the Superscript Pharmacy 

Directory where the pharmacies shown match your search criteria. 

 

NOTE:  Users will need to enter the appropriate Surescripts connectivity information via the 

Net Health EHOM Interop parameter.  See the EHOM 11 System Administration Guide. 

 

 

Filter Criteria: 

Name Enter the desired pharmacy name.  If you enter a partial 

name, the system will return possible pharmacies that 

begin with your entry. 

City Enter the desired city name.  If you enter a partial name, 

the system will return possible pharmacies that begin with 

your entry. 

NOTE:  when searching for City and State, both are required 

State Enter the standard two-character state Identifier. 

NOTE:  when searching for City and State, both are 

required. 

Zip Code Enter the Zip Code of the area you want to search.  This 

field takes preference of the City and State fields when 

performing the search. 

Search Within This field becomes available when you enter a Zip Code.  

Select a specific search radius from the dropdown menu:   
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• 5 Miles 

• 10Miles 

• 25 Miles 

• 50 Miles 

The system will return the Pharmacy locations within the 

specified radius relative to the selected Zip Code.  Blank 

(no radius specified) is the system default. 

Type Specify the desired type of Pharmacy from the dropdown 

menu: 

• All 

• Retail 

• Mail Order 

• Specialty 

• Long Term Care 

Retail is the system default. 

 

Search Directory This button becomes available when you enter filter criteria.  

Select it to generate the Surescripts Pharmacy Directory list 

based on your selected filter criteria.  The red text below 

the button indicates the required filer criteria or 

combination of fields required to do a search. 

 

Surescripts Pharmacy Directory: The Surescript service pharmacies that meet your selected 

search criteria. 

Copy Selected to Master Pharmacy List: Once the Surescripts Pharmacy 

Directory is populated based on the selected search criteria, users may add a 

pharmacy to the Master Pharmacy List via this button.  Highlight your choice 

and click this button.  Your selected pharmacy will become part of the Master 

List.  

NOTE:  you may also drag+drop pharmacies from the Surescripts Pharmacy 

Directory to the Master Pharmacy List. 

 

Master Pharmacy List: The list of available pharmacies within your system. 

Include Inactive: check this box to include inactive pharmacies within the 

Master Pharmacy List. 

 

View: Click this button to display the Enter Pharmacy window in Read Only access.  Pharmacy 

details are displayed.  
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This window contains an ECS checkbox field that is not able to be modified by the 

user; it is informational only. If this field is checked, it represents that this pharmacy 

accepts controlled substance prescriptions electronically.  

 

 

Delete:  Remove a pharmacy entry from the Master Pharmacy List. 

 

NOTE: This window is also available through the Select Clinic or Treatment Site window.  It 

can be accessed through the Enter Clinic window, Nearby Pharmacy List sub-tab and then 

selecting the Add / Remove Pharmacies button.   
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There are a few differences in the Master Pharmacy List panel.  A second tab is available 

called the Clinic Pharmacy List.  This will create a group of pharmacies available for the 

current clinic.  An additional button on the Master Pharmacy List labeled, Copy Selected to 

Clinic Pharmacy List allows users to add a pharmacy to the Clinic Pharmacy List. 

 

 

Clinic Setup 

From the Enter Clinic window under the Printers tab: 
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Users may select Prescription printers and Med Dispense Label printer fields if needed for 

their clinics.  

 

From the Nearby Pharmacy List tab users can define a list of pharmacies used by each clinic. 

When the Add/Remove Pharmacies button is selected, the following window displays: 

 

 
 

4. Define required fields for Prescribing Providers as described below. 
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Prescribing Provider 

Provider Records 

Every prescriber must have a provider record with required data fields completed for 

submitting prescriptions electronically.   

1. Select Setup / Admin button which will display the Setup and Administration NAV bar. 

2. Click the Provider button, which will display the [Select Provider] window. 

3. Select a provider, which will display the [Enter Provider] window. 

In order to send electronic prescriptions, each prescriber must be registered with 

Surescripts.  You will need to register all providers that will be submitting electronic 

prescriptions.  This is done in the Provider maintenance, on the Rx tab by pressing the 

Register with Surescripts button. 

 

 
4. Complete the required fields in order for a provider to submit electronic prescriptions: 

General tab – Link each provider, by name, to the following identifiers: 

a.  One NPI# 

b. License # and Lic State 

c.  One DEA# 

d. Address, City, State and Zip code 
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Rx tab 

a. Prescriber ID – This unique SPI is provided by Surescripts once all of the required 

fields are entered and registration is complete.  (See below letter “d”). 

b. Specialty Code 

c. Mid-Level Provider ID 

d. The Register with Surescripts button will become active if the prescriber is not 

already registered with Surescripts and once a number of fields on the General 

tab are entered: 

• First Name 

• Last Name 

• Address 

• City 
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• State 

• Zip Code 

• Phone 

• Fax 

• NPI 

• At least one (1) Service Level has been selected 

 

e. Narcotics Addiction DEA Number - This field contains validation requiring a 

maximum of 9 characters and that the number entered must have two letters 

and seven numbers. Any other combination will generate an error. 

This field is required for those providers that will be submitting EPCS narcotic 

drugs that are being prescribed for narcotic addiction treatment.  

 

f. Prescription Oversight Required?: Check this box if physician oversight is required 

for prescribing of medications 

 

g. Supervising Physician: If Prescriber Oversight is required (box checked above), 

this lookup will become available. Click the hourglass icon to select a supervising 

physician. If the Prescription Oversight Required? checkbox is not checked, this 

lookup will not be available. 

 

h. Charting Signature Required?: Check this box to force a signature on the patient 

chart. 

 

5. Service Level Updates from Surescripts: 

• New Rx: Fill a new prescription. See Pharmacy Service Level Rules 

• Cancel Rx: Cancel a prescription. See Pharmacy Service Level Rules 

• Rx Renewal Requests: Send a Renewal Requests. 

• Rx Change Request: Change a submitted prescription request. 

• Controlled Substance RX: The Controlled Prescription service level will only be 

returned and updated on the provider once they have completed the LAC 

(Logical Access Control) process of the identity proofing process. This gives 

this provider the rights to submit controlled substances electronically with a 

TFA digital signature. See Pharmacy Service Level Rules 

• Rx Renewal Status: If this box is checked, the user will receive a fill 

notification as selected below in the Default e-Rx Status Notifications 

dropdown menu at the bottom of the window. 

• Rx Renewal Status Indicator Change: If the prescription has been cancelled, 

this checkbox allows users to still be able to change the fill status on the 

Prescription window. 

NOTE: For unregistered providers, the following Service Levels remain open until 

the registration process is complete. 
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• New Rx 

• Cancel Rx 

• Rx Refill Requests 

• Rx Change Requests 

• Rx Fill Status 

 

When all of the registration information is entered, the Register with 

Surescripts button becomes active (as noted above).  The application will 

now require at least one Service Level to be selected for the Register with 

Surescripts button to become active. 

 

Users should click the button which will attempt to register the Provider 

and send the Selected Service levels to Surescripts.  If an error is 

returned referring to a specific Service Level, users should uncheck that 

Service Level and click the Register with Surescripts button again to 

complete the process.  

 

Once registration is complete the Service Levels become read-only fields.   

 

 

The connection is made between the software and Surescripts, the Prescriber ID 

(SPI) that is unique to each prescriber is used to match the provider in Surescripts. 

Surescripts will return the Specialty Code and the electronic Service Levels and 

update the provider record New prescribers will be assigned services levels for 

submitting new prescriptions, canceling prescriptions that were sent electronically, 

accepting Refill/Renewal Requests, accepting Change Requests and accept Fill 

Status messages. 

Once the registration is completed the Provider’s Address, City, State and Zip code 

fields will be set to Read Only and cannot be changed. If changes need to be made to 

these fields, then the address will need to be changed on the Surescripts Admin 

Console by a Net Health Technical Service Rep. Then the changes will be downloaded 

to the provider during the Daily/Weekly update from Surescripts. This process is to 

ensure that the provider’s address information being sent electronically from the 

software on prescriptions matches that stored in Surescripts.   

NOTE: Once new prescribers are assigned a Prescriber ID, they have 30 days to use 

their rights before they are revoked and must be re-registered with Surescripts. 

 

6. Default e-Rx Fill Status Notifications:  This defines the type of notifications regarding 

patient prescriptions that the prescriber would like to receive from the pharmacy.    

When electronically prescribing medications, the system will default to whichever Fill 

Status Notification that is chosen from this dropdown.  This status can be changed 

on a prescription-by-prescription basis.  
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Note: If the provider has any Service Levels selected, a “blank” is not valid for this 

field and the system will not allow the record to be saved until a Fill Status 

Notification is selected. 

 

 

Inactivating a provider 

 

 
 

An eRx Administrator may render a Provider inactive by clicking the Inactive checkbox 

at the bottom of the [Enter Provider] window.  This will prevent the selected provider 



Electronic Prescribing 

 

 

53 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

from creating and/or sending electronic prescriptions and will remove their name 

from the provider list available to the eRx Administrator.  

7. Update the remaining master tables as described below. 

Billing Physician setup for Supervising Provider 

Providers will need access (for a Supervising Provider) to sign-off the electronic prescriptions 

to be submitted for the Mid-Level Providers they oversee. The Oversight Prescriber will be 

designated on the prescription. This master table setup will have all the same identifiers as 

shown above for the Provider. Enter the required information for each of these providers. 

 

Prescription Templates  

There is a default prescription that can be printed from the software. If this format does not 

meet your states prescription form requirements, then the Prescription Templates button will 

be used to define special formats for the Prescription Form that prints. When the user clicks 

on the button the following window will display: 

 

 

 
The user can Add, Change, or Delete Prescription Templates from this window.  This button 

will be available to Provider users with the Prescribing Provider Access box checked on the 

User Account, Rx tab.  
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Surescripts Service updates 
 

 

The pharmacy information for the pharmacies that are contained within the EHOM database 

is updated nightly. Each night the software will contact the Surescripts pharmacy database 

that have an NCPDPID and update the pharmacy information in the client EHOM database.  

This window will configure your database to receive the pharmacy updates.  Users will need 

to contact Net Health Technical Services for assistance to install this window.  The default 

directory from the installer is: C:\Program Files (x86)\Net Health\Net Health E-Rx Service\ 

Please contact them at: 

Support Office: 1-844-464-9348, Option #3 or 
E-mail: ehoccmed-support@nethealth.com 

 

 

Server Client SQL Server Instance. 

Database Client EHOM database. 

Username Credentials for the client’s SQL Account used to connect 

their EHOM database. 

Password Credentials for the client’s SQL Account used to connect 

their EHOM database. 

Test Connection Select this button to test your connection. 

Send Interval The maximum number of seconds before the e-Rx service 

sends e-prescribing messages to Surescripts. 

Receive Interval The maximum number of seconds before the e-Rx services 

retrieves messages from Surescripts. 

Download Time Users may set their download time (military time) 

mailto:agilitysupport@nhsinc.com
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NOTE:  this time should be configured to be after 3:30 AM 

(EST) in order to receive the most recent updates. 

Pharmacy Last Run Read only field.  This will show the last time that the 

Pharmacy Download occurred. 

Prescriber Last Run Read only field.  This will show the last time that the 

Provider Download occurred. 
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Creating Prescription Orders without the EMR 
Charting 
 
This function is intended for clients who are licensed with (Non-EMR clients) and Electronic 

Prescribing to Surescripts Network. These clients will not have access to any of the EMR 

Charting functions where medication prescribing is normally done. The software will enable 

(throughout the system) all areas involving electronic prescribing so that a user can create 

prescriptions and send them electronically.  

Providers will be granted access to all the functions required to do electronic prescribing and 

clinicians will be given access to perform administrative functions for printing and submitting 

the prescriptions entered by the Provider. 

 

View Chart Setup 

The software (Non-EMR Clients) will not have access to the EMR Charting functions; they will 

need to be able to enter Medications, Allergies and Problems for the patient. Recording of 

the past medical history of Medications, Allergies and Problems will be used during the 

Prescription creation in order to the Drug to Drug, Drug to Allergy and Drug to Disease 

interaction checking.  Entry of this data will be done through the [View Chart] window, 

Problems List tab. 
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Medications  

Current medications taken by the patient are entered through the Current Medications panel. 

Users may select the Add or Change buttons within this section to enter the information.  

Clicking the Add button displays the following window: 

 

 
 

Once the medication is selected from the list, the following window displays: 
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The Order Details tab will be populated with the information from the selected medication. 

The user can change as needed. The Audit tab will populate the Add User and the Multum 

Drug identifier fields. If the medication was entered through the [View Patient Chart] 

windowpane above, then all the fields on the Orders Details tab will be available for editing.  

 

 

 

When reviewing the Medications attached to the Medical Record, any medications that were 

administered or dispensed will display who administered/dispensed them and when the 

medication was administered/dispensed.  The software will also show any notes related to 

the administering of the medication and the start/stop times. 

 

To Change a Record 

To change a record, the user may highlight the specific medication line and either double 

click or click the Change button.  If the medication was entered through the Prescription 

functionality, then the Orders Detail tab fields will not be accessible for editing.   

To delete records, user may highlight the specific medication line and click the Delete button. 

If the medication was entered through the prescription functions, then the following message 

will display, and the user will not be allowed to delete the record.  

 
 The user will need to change the record and mark the Inactive or Removed check box and 

then enter a reason. 

  

Allergies  

Entry of current allergies for the patient will be done through the current Allergies and 

Adverse Reactions panel. Users may select the Add or Change buttons within this section to 

enter the information.  

Clicking the Add button displays the following window: 



Electronic Prescribing 

 

 

59 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

 
The Allergy Type dropdown menu for non-EMR licensing contains 5 options: 

 
 

Users may select one of the Allergy Types from the drop-down list. Each option will display a 

specific lookup on the window. 

Specific Medication: 

If the Specific Medication is selected, then the field will display with a title of Medication with 

a lookup box icon. If the user selects the icon, the following window will display: 
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Medication Category: 

If the Medication Category is selected, then the field will display with a title of Medication 

Category with a lookup box icon. If the user selects the icon, the following window will display: 

 
 

Food or Substance: 
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If the Food or Substance is selected, then the field will display with a title of Food or 

Substance with a lookup box icon. If the user selects the icon, the following window will 

display: 

 
 

Immunization: 

If the Immunization is selected, then the field will display with a title of Immunization with a 

lookup box icon. If the user selects the icon, the following window will display: 

 
Other Non-Med Allergy: 
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If the Other Non-Med Allergy is selected, then the field will display with a title of Other Non-

Med Allergy with a lookup box icon. If the user selects the icon, the following window will 

display: 

  
 

In order to change an Allergy record, the user may highlight the specific allergy line and either 

double click or click the Change button.  All fields are available for editing.  To delete an 

Allergy record, users may select the Delete button to remove a record from the list. 

 

Problems 

Entry of active or chronic Problems for the patient will be done through the Problems: Active 

or Chronic section. Users may select the Add or Change buttons within this section to enter 

the information.  

 

Clicking the Add button displays the following window: 
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To change an active or chronic problems record, the user may highlight the specific problem 

line and either double click or click the Change button.  All fields are available for editing.   

To delete an active or chronic problems record, users may select the Delete button to remove 

a record from the list. 
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Enter Prescription   
 

Users will enter prescriptions through the Enter Visit window. For non-EMR Clients who are 

licensed for Electronic Prescriptions to Surescripts Network. The process will begin by 

selecting the Prescriptions button. 

Enter Visit window 

 

 

Prescription button (Enter Visit) 

The Prescription button will be available and display only to users who have a Clinician Code 

or Provider Code assigned in their User Account setup. The button will not display for users 

that do not have these fields defined on the User Account setup. 

Selecting the Prescription button, the following window displays: 

 



Electronic Prescribing 

 

 

65 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

  

Add button (Enter Visit Prescriptions) 

The Add button on the [Prescriptions from this Visit] window is used to enter a new 

prescription. If the Visit does not have a Provider, then the Add button will be disabled.  The 

Add and Delete buttons will be available only to users that have a Provider Code assigned 

and have the Prescribing Provider Access flag turned on in their User Account setup. 

Selecting the Add button will display the following window: 
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The Prescribed By field will be populated with the Provider that is attached to the Visit.  

Medication lookup icon is used to select the medication from the [Select Medication] 

window.   

 

Drug Strength, Dispense Information, and Patient Sig fields will be populated from the 

medication that was selected.   

To the right of the Medication name a roman numeral of II, III, IV, or V may display. This 

number designates the scheduled medication value if the medication selected is a controlled 

substance. 

 

Supervising Physician: If physician oversight is required (as defined on the Provider), this 

lookup will become available. Click the hourglass icon to select a supervising physician.  The 

default will be the provider selected on the Enter Provider, Rx tab as the Supervising 

Provider. 
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Additional Field Criteria & Rules: 

Number of Refills: There are validation rules for this field when prescribing a controlled 

substance medication. The Number of Refills field will be disabled if the medication is a 

Scheduled II controlled substance. Any other type of controlled substance medication may 

have a maximum of 5 entered. Beyond that the following error message will display: 

 

 
  

eRx checkbox: In order to send the prescription electronically, instead of using a 

printed copy or a fax, check this box. This box is only available if the following rules 

apply: 

• Clients are licensed for Electronic Prescribing to Surescripts.   

• The Prescribed By providers service level supports the ability to electronically 

prescribe non-controlled substances. 

• The Dr. First Interop Parameter flag is enabled, and the prescription is a 

controlled substance. 

• The Medications Parameter flag is turned on to Send Electronic Prescriptions 

for Controlled Substances and the medication being prescribed is a 

controlled substance. 

• If a Prescribed By providers service level field supports prescribing 

medications for Controlled Substances and a controlled substance 

medication is entered by this Provider. 

• The Pharmacy attached to the Prescription supports electronic prescriptions 

(has an NCPDP ID) and has a Surescripts service level that supports the 

sending of New Prescription messages. 

 SIG and Additional Sig: SIG notes are instructions for the patient. If the prescription 

is marked for eRx then the total number of characters of both these fields are 

restricted to 140 characters maximum. This is an electronic prescription 

requirement.  The software provides a character counter on the Prescription entry 

window.  If you should exceed 140 characters, the note turns red, and the 

prescription cannot be saved until it is corrected.  

 

Note to Pharmacist is reserved for information that the prescriber wants to 

communicate to the pharmacist.   
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Pharmacy: Allows you to select the pharmacy to which the prescription will be sent 

based on the patient’s preference.  Select the pharmacy by using the icon beside the 

entry field and the following window will display: 

 

 
This window will display 4 different tabs.  

• Patient Pharmacy List - When selecting a pharmacy from any list other 

than the patient’s list the user can add the selected pharmacy to the 

patient’s list via the checkbox at the bottom of the window. 

• Clinic Pharmacy List (based on the current clinic of the visit) - The Clinic 

Pharmacy List can be defined with the pharmacies routinely used by 

patients when seen at each clinic within the Clinic entry screen. 

• Master Pharmacy List  

• Pharmacy Directory - If selecting a pharmacy from the Pharmacy Directory 

(Surescripts Pharmacy directory) it will automatically be added to the 

Master Pharmacy List.  
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Name Enter the desired pharmacy name.  If you enter a partial 

name, the system will return possible pharmacies that 

begin with your entry. 

City Enter the desired city name.  If you enter a partial name, 

the system will return possible pharmacies that begin with 

your entry.  NOTE: when searching for City and State, both 

are required. 

State Enter the standard two-character state Identifier.  NOTE:  

when searching for City and State, both are required. 

Zip Code Enter the Zip Code of the area you want to search.  This 

field takes preference of the City and State fields when 

performing the search. 

Search Within This field becomes available when you enter a Zip Code.  

Select a specific search radius from the dropdown menu:   

• 5 Miles 

• 10Miles 

• 25 Miles 

• 50 Miles 

The system will return the Pharmacy locations within the 

specified radius relative to the selected Zip Code.  Blank 

(no radius specified) is the system default. 

Type Specify the desired type of Pharmacy from the dropdown 

menu: 

• All 

• Retail 

• Mail Order 

• Specialty 
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• Long Term Care 

Retail is the system default. 

 

Search 

Directory 

This button becomes available when you enter filter criteria.  

Select it to generate the Surescripts Pharmacy Directory list 

based on your selected filter criteria.    

 

The ECS column will contain a red asterisk for those pharmacies that 

support electronic prescriptions for controlled substances. 

 

 

Pharmacy Service Level Rules 

 

Prior to sending messages to a pharmacy, the software is required to verify that the 

pharmacy can accept that message. 

 

The following rules apply to Cancel Prescriptions (Cancel Rx) and New Prescriptions (New Rx): 

• The software will not allow sending a new prescription message to a pharmacy that 

does not have the correct service level to support New Rx. 

• The software will not allow sending a cancel prescription message to a pharmacy that 

does not have the correct service level to support Cancel Rx. 

• The software will not allow prescribing of a controlled substance to a pharmacy that 

does not have the correct service level to support EPCS. 
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Dr. First Drug Checking 
When the medication is a controlled substance and the eRx and Pharmacy fields are 

completed, then a pre-validation check with the Provider’s state, Pharmacy NCPDP ID 

and Prescription data is submitted to the Dr. First’s EPCS Gold Web services system. 

The data is verified against the most current federal and state laws for the drug, 

prescriber, and pharmacy states and that all the required data is entered for the 

prescription. Depending on the type of controlled substance drug, additional 

information may be requested on the screen with prompts displaying in red. These 

messages are: 

 

• GHB code – The “GHB: Notes must include medication requires additional 

notes!” red prompt will display on the screen for the user to enter the 

required data. 

 

 
 

The user will have to enter a reason in the Notes to Pharmacist field of why 

the provider is prescribing the drug.  

 

•  NADEAN code – “NADEAN: nnnnnnnnn *Must include your Narcotics 

Addiction DEA number!” red prompt will display on the screen to the user to 

enter the required data. 
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The field will be pre-populated with this provider’s NADEAN number from the 

provider table. If blank, then the user will need to enter this provider’s 

Narcotics Addiction DEA number. This field contains validation requiring a 

maximum of 9 characters and that the number entered must have two (2) 

letters and seven (7) numbers. Any other combination will generate an error. 

 

 

• Additional Error codes that could display upon returning from the Dr. First 

Drug Check. The following messages will display: 

 

604 NDCID for Drug is not found in EPCS 

611 EPCS cannot prescribe Controlled Substance for 

Prescriber State 

612 EPCS cannot prescribe Controlled Substance for 

Pharmacy State 

613 EPCS State cannot prescribe Substance of Affiliate 

Scheduled Level 

614 EPCS Pharmacy State cannot prescribe Substance of 

Affiliate Scheduled Level 

609 Pharmacy is not found in EPCS for NCPDPID 

610 Pharmacy not enabled for CS 

616 Invalid Pharmacy State Code 

617 Invalid Prescriber State Code 

618 Unable to calculate schedule 
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The error data will be updated into the Prescription database table fields and the 

eRx box on the prescription will be unchecked. The user will not be able to 

submit the prescription electronically until the prescription is corrected and 

has no errors. 

 

Medication Leaflet button  

Selecting the Medication Leaflet button will prompt the user to select the education leaflets 

language. Then users may click either the Review or Select button to print the medication 

education sheet.  

 

 
 

When the OK button on the Prescriptions window is clicked, multiple processes occur: 

If the e-Rx box is checked and no pharmacy is selected, whenever the user clicks the OK 

button it will automatically take the user to the Pharmacy lookup window for the user to 

select one. 

The SIG field is validated by number of characters. If the prescription is marked eRx and the 

SIG field exceeds 140 characters, the following message displays: 

 

 
 

The Drug to Drug, Drug to Allergy, and Drug to Disease functions will run and display any 

interactions that apply.  If GHB code message displays for this prescription, the user will have 

to enter a reason in the Notes to Pharmacist field of why the provider is prescribing the drug. 

This field is validated that at least 5 characters is entered for the notes or the user will 

receive the following error.  

  



Electronic Prescribing 

 

 

74 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

 
If an error occurs, the system will not let the user out of the entry window until data is 

entered. 

 

If a NADEAN code displays for this prescription, validation will be completed to ensure that a 

9-character number is entered in this field. If an error occurs, the system will not let the user 

out of the entry window until data is entered; otherwise, the following error will display: 

 

 
 

The Prescription will be added and display in the browse window as the example shown 

below: 
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The Prescription database table will be updated, and the AUDIT tab will display the Created 

By user, date, and time and Completed By user, date and time fields. 

a) A Medication History Record will be added 

b) The System Auditing tables will be updated. 

c)    The PHI Auditing table will be updated.  

d) The status will display: 

▪ “Pending – eRx” displays in red” – if prescription has an error. When 

that prescription is highlighted on the browse window, the error 

displays at the bottom of the browse window. 

▪ “Pending – eRx” if a non-controlled substance. 

▪ “Pending – eRx (EPCS)” if a controlled substance.  

▪ “Pending” if the e-Rx box was not checked. 

 

Change button (Enter Visit Prescriptions) 

Change button will be used for the following: 

• When the prescription has not been submitted electronically or printed the following 

occurs: 

o If a Provider User, with Prescribing Provider User Access, then the entry fields 

open up to allow the Provider User to make any changes to the prescription.  

o The Prescription database table will be updated, and the Audit tab will display the 

Changed By user, date, and time fields. 

o The System Auditing tables will be updated. 

o The PHI Auditing table will be updated. 

o For a Provider User, without Prescribing Provider User Access, this button title will 

change to read Review. If the record is opened then it will display Medication, Sig 

& Notes entry fields disabled, and the users will not be allowed to make any 

changes to these fields. The only option available to this user is the Medication 

Leaflets button. 

o For a Clinician User, this button title will change to read Review. If the record is 

opened then it will display the Medication, Sig & Notes entry fields as disabled 

and the user will not be allowed to make any changes to these fields. The only 

option available to this user is the Medication Leaflets button.  

• If the prescription has been submitted electronically or printed: 

o Regardless of the user type, all entry fields will be disabled except for the 

Medication Leaflets button and no changes are allowed. The user will have to 

cancel the medication with a reason why, notify the pharmacy and re-enter it as a 

new prescription.  

The Drug Interaction and Allergy Warning message will only display when an interaction 

warning is given for the medication. 
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Delete button (Enter Visit Prescriptions) 

Delete button will be used to cancel the prescription but not actually delete it from the 

database as follows:  

• If the status of the prescription is Submitted or Printed, then the following occurs:   

o When the Delete button is clicked the screen will display: 

 
o Once this screen is completed, the prescription will be cancelled but not 

actually deleted from the database in compliance with regulatory 

requirements.  

▪ The Prescription database table will be updated, and the AUDIT tab 

will display the Canceled By user, date and time fields updated.   

▪ The System Auditing tables will be updated. 

▪ The PHI Auditing table will be updated. 

• The prescription will disappear from this browse window unless the Include 

Canceled Prescriptions box is checked. 

If the status of a prescription is still Pending or Pending e-Rx then it will allow the prescription 

record to be deleted from the database. 

 

Cancel eRx button (Enter Visit Prescriptions) 

If the prescriber selects to cancel a prescription it results in a Cancel message sent from 

EHOM to the Pharmacy.  If the pharmacy can’t find the prescription, they may send a 

message back to the prescriber stating that the electronic cancel did not occur.   

For further information please see the following section: eRx Cancel. 

Electronic Prescription Submission window  

Prescriptions are submitted the same as the EMR Charting licensed users. See this same 

section above for detailed instructions. 
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View Patient Chart 

The Prescription tab on the View Chart allows new prescriptions to be viewed when created 

from a Renewal Request even though it was not attached to any visit. 

 

 
Users are able to: 

• View any Prescription for the patient (Read Only) 

• Print a Medication Leaflet from the medication 

• Print a Copy of the prescription that has the Watermark “Copy – Not for Dispensing” 

included on the print. 

• Cancel eRx……  <<<<<Describe functionality here>>>>>  NCPDA-367 describes the 

change 
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System Audit Events for Prescribing Medications 

Security Parameters, PHI Audit Trail Settings  

Security Parameters and PHI Audit Trail Settings audit records are required to support the 

System Auditable Event records. If the client is licensed to do Electronic Prescriptions to 

Surescripts Network, the software will automatically enable the Add/Update/Delete/View 

functionality for all prescriptions being entered. Users do not have the ability to turn it on or 

off. A disclaimer is displayed to notify the user of this information on the window shown 

below. 

  

System Auditable Event  

The software will create System Auditable Event records that include the following:  

• Date and time of the event,  

• Type of event, 

• Identity of the person taking the action, 

• Outcome of the event (success or failure) 

• The Application Version on each record for the following activity: 

Action Event Type Affected Data 

Added Prescription Created Patient Prescription 

Changed Prescription Updated Patient Prescription 

Viewed Prescription Viewed Patient Prescription 

Canceled Prescription Canceled Patient Prescription 
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Deleted Prescription Deleted Patient Prescription 

Printed-1st time PHI Export Patient Prescription  

Reprint (after 1st print) PHI Export Re-Print Prescription for 

reason: 

Printed Copy 

(Submit/Controlled 

Substance Re-Print) 

PHI Export Patient Prescription Copy 

Print All PHI Export Visit Prescription 

Submitted Prescription Submitted Prescription Submitted 

Electronically 

  

Audit events when Electronic Controlled Substance medications are being prescribed. 

 

LAC Admin Access Security Administration 

Event 

EPCS Logical Access 

Control Initiated 

Interop Parameters 

Dr. First 

Security Administration 

Event 

DrFirst EPCS functions 

enabled/disabled 

EMR Parameter EPCS 

Enabled 

Security Administration 

Event 

EPCS Functions 

Enabled/Disabled 

User Account EPCS 

Signing Access 

User Account Security User Account 

Granted/Revoked EPCS 

Prescription signing Access 

User Account LAC 

Administrator 

User Account Security User Account 

Granted/Revoked EPCS 

Administrator Access 

Security Parameters 

Auditing 

Security Administration 

Event 

Audit Log Settings 

Modified 

Dr. First UI Signing 

Event 

Prescription Signing EPCS Prescription Signing 

Initiated 
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Provider Registration 
 

Overview 
New Providers that will be e-prescribing will need to register with Surescripts.  This can be 

completed through the Enter Provider window, Rx tab: 

 

 
If the provider is not already registered with Surescripts, the Register with Surescripts button 

will become active once a number of fields on the General tab are entered: 
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The required fields include the following 

• First Name 

• Last Name 

• Address 

• City 

• State 

• Zip Code 

• Phone 

• Fax 

• NPI 

 

Once all fields are entered, click the Register with Surescripts button on the Rx tab.  At that 

point the data will transmit to Surescripts where the registration process is completed.  

Surescripts will return specific provider information on the Rx tab and the required fields on 

the General tab will become read-only. 

 

Once the registration is complete, any updates to the required General tab fields must be 

done by Net Health Technical client Services team.  Please contact them at: 

• Support Office: 1-844-464-9348, Option #3 

• E-mail: ehoccmed-support@nethealth.com  

mailto:agilitysupport@nhsinc.com
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Prescription Fill Status  
 

Overview 
The patient’s fill status is viewable from the Prescriptions from this Visit window for both EMR 

and non-EMR clients: 

 
 

Highlight the desired medication line and click the Fill Status button to display the following 

window: 

 
Provided the pharmacy communicates back to you and your provider has specified on the 

prescription that fill statuses are to be sent, the prescription’s status will be displayed in the 

browse. 

 

The default status for electronic prescriptions can be set through the Enter Provider window: 



Electronic Prescribing 

 

 

83 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

 
The Default e-Rx Fill Status Notification dropdown selections will establish the default Fill 

Status; however, this field can be changed on a prescription-by-prescription basis as the 

provider is writing the medication.  
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Printing Prescriptions 
 

Overview 
The software has the ability to print prescriptions of controlled substances submitted 

electronically per the DEA regulations.    

• When a provider successfully submits an electronic prescription for a controlled 

substance, but wants to print a copy as well, the software has the capability to print 

a paper copy with a watermark - “Copy – Not for Dispensing”.  The watermark will 

notify the pharmacy and ensure the printed copy is not used to obtain the 

prescription. 

 

Printing/Faxing Electronic Prescriptions 

Users that have a Clinician Code or Provider Code as part of their security profile will have 

access to print a prescription through the Prescription button located within the EMR 

Charting Workspace or on the Visit Entry windows.  

 
 

Print Rx button 
Select the Print Rx button to print the highlighted prescription on script paper. This record will 

have a status of Pending. Once the script is printed: 

• The Status will be changed to Printed. 

• The Prescription will be identified as Printed within the database. 

• The System Auditing information will be updated. 

• The faxing option will be turned off and not permitted for the scripts. Also, any 

options to print multiple copies or export to a file are not permitted. 
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o The script will display a watermark on the print. 

o A red message will display on the browse window showing the prescription 

was previously printed and the user, date, and time. 

o The System Auditing information will be updated. 
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Print Copy button 
The Print Rx button is relabeled to Print Copy if the medication highlighted has a Printed or 

Submitted status.  

 
The user will be able to print a copy of the prescription with the “Copy-Not for Dispensing” 

watermark on the printed copy. The software does not allow the user to sign or store a 

signature on this printed prescription. The prescriber must provide a wet signature on this 

printed copy.  

NOTE: Printing a second copy of a script without the watermark is not allowed; the 

Print Preview window has had the following options removed: 

▪ Print one icon  on the top tool bar of the Print Preview window  

▪ Options to select multiple copies from the Report Destination window 
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▪ Option to print to a file from the Report Destination window  

 
o The System Auditing information will be updated. 
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Print All button 
Select the Print All button to print all prescriptions on script paper that have a status of 

Pending. Once the script is printed: 

• The Prescription will be identified as Printed within the database. 

• The System Auditing information will be updated. 

• Prescriptions with any other status will not be included with the group of 

prescriptions to be printed. To reprint a prescription, the user will have to do each 

prescription individually with the Print Copy button. 

 
• NOTE: The software does not permit a controlled substance prescription which has 

been submitted to the Dr. First TFA Signing User Interface to be transmitted by Fax. 

• If the pharmacy notifies a practitioner that an electronic prescription was not 

successfully delivered to the pharmacy, the software will not allow resubmission or 

printing a prescription after it has been transmitted through the Rx Admin Console. 

The workflow will require the user to go into the EMR Charting Workspace or Visit 

Entry window, cancel the original prescription and create a new one. 

• If the transmission of an electronic prescription for controlled substances fails for any 

reason, the software will not allow the prescription to be resubmitted or printed after 

it has been transmitted through the Rx Admin Console. The workflow will require the 

user to go into the EMR Charting Workspace or Visit Entry window, cancel the original 

prescription and create a new one. 
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Prescription Renewal (formally Refill) 
 

Renewal Requests from Surescripts 
Renewal Requests are generated from Surescripts and are sent to the software. These are 

created as messages to a specific Provider and can be accessed from the Task/Message 

Icon or the RX Admin Console Icon  on the Top Tool bar. 

 

The examples described below will be from the Task/Message icon. 

 

The Renewal Request comes through the Gateway and displays as follows: 

 

 
 

The provider will open the record and the task/message displays as follows: 
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The user will click the Respond to Electronic Prescribing Message button and the following 

window will display: 
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The left side of the window will display the Renewal Request Prescription sent from the 

Pharmacy. The Right side will try to match up to the Patient and a previously submitted 

prescription in the software for this medication. 

 

If the patient cannot be found the window will display beside this lookup in red ‘NOT FOUND’. 

The user will look up, find, and select the correct patient from the software if possible, 

see Locate patients. 

 

The software Prescription area will display for a matching prescription previously submitted. 

If not found, then this area will be blank and will display beside the lookup in red ‘NOT 

FOUND’.  

 

The user clicks on the Response button to respond to the request. The following screen will 

display:  
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There are 4 possible responses that can be sent back to the Pharmacy:  

• Approved - Approve Request and specify the number of refills.  The only fields 

that can be updated are: 

▪ Refills Qualifier  

▪ Number of refills  

▪ Date written.  

If any other items need to be added or changed, then use one of the other 

response types. 

• Deny Request - Deny Request along with a reason. 

• Replace Request with New Rx - If this option is selected and the provider 
clicks Submit Response, they will get a prescription wizard to select the 
new medication. 

 

NOTE:  The pharmacy will send a Follow Up Request if the prescriber has not 

responded to a Rx Renewal Request in a timely manner (typically 48 hours).  The 

application will ensure that the prescriber is responding the latest request from the 

pharmacy 
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When processing a controlled substance Renewal Request the Approve Request will be 

disabled and not allowed to be used for these scenarios: 

• Prescriber is not authorized to send EPCS messages. They must use the DNTF 

response and then use the prescription to be printed workflow. 

• Pharmacy is not authorized to receive controlled substance prescriptions 

electronically. The prescriber will be redirected to the workflow to print the 

prescription. 

• Patient or Prescriber data missing that is required. 

• GHB or NADEAN# requirements have to be sent as DNTF because the Notes to 

Pharmacy field cannot be sent in a Renewal Request. 
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Rx Renewal Response for Controlled Substances 

 
 

NOTE:  Approval Response for Renewal requests of controlled substances are not allowed 

under Surescripts.  Users must select the Replace Request with New Rx option  
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Rx Renewal Response Preview 

 
 

Preview the New Prescription before Submitting the Response: Check this box to review all 

relevant information about the prescription you would like to submit. The system default is to 

have this checkbox selected. The following window will open in Read-only mode.   
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After the response is selected then the user clicks on the Submit Response button and the 

user will be redirected to the DrFirst UI TFA Signing window displayed below:  

 

 

 
 

The following windows show a Renewal Request requiring a prescriber’s NADEAN # and error 

conditions. 

 
The user will click the Read button and the Message will open. 
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Then the user will click on the Respond to Electronic Prescribing Message button to find out 

the reason for the message. 
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The following screens display examples of possible scenarios that may be encountered when 

submitting a Renewal Request. 

 

 
 

Enter a valid NADEAN # for this practitioner and click the Done button. 
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After the Done button is pressed then a final preview screen of the Prescription displays: 

 

 
 

When the user clicks the OK button, then the Dr. First TFA Signing window is launched as 

displayed below: 
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Once this is completed the prescription Renewal Request will be sent to Surescripts. 

 

If the pharmacy that sent the Renewal Request cannot accept electronic controlled 

substance prescriptions, then the following error message will be displayed and the Dr. First 

TFA Signing window will not display. The user will be re-directed to the print prescription 

workflow. 

 

 
 

When the user clicks the OK button then the user will be taken back to the Prescription 

window and the e-Rx box is unchecked. The user will be required to print the prescription. 

 

The following example is a Renewal Request that cannot be linked to an existing prescription:

 
The user will click the Response button to continue with this request. 
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Because this was a Renewal Request for an unmatched medication in the software, 

whenever the user clicks on the Submit Response button the following message displays to 

the user before proceeding with the process. 

 

 
 

If the user responds with Yes then the following screen will display: 
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The user must select one of the Deny Request options before they can continue. There is 

also an error that must be corrected before anything else can be done.  

 

When the user clicks on the  button the following error message will display: 
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Because of the error the user will select the Deny Request and Create New Prescription 

(DNTF) radio button so that a prescription can be printed.  

The user can also select the Deny Request radio button and enter the reason. Then they will 

need to enter a telephone call visit through the software and enter a new prescription. If the 

user selects the DNTF option, then a message is sent back to the pharmacy and the window 

will display allowing the user to print the prescription. 

 

The user will be returned back to the Medication Order window (screen below) and the e-Rx 

or pharmacy fields are disabled from any entry.  
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The user clicks the Done button and the following message displays: 
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When the user clicks the OK button, the following window displays so the prescription can be 

printed: 

 

 
 

The printed prescription contains the Rx Reference number as required by Surescripts. 
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If the RX Admin Console icon is accessed the window displayed below is an example of 

where the user completes the Renewal Requests. 
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Once a message is selected then the Renewal Request displays. The user continues with the 

process by clicking on the Response button and the same windows as described above will 

display. 
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Rx Cancel  
 

 

If the prescriber selects to cancel a prescription it results in a Cancel message sent from 

EHOM to the Pharmacy.  If the pharmacy can’t find the prescription, they may send a 

message back to the prescriber stating that the electronic cancel did not occur.   

 

Click the Review Messages and Task icon to review messages. 

 

 
 

The following window will display: 
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Select the message and the following window displays: 

 

 
 

This window will display relevant specifics about the e-RX request.  Prescribers may respond 

by clicking the Respond to Electronic Prescribing Message button.  The following window will 

display: 
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To complete the response, click the Acknowledge button.  The system will document your 

response on the Review Received Message or Task window and on the Audit record. 

 

There are seven (7) Denial Reasons that may be sent: 

• Patient is unknown to the Pharmacy 

• Patient never under Provider care 

• Unable to Cancel Rx. Rx transferred. Include available pharmacy contact information 

• Unable to Cancel Rx. Prescription not found at pharmacy 

• Request already responded to by another means (e.g., Phone or Fax) 

• Unable to cancel prescription; prescription was transferred to another pharmacy 

• Unable to Cancel Rx. Please contact pharmacy 

 

Note: If an electronic prescription is cancelled, the status will indicate that as Canceled – 

eRx.  Otherwise, the status will be Canceled.  When receiving Rx Cancel Response messages, 

if the status of the Rx Cancel is Denied, the status on the associated prescription is E-Cancel 

Denied.   
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Controlled Substance Reporting 
 

EPCS Daily Audit Reporting tab  
When the Dr. First Interop Parameter flag is enabled this tab becomes available.  

Additionally, an Automation Schedule record is created to run these reports daily. 

 
 

The Time of Day to Run field allows the user to change the timing of when this function runs 

so that it does not interfere with other scheduled events (backups, etc.). 
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System Auditable Events 

 

The software will create System Auditable Event records for data that is being entered for 

prescriptions.  It will include the following:  

• Date of & time of the event,  

• Type of event, 

• Identity of the person taking the action, 

• Outcome of the event (success or failure) 

• Application version on each record 

The following activity will trigger creation of the Audit Records: 

Action Event Type Affected Data 

Added Prescription Created Patient Prescription 

Changed Prescription Updated Patient Prescription 

Viewed Prescription Viewed Patient Prescription 

Canceled Prescription Canceled Patient Prescription 

Deleted Prescription Deleted Patient Prescription 

Printed-1st time PHI Export Patient Prescription 

Reprint (after 1st 

print) non 

controlled 

substance 

PHI Export Re-Print Prescription for 

reason: xxxxxxxxxxxx 

Printed Copy 

(Submit/Controlled 

Substance 

PHI Export Patient Prescription Copy 

Print All PHI Export Visit Prescription 

Submitted Prescription 

Submitted 

Prescription Submitted 

Electronically 

LAC Admin Access Security 

Administration Event 

 

EPCS Logical Access 

Control Initiated 

Interop 

Parameters Dr. 

First  

Security 

Administration Event 

DrFirst EPCS Functions 

Enabled/Disabled 

EMR Parameter 

EPCS Enabled 

Security 

Administration Event 

EPCS Functions 

Enabled/Disabled 

User Account EPCS 

Signing Access 

User Account Security User Account 

Granted/Revoked EPCS 

Prescription signing 

Access 

User Account LAC 

Administrator 

User Account Security User Account 

Granted/Revoked EPCS 

Administrator Access 
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Security 

Parameters 

Auditing 

Security 

Administration Event 

Audit Log Settings 

Modified 

Dr. First UI Signing 

Event 

Prescription Signing EPCS Prescription 

Signing Initiated 

 

These stored audit records are protected from unauthorized deletion or modifications.  
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EPCS Audit Event Report 

A Database Integrity Log is currently accessible from the View System Audit Log window. The 

button is in the lower left of the window and is titled the Audit Log Integrity Report. This 

report captures any changes made to the database tables outside of the application (for 

example an SQL query).  This report will be part of the automated reports that are generated 

each day for the System Administrator and Prescribing Providers to review. 

 

Sample System Audit Log Integrity Report 

The software will generate an Audit Event Report each day for any activity containing any 

auditable events pertaining to EPCS Prescriptions, Access to the application, and 

Administration of EPCS parameter settings. This report can be run from the Admin.exe 

program under the Auditing NAV bar, using the View System Audit Log window.  This report 

will be part of the automated reports that are generated each day for the System 

Administrator and Providers to review. 

This report will be accessible only to user accounts that have Security Admin Access rights 

enabled. It will not be accessible to any other users through the Admin.exe. 

 

Once the report is run, one of two outcomes is possible: 

 

1. No Intrusions to the software were detected. 
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2. Unauthorized changes the database from outside the system were detected. 

 

 
If data has been compromised, the general nature of the intrusion is described in red in the 
top panel.  Details of the change are described in the lower panel.  It consists of the left 
column listing all of the log fields as well as two columns to indicate before and after data.  
The data which has been altered is in red text. 
Records that are completely deleted will display only one column but will indicate the 
missing record as a transaction number in the both the upper and lower.  The system will 
display one full page for each missing transaction.   

 

The report will contain the following information for EPCS Prescribing Practitioner users: 

• Date of the event 

• Time of the event 

• Type of Event 

o Attempted unauthorized access 

o Successful unauthorized access 

o Attempted unauthorized modification of information 

o Attempted unauthorized destruction of information 

o Successful unauthorized modification of information 

o Successful unauthorized destruction of information 

o Interference with application operations 

o Attempted interference to audit trail functions 
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o Successful interference to audit trail functions 

o Log on activity 

o Log off activity 

o Failed Log on attempt 

o EPCS Provider status changes (Enabled, Disabled) 

o Prescription Status 

▪ Creation of prescription 

▪ Alteration of prescription 

▪ Indication of readiness for Signing 

▪ Submitted 

▪ Deletion of prescription 

o Audit Log changes 

• Identity of the person taking the action 

• Outcome of the event (success or failure) 

 



Electronic Prescribing 

 

 

118 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

System Event Audit Report 

 
  

Automated Generation of EPCS Daily Audit Reports 
Automated Batch Reporting must be set up to generate the required daily Audit Reports for 

all prescribing providers. 

• System Event Audit Report 

• System Audit Log Integrity Report 

• Daily Prescription Log 

 

These three reports will be run every night and be accessible through both the Admin.exe 

and Agility.exe. 

 

Through Admin.exe 

Under the Security Auditing NAV bar menu, select the button titled EPCS Daily Audit Reports.  

It is only available for System Administrators and Prescribing Provider users. 
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Through Agility .exe 

Under the Reporting NAV bar menu, Special section, select the button titled EPCS Reports. If 

a user also has Automated Batch Reports, then the users’ “My Reports” button will no longer 

display in this same spot. Users will need to use the software tool bar icon to view their 

reports.  This button will be available only for Prescribing Provider users. 

 

 
 

When the user selects the EPCS Reports button, the following window will display: 
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Users may highlight the line to be reviewed and click the Review button.  The following 

window will display: 

 

 
Each report that ran for the day will display. Users may open selected reports in the PDF 

viewer to review. There may not be a Prescription Log if there was no prescription activity on 

that day. 

 

Prescriber Prescription Log Reporting 

The software will generate a log of all Controlled Substance Prescriptions issued by a 

Practitioner; the log is readily retrievable from all other records, upon request.  

Under the Reporting NAV bar menu, Clinic Activity section, select the button titled 

Prescription Log.  There will not be any options for Clinic or Company on this report because 

they do not apply. 
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A readable formatted log report for all controlled substance prescriptions issued by a 

practitioner for both electronic and printed prescriptions display.  This report will be 

accessible only to user accounts that have the Prescribing Provider Access flag enabled. It 

will not be accessible to any other users. 

Select the Prescription Log button and the following window displays: 

 

 
Users have the following selection options: 

• Date Range entry for specified period 

o Filters and includes any prescriptions within the date range for the Type of 

Prescriptions selected.  

o Any prescriptions added, changed, or canceled within this date range will be 

displayed on the report. 

• Type of Prescription 



Electronic Prescribing 

 

 

122 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

o Controlled Substance prescriptions 

o Non-Controlled Substance Prescriptions 

o All Prescriptions 

o All Prescriptions and Med Orders 

• The Provider field - a selectable option for the report will create a page break for each 

Practitioner. If no Provider is selected, the report will include all Providers with their 

prescriptions activity that occurred within the date range. 

• There are two Report By fields to allow selection of the following sort options: 

o Patient name 

o Drug Description 

o Prescription Date of issuance 

NOTE: If “All Prescription and Med Orders” is selected, the choices for Report By changes 

to the following 

  Option 1: Drug Description or Patient Name 

  Option 2 when Option 1 is Drug Description: None or Patient Name 

  Option 2 when Option 1 is Patient Name: None or Drug Description 

 

• Provide a .csv formatted file option with the following requirements: 

 
 

• The software allows memorizing this report to be used in the batch reporting for 

automation. 

• The report displays the following data fields: 

o Prescription Practitioner name: Last name, suffix, first name middle initial, 

suffix format and NPI#.   

o Patient name: Last name, first name, middle initial, and DOB. 

o Drug / Medication Name, Strength, Form & Quantity prescribed 

o Schedule # for controlled substances 
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o Prescription date of and Prescription Time of the activity in HH:MM am/pm 

format (activity = created, modified, canceled, deleted, printed, electronically 

submitted). 

o Pharmacy Name, NCPDPID, Address, City, State, Zip code and Phone number. 

(Printed only for prescriptions). 

o How the Medication is provided to the Patient: Administered in-house: 

Dispensed in-houses; Over-the-Counter. 

o Status: created, modified, canceled, deleted, printed, or electronically 

submitted. Included are the date and time created, modified, canceled, 

deleted, printed, digital signed, electronically submitted in MM/DD/YYYY 

format. 

▪ Administered – Administered Date and Time 

▪ Completed – Completed Date and Time 

▪ Pending – Date and Time 

The Daily Automated Prescription Log will contain only Controlled Substance Prescription 

Activity for that day for each Provider and will page break between Providers.  This report may 

be set up on a schedule and automated through the Automated Batch Reporting function. 

 

Sample Report Example: 
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TWO-FACTOR AUTHENTICATION 
 

Legacy Drug Setup – Currently limited to use in State of Ohio 
To ensure positive identification of a prescriber using electronic prescription, the software 

employs two- factor authentication (TFA) during entry of all Medication Orders. The difference 

between the two TFA methods is: 

• For legacy drugs where the two-factor identification (TFA) is required, the user is 

prompted during the ordering of the medication.  

• For electronic controlled substances the two-factor identification (TFA) is required, 

whenever the user submits the prescriptions to Surescripts.  

While a number of devices could be used for legacy drug TFA, the software requires both a 

bar code and a user password to allow the medication ordering of prescriptions for the State 

of Ohio and any other state that might require TFA for non-scheduled drug electronic 

prescribing.  The prescriber must have two credentials to pass positive identification, the 

correct bar code, and the correct password for legacy drugs.  

The following section deals with legacy drug electronic prescribing and TFA processes. Both 

credentials are attached to the individual prescriber user accounts as part of the setup 

process (described below).  We recommend this be the responsibility of the client’s 

administrative security users.  Bar codes and passwords are securely stored within the 

database by using encryption.  

Authentication Rules  
In order to use electronic prescriptions, there are a few setup steps within the software that 

force the software to require two-factor authentication.  From the software home NAV bar:   

1. Select Setup / Admin 

2. Select EMR Params to display the [Set up EMR Parameters] Window 

3. Click the PRESCRIPTIONS tab, which will display two sub-tabs. 

4. Click the AUTHENTICATIONS RULES FOR PRESCRIPTION HANDLING tab 
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Four options are available to control the method of Provider Authentication. 

• The first check box turns on the Medication Orders TFA Authentication which is 

required for Ohio. A bar code reader device scans a badge, and a password is 

entered for all medication orders entered through the EMR. This method will only be 

available for EMR licensed clients. 

• The second check box will force the user to provide Two-Factor Authentication when 

Administering a Medication.  This check box is defaulted to unchecked. 

• The second check box will force the user to provide Two-Factor Authentication when 

Dispensing a Mediation.  This check box is defaulted to unchecked. 

• The fourth check box allows for Controlled Substance Prescriptions to be submitted 

electronically and a TFA Authentication process is required. The provider must use a 

hard/soft token device to enter the Two Factors whenever the prescriptions are 

submitted electronically. This field is disabled until the Interop Parameters have the 

Dr. First Enabled flag turned on.  Once the Interop Parameter has that flag switched 

on then the above second check box will be available on this parameter. 

 

NOTE:  Under the BUSINESS RULES FOR PRESCRIPTION HANDLING tab, there are additional 

rules for prescriptions.  In particular, some states require specific fields to be printed.  In the 

case of Ohio, the format is contained within a user defined prescription printing template 

that is selected as part of a table.  This template contains the required fields as mandated by 

the state of Ohio for prescriptions that are printed. 
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Clicking the table icon will display the [Prescriptions Print Format Templates] window where 

you may select a particular template that will be employed for each prescription that is 

printed. 
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The Ohio template is shown above as an example.  This feature allows specific information to 

be included on the prescription depending upon the individual state requirements.  Staying 

with our example, Ohio requires the printed prescription to say, “Substitutions Allowed”, or 

“Dispense as Written” in text, not abbreviated or not as a checkbox.  Clients will need to build 

individual prescription templates and include the field tags as necessary. 
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Register Credentials 

Bar Code Registration 

When using a bar code scanner for positive identification (two factor authentication), there 

must be a bar code registered for each individual prescriber.  When a prescriber writes a 

medication order and two-factor authentication is required, his bar code badge will be 

scanned to compare that code to one that is on file which was previously entered and 

attached to his user account.  In addition, the use of bar codes requires that the actual code 

cannot be reproducible, for example it must be copy protected. 

To register bar codes within the software. 

1. Select Setup / Admin 

2. Select User Codes to display the [Change User Account] window. 

3. Click the ROLES tab. 

4. Click the EMR CHARTING sub-tab.  Through the medication ordering setup process, 

this user has prescribing provider access, as noted with the checkbox below. 

 

 
 

 

5. Click the e-Rx Authentication Credentials button to display the [Assign Rx 

Authentication Credentials] window.  This window defaults to the CREDENTAL sub-

tab. 
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This is the window that allows you to register the bar code which is unique to this prescriber.  

The code will be scanned twice: once to enter it and a second time to verify it.  Both codes 

must match to create a valid bar code credential. 



Electronic Prescribing 

 

 

130 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

Password Registration 

Click the PASSWORD tab to record the second identifier and the following window will 

display: 

 
 

Using this window, you may enter the prescriber’s individual password.  The password will be 

entered once to capture the code, and a second time to verify it.  Both passwords must 

match to be valid.  You may also assign password expiration rules.  If a prescribing provider’s 

E-Rx password is set to expire within 30 days as displayed above, the user will be prompted 

from the login screen, upon clicking “Login” with a warning their E-Prescribing password is 

set to expire. 

NOTE: This is not the login password.  This password is for medication ordering only.  

 

 

 

 

 

. 
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Change a password 

 

There are a number of ways a Provider may be prompted to change their password. 

1. By choice, selecting yes on the password expiration warning. 

 
Select Yes to reset your password.  The Change Rx Authentication Password window 

will display. 

Select No to enter the application and skip the password reset. 

 

2. Password expires based on the System parameter that identifies the number of days 

until a password expires. At login: 

 
Select OK to enter your new password.  The Change Rx Authentication Password 

window will display. 

 

3. An Administrator selects the checkbox to “Require change at next login”. 

 
Select OK to enter your new password.  The Change Rx Authentication Password 

window will display. 
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4. An Administrator selects the checkbox “Rx Authentication Suspended or Inactivated”. 

 
 

Select OK to enter your new password.  The “Require change at next login” checkbox 

will be automatically checked, and the Change Rx Authentication Password window 

will display. 

Additionally, any Provider that is suspended will be prevented from ordering an 

electronic prescription at the time the order is placed.  A warning message will 

display indicating that the Provider’s credentials have been suspended. 
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The Change Rx Authentication Password window. 

 
Enter your new password and then confirm it below.   

Select Ok to continue to the software. 

Select Cancel to exit the software. 
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ELECTRONIC PRESCRIPTION ADMINISTRATION 
 

Overview - Electronic Prescribing  
The software has been certified to send and receive electronic prescription messages on the 

Surescripts Pharmacy Information Exchange Network.  Prescribing providers can send 

prescriptions they write directly to the patient’s chosen pharmacy via the Surescripts network 

as long as that pharmacy is a member of the Surescripts network.  Additionally, pharmacies 

can communicate patient requests for prescription refills directly to the prescribing provider.  

Both the electronic prescribing messages used by the software and the pharmacies are kept 

in lists that must be checked periodically to ensure messages are flowing properly between 

the prescribing providers and the pharmacies.  This is the responsibility of the Net Health 

Electronic Prescription Message Administrator. 

 

 Electronic Prescription Message Administrator’s “Role” 
The Electronic Prescription Message (eScript) Administrator’s primary responsibilities are to 

monitor the electronic prescription messages for error or Renewal Request messages and to 

work with prescribing providers to correct errors in electronic prescription messages.  This 

role is governed by a user “rights” option which is set up by the Net Health Security 

Administrator in the User Account Code setup window on the ROLES, ADMINISTRATIVE tab.  

The Surescripts Administrator role provides user access to tools for monitoring and managing 

the electronic prescription messages for the clinic.  It is a requirement of the Surescripts 

network that these rights are to be given to one user per clinic per shift.  You should have at 

least two eScript Administrators, so that one can cover for the other when on vacation or 

absent. 

 

It is vitally important that your eScript Administrators are fully trained in their responsibilities 

and are diligent in performing their duties.  While these duties should not be cumbersome or 

time consuming, failure to perform them properly can have broad implications for your 

organization, both medically and legally.  Furthermore, failure to operate in accordance with 

the Surescripts provider agreement may result in the provider’s being prevented from 

participating in the network. 

 

The remainder of this document provides the basic reference information required by the 

Electronic Prescription Message Administrator in order to perform his or her duties in a timely 

and effective manner. 
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Electronic Prescription Message Inbox & Outbox 
Several types of messages are used for electronic prescriptions.  Some are received by the 

software and some are sent by the software.  Incoming and outgoing messages are stored 

separately in an Inbox and an Outbox.  The “Outbox” contains new prescription, cancel 

prescription, Renewal response and prescription change response messages sent by the 

prescribers.  Renewal Requests, Fill Statuses, Prescription Change Requests, Cancel 

Responses from the pharmacies and error messages from the Surescripts network are 

entered in the Inbox. 

 

The software alerts the eScript Administrator when new messages are received (that require 

attention) by changing the color of the Rx icon on the top toolbar button from black to a red 

Rx.   This button provides access to the Electronic Prescription Message Inbox and Outbox as 

well as administrative tools for correcting errors and re-submitting corrected messages. 

 

 
The screen below is displayed by clicking the Rx button on the toolbar. It contains the 

Inbox/Outbox views of electronic prescription messages for your clinic. 
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Notice that the Inbox items are displayed on the first tab, and the Outbox items are 

displayed on the second tab. 

 

On the Inbox screen above, you can see that there are two messages, both of which 

are listed as being “Error” type messages in the Error column.  The Status column 

shows the status.  In this case, these messages are marked as Completed, meaning 

that they have been dealt with.  All messages are permanently stored in the system, 

and you can view messages for a specific date range and/or status.  The default 

when you first open the Rx mailbox is view new, unread messages. 

 

In the Outbox display below, you see three outgoing messages of the type “New Rx” 

(new prescription).  The Status of two of these is marked as Error (User), meaning 

there is a problem that needs to be dealt with.  The third one is shown as submitted. 
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Message Types and Statuses 
 

 

InBox Message Types and Statuses 

The following tables contain the complete list of message types and possible processing 

statuses for all messages that appear in the Inbox and Outbox views. 

 

 
Message Type Description / Purpose 

Rx Renewal Request * See the section RxRenewal  

Rx Change Request Pharmacy request to change the prescription. This message 

has seven (7) variations (See RxChange Messages) 

Rx Cancel Response * See the section e-Rx cancel 

Rxfill  * Pharmacy informs the provider that a prescription has been 

dispensed, partially dispensed, transferred or not dispensed.  

The prescriber may specify on the prescription what types of 

Fill Status are being requested to return  

 ERROR  * * Notification that an error was encountered 

STATUS  Network message indicating delivery status of a prescription 

message 

VERIFY Network message 

 

* This type of message REQUIRES action be taken by a User. 

 

Status Meaning 

Receiving Message is currently being received and stored 

Received Message is ready for user action 

Completed Message has been handled by the user 
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ERROR (User) A user correctable data error was found in a message 

ERROR (Comm) A communications error occurred while receiving a message 

ERROR (Fatal) A system error occurred while processing the message 

 

Note that all ERROR messages should be investigated and dealt with promptly. 

Outbox Message Types and Statuses 

 
Message Type Description / Purpose 

NewRx New prescription sent from Prescriber to a Pharmacy 

RxRenewal Response See the section RxRenewal  

RxChange Response See RxChange Messages 

RxCancel Request Cancel Prescription.  See the section e-Rx cancel 

Renewal Response Message created in response to a Renewal Request 

 

 

Status Meaning 

Submitted ** ** Request has been submitted by user 

Pending ** ** Message is being built 

Ready Message is ready for processing 

Processing ** ** Message is being prepared for transmission 

Processed Message is ready for transmission 

Sending ** ** Message is being transmitted 

Sent Message has been Transmitted 

Verified Message has been received by the pharmacy 

ERROR (User)  A user correctable error was found in the message 

ERROR (Comm)  A communications error occurred while sending the message 

ERROR (Fatal)  A system error occurred while processing the message 

 

** Outbound messages that remain at this status for more than a few minutes may 

indicate an undetected processing error and should be investigated promptly.  All 

Outbound messages with an ERROR status should be investigated and dealt with as well. 
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Rx Change Messages 
 

Rx Change is a new message type that EHOM must support in the NCPDP version 2017071. 

The Rx Change is initiated by the pharmacy and will be an Inbound message. The message 

will show up in the Prescriber's Inbox. The Prescriber will need to take action on the Rx 

Change message.  The prescriber’s response will initiate a Rx Change Response message to 

be sent back to the pharmacy. 

 
As per the NCPDP Standard version 2017071 manual: “A prescription change request 

indicates the desire on the part of the pharmacy to alter or clarify a new prescription or an 

existing "fillable" prescription or validation of prescriber credentials. The pharmacy may 

request a substitution, alert of a therapeutic or drug utilization review interchange, which 

may require the change of a new prescription recently processed. It may also be utilized to 

request a prescriber to review the drug requested and obtain a prior authorization from the 

payer for the prescription.”  

 

 

The Rx Change message has seven (7) different types resulting in potentially different 

workflows. For five types, the workflow is very similar. 

 

The seven (7) different types are: 

 

1. Generic Substitution Request 

2. Therapeutic Interchange /Substitution 

3. Drug Use Evaluation 

4. Out of Stock 

5. Script Clarification 

6. Prior Authorization Required 

7. Prescriber Authorization 
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Rx Change Request Window 

When selecting one of the ePrescibing Rx Change messages from the Review ePrescribing 

Messages window, an Rx Change request window will display.  The Rx Change message from 

the Pharmacy is either requesting additional information and/or action from the Prescriber. 

 

The workflow for processing the Generic Substitution, Therapeutic Interchange/Substitution, 

Drug Use Evaluation, Out of Stock and Script Clarification is very similar.  The pharmacy will 

send the Rx Change message when there is a situation that warrants a potential change to 

the prescription written by the prescriber.  The pharmacy will explain in the notes why they 

are suggesting the change and will provide from 1 to 10 options for the prescriber.  The 

prescriber may choose one of those options by taking the action of Approve, or they may 

choose one of the options, but make a change to that option by taking the action of Approve 

with Changes, or the prescriber may choose to Deny the request for Change, which will result 

in the pharmacy filling the prescription as originally written. 

 

 

When responding to the Rx Change message, the Rx Change Request window will be 

displayed, showing the prescription as originally written, the prescription that it matched to 

within the database, and the options being suggested by the pharmacy.  This window has two 

tabs:  

 

1. Prescription - This tab gives the provider all of the relevant information about the 

prescription request as well as an opportunity to review the prescription information 

and locate missing patients / and or prescriptions. If the patient is unknown or 

unverified, see Locate patients. 

 



Electronic Prescribing 

 

 

141 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

 
 

1. Suggested Alternatives – This tab displays up to nine (9) alternative substitutions for 

the Provider to consider and/or select. 
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When users click the Response button, the following window displays: 
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The Medication suggestions are listed in the order that the pharmacy specified, with 

the top choice being what they feel is the preferred choice. 

 

There are three possible responses: 

• Approve the request 

• Approve with Changes 

• Deny the request 

 

Approve  

• The user must select one of the suggested medications.  Selecting the 

Approve means that the prescriber is approving exactly as the pharmacy has 

suggested.   

 

Approve Request with Changes 

• The user must select one of the suggested medications. 

• When Approving with Changes, the following occurs: 

o Users will be presented with the E-Prescribing Order Wizard. 

o All of the information for the selected medication, pharmacy, and the 

patient is displayed. 
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o Users may edit any of the information except for the patient information 

and the pharmacy information. 

o The prescription must be signed by the Provider 

o The new prescription is written, and the patient medication list is 

updated. 

 

Deny  

• When denying the request: 

o The response will not be submitted until either a denial reason is 

selected from the dropdown or a denial reason is entered as free text.   
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With respect to the following Rx Change message: 

 

Prior Authorization.   

 

The Prior Authorization Required message is used by the pharmacist when the payer that will 

be paying for the medication requires a prior authorization be received. The prescriber must 

contact the payer and must justify the reason for the medication and if justified in the 

opinion of the payer, the payer may issue a Prior Authorization Number (sometimes referred 

to as the "auth"). The prescriber will reply to the Rx Change message with the "auth" number, 

if one has been issued. 

 

This window has two tabs:  

 

1. Prescription - This tab gives the provider all of the relevant information about the 

prescription request as well as an opportunity to review the prescription information and 

locate missing patients / and or prescriptions. If the patient is unknown or unverified, see 

Locate patients. 

 

 

 
 

2. Coordination of Benefits (COB) – This tab allows the Pharmacy to provide Coordination of 

Benefits information about the payer requiring the authorization in order to obtain a prior 

authorization number needed to complete the request. 
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Additionally, when the Provider selects the Response button, the following window 

displays allowing them to provide a prior authorization number and approve the 

request.  
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There are two possible responses: 

• Approve the request 

• Deny the request 

 

Approve 

• When approving the request, users may enter an authorization number, but 

are not required to do so. 

Deny   

• When denying the request: 

o Users will not be able to enter an authorization number. 

o The response will not be submitted until either a denial reason is selected 

from the dropdown or a denial reason is entered as free text.   
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With respect to the following Rx Change message: 

 

Prescriber Authorization.   

 

The Prescriber Authorization message is sent by the pharmacy to the prescriber when the 

pharmacy needs to verify / validate one or more specific pieces of information about the 

prescriber before filling prescriptions. There are 12 different requests that the pharmacy can 

send to the prescriber. 

 

This window has two tabs:  

 

1. Prescription - This tab gives the provider all of the relevant information about the 

prescription request as well as an opportunity to review the prescription information 

and locate missing patients / and or prescriptions.  If the patient is unknown or 

unverified, see Locate patients. 

 

 
 

2. Information Requested – This tab allows the Provider to ask up to ten (10) questions. 
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Additionally, when the Provider selects the Response button, the following window 

displays:  
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There are two possible responses: 

• Approve the request 

• Deny the Request 

 

Approve 

• When approving the request: 

The system will require you to enter several pieces of information.  Each 

Prescriber Authorization request may contain up to 10 different requests for 

verification/validation of information by the prescriber. There will be 1 panel 

for each request received by the pharmacy.  The user will need to answer 

each request.  The user will navigate through the requests by using the BACK 

and NEXT buttons. 

o Once all information is entered, the Submit Response button will become 

active.  Click Submit Response. 

Deny   

• When denying the request: 

o The response will not be submitted until either a denial reason is 

selected from the dropdown or a denial reason is entered as free text.   
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NOTE:  The pharmacy is to send a Follow Up Request if the prescriber has not responded to a 

Rx Change Request in a timely manner (typically 48 hours).  The software will ensure that the 

user is responding to the most recent Rx Change Request received.  
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Locating Unknown Patients for Rx Change and Rx Renewal 

Request 
 

This function will allow the prescriber to review and respond to a message for the situation 

whereby the patient is unknown. 

 

 
 

If the patient cannot be found the window will display beside this lookup in red text a 

message that reads: NOT FOUND. To find the patient, click the magnifying glass icon beside 

the patient lookup to display the following window: 

 



Electronic Prescribing 

 

 

153 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

 
 

The browse list offers some suggestions that you could select as the correct patient’s name.  

Select the correct patient by either double clicking on the highlighted name or clicking Select. 

The following three warning windows for Name, Date of Birth, and Gender.  An example is 

shown below: 

 

 
 

Clicking Yes will return you to the Rx Change or Renew Request window where the prescriber 

can complete the request.  If additional searching is required, click No and the Select Patient 

window will once again display. 

 

To do an additional search, click the arrow beside the Search box.   
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The following window will display for you to enter additional known patient information.  Click 

OK to display more patient name possibilities in the Select Patient browse. 

 

 
 

If the correct patient cannot be found, click Cancel to return to the request window. 

 

NOTE:  If the prescription request sent by the pharmacy finds multiple possible patients as a 

match, a message will display on the Request window in red text: Verify Patient Information.  

Click the magnifying glass icon beside the patient lookup to display the Select Patient 

window to select and verify the correct patient. 
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Electronic Prescription Messages 
The software supports several types of electronic prescription messages.  The “NewRx” 

message is used when sending a prescription to a pharmacy.  The Renewal Request and Re 

Renewal fill Response messages are used for refills requested for a patient by their 

pharmacist.  Error messages signal a problem that prevented a prescription message from 

being delivered to the pharmacy.  It also provides information needed to resolve the problem. 

 

Prescription messages contain several individual parts called “elements”, each providing a 

portion of the information needed to describe the prescription.  These elements are referred 

to as the message header, the patient, the physician, the pharmacy, and the medication 

elements.  Error messages have only a header element, which contains information about a 

prescription message and the error encountered while being processed.   

 

Error Messages 

*** IMPORTANT *** 

Error messages mean an electronic prescription message could not be delivered to the 

pharmacy.  It is vitally important for the eScript Administrator to recognize and resolve errors 

as quickly as possible. 

While, hopefully, an infrequent occasion, many different kinds of errors can occur and result 

in a prescription message.  All error messages received from the Surescripts network are 

addressed to the prescribing provider and that provider receives a notification that a 

message has been received for him.  In order to free physicians from concerning themselves 

with prescription message errors, the software also creates a task in the messaging and 

tasking system for the eScript Administrator whenever an error message is received.   

Each error message is related to one and only one Outbound prescription message and 

provides information about the error encountered when the system attempted to process or 

deliver that prescription message.  Errors can be categorized as either communications 

errors or data errors.  It is the eScript Administrator’s job to examine the type of error and to 

determine the course of action needed to eliminate the cause. 

 

1. Communication Errors.  This type of error means a prescription message could not be 

delivered due to some condition on the network.  A code and description of the error 

are sent as part of the error notification message.   

 

This type of error is not correctable from within the software.  The eScript 

Administrator should first contact his/her local network support services, Net Health 

Technical Support or Surescripts support depending upon the nature of the specific 

error.   

 

2. Data Errors.  This type of error indicates the electronic prescription message has 

missing information or contains an invalid piece of information.  These errors are 

correctable within the software.  The key to resolving these issues is recognizing the 

source of the bad data.  Administrative tools are provided in the software, and a 

comprehensive list of errors, the likely location of the data, and suggested actions for 

resolution is found at the end of this guide. 
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Correcting Errors 

All Error messages are located in the prescription messages Inbox only.  The Message Details 

column contains a summary description of the prescription message that caused the error 

and when it was sent.  All error corrections are made from the Inbox list, depending upon the 

Error message types.  Note that each error message in the Inbox will have a corresponding 

prescription message in the Outbox showing a status of ERROR (…). 

 

NOTE: The eRx administrator should consult with the prescribing provider when resolving 

errors and making changes to the prescriptions because of legal implications of a non-

physician user doing this task. It is expected that the physician will approve any change 

needed to an eRx message so legality should not be an issue but should be in your process 

and procedures. As an alternative the eRx admin should note what data causes the error and 

simply acknowledge the error message. After correcting the data in error in the software, 

have the prescribing provider cancel the original prescription and generate a new order. The 

software runs all possible data validity checks at the time of submitting the prescription so 

very few errors should occur.  

 

If the prescription is a controlled substance the eRx administrator will not be able to resubmit 

this for the physician because of the required TFA digital signature. These will have to be 

done by the prescribing physician. 
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To make a correction, start by highlighting the error on the Inbox list and clicking the Select 

button to call up the Electronic Prescribing Error Handling Window. 

 

NOTE: If the prescription is a controlled substance the eRx administrator will not be able to 

resubmit this script for the physician because of the required TFA digital signature. These will 

have to be done by the individual prescribing physician. 

Error Handling Window 

 

 
 

This window contains the code and description of the error found.  The description of the 

error usually includes an indication of which message element contains the error, the most 

common of which are PTT – Patient Element, PVD – Physician Element, and DRU – 

Medication. (In the example above, the physician has an invalid specialty code.) 

Find the error code in the Error Code List at the end of this guide.  Use the Location and 

Actions columns to determine what needs to be done to correct the error. Important details 

that identify the specific prescription that caused the error message are also found here.  In 

the example above an error was found in a prescription message sent June 22nd at 3:31 PM.  

The prescription was written by Dr. Zimmerman for patient Tad Dockendorf and the 

medication prescribed was Zyprexa. 

 

This window contains the Fix the Error button that calls up maintenance functions for setup 

tables in the software that may need to be modified to correct data for this message. In this 

example, it will access the Provider (prescribers) list, because the error code indicates the 

data that caused the error is located in the provider record.  Simply select the prescriber’s 
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provider record from the list, correct the data indicated, save the provider record, close the 

list, then click the Re-submit button.  You are done. 

 

Refer to the Help screens for further information about how to maintain or correct the master 

table record for which a data error was encountered. 

 

NOTE: The eRx Administrator should, at a minimum, have “Full Access” permissions in the 

User Account setup for the Demographics data so that they can correct these errors. Access 

to the Clinics/Entities and Provider tables may be useful, but not required. Information in 

those tables change less frequently than patient demographics. As a workaround the eRx 

administrator has the access needed to edit information in the Electronic Prescription 

Message tables if need be. Once they have corrected the information, they should give the 

data errors to a user so they can make the necessary updates the software master tables. 
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The Administrator’s Tool 
If the Fix the Error button fails to fix the problem, or the error code listed indicates you must 

change a message element, then use the Administrator Tools button to access the 

Administrator Tool and make corrections to the message elements.  The window below is the 

Administrator Tool’s Main window.  It contains the message Header element with buttons for 

access to all other message elements. Complete message details are here for use during 

technical support calls with Net Health. 

 

This button is only available for editing if the user has Electronic Prescribing Admin privileges. 

If the user does not have the Electronic Prescribing Admin privileges the info on the windows 

is read-only.  

 

 

 
 

All field labels displayed in Red on this, and other element windows denote data fields that 

must be valid for an electronic prescription message to be accepted and delivered by the 

Surescripts network.  These are the data fields that will most often cause data error 

messages to be returned from Surescripts. 

 

Most REQUIRED data fields for the Patient and Physician elements come directly from the 

software master tables.  These master tables will usually be the source of data errors and 

are where most data correction will take place.  They should be handled using the Fix the 

Error button described above.  It is unlikely that Type or Qualifier codes will cause an error, 

but if they do, this Administrator Tool is the only way to correct them.  Likewise, any data 

errors in the Medication element must be modified directly in the message element using 

this tool. 
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Each message element window that follows works in the same manner.  A red label denotes 

a required piece of information.  Make any changes needed to correct the data in these entry 

fields.  Fields not used by the software for electronic prescribing messages do not allow data 

entry and can be ignored.    Each window contains an Apply button to save your changes.  

Clicking the Cancel button discards any change(s) and returns to the Main Element window.  

Use the Re-Submit button on the Main Element window to resubmit the corrected 

prescription message.  

 

WARNING…  Never add data to an empty, non-required, entry field in a message element 

unless instructed to do so by Net Health Technical Support personnel. 

 

PTT- Patient Element 

 
 

The data for the Patient element comes from the Patient Demographics table.  The patients’ 

Name, Sex, and Birth Date are required data for non-controlled substances. The Patient’s 

address is also required for controlled substance prescriptions.   The software includes 

Patient identifiers and address information to aid in locating a patient in the software. 

Identifier1 is always internal patient number.  Identifier2 contains your primary patient 

identifier.   
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PRV – Physician Element 

 
 

This message element uses data from 3 different software tables.  Prescriber data comes 

from the Provider table, Supervisor data is from the Billing Physician table, and the Agents 

data comes from the User table.  Prescriber and Supervisor data changes can be made using 

the Fix the Error button on the Error Handling Window.  The Electronic Prescription message 

is then resubmitted from there. 

 

The prescriber portion identifies the provider who wrote the prescription.  The Supervisor 

portion of this element is used when the prescribing provider is required to have prescription 

oversight.  The prescriber and supervisor tabs each contain the same types of data fields and 

the same data requirement rules apply to each.  The agent portion of this element contains 

the submitting the username when an electronic prescription message is NOT submitted by 

the prescribing or supervising provider.  Any errors on this agent tab should be referred to 

Net Health Technical Support. 

 

One of the required physician identifiers, the Surescripts ID, is not accessible for 

modification.  Errors in this ID must be referred to Net Health Technical Support.  The 

software uses up to 3 additional identifiers - the prescriber’s NPI number, DEA number and 

State License Number (which is required by some states). If the prescription is a non-

controlled substance, then an NPI number is required. If the prescription is a controlled 

substance, then an NPI and DEA number are required.   

 

Should you need to make changes with the admin tool you must re-submit the message from 

the main element window with this tool.   
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DRU – Medication Element 

 

As Prescribed 

 

 
 

All information for the Medication element comes from the Prescription table.  Errors 

returned for data in this element and the corrections needed MUST be discussed with the 

prescribing provider.  The prescriber should make any required changes to the prescription 

record using the Fix the Error button on the Error Handling window and resubmit the 

electronic message from there.   

 

If this cannot be done you will need to make the changes directly to the electronic 

prescription message using this admin tool and to re-submit the message.  In this case be 

sure the prescriber makes the corresponding changes to the prescription record for the 

patient.   

 

Great care should be exercised when making changes to this message element.  The Drug 

Description field contains the Medication, its Strength, and Dosage form.  The Directions 

(SIG) usually contains “patient specific” instructions about how to take the prescribed 

medication.  Any mistakes made in these areas could potentially cause patient harm. 

 

 

 

 

 

 



Electronic Prescribing 

 

 

163 
©Net Health 2021.CONFIDENTIAL. All Rights Reserved 

 

As Dispensed 

 

 
 

The tab As Dispensed will show the medication as dispensed, or in the case of the Rx 

Renewal, the way the pharmacist is requesting to dispense the medication. 
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COO – Patient Insurance Element 

 

 
 

The COO – Insurance element contains a patient’s prescription coverage information and is 

used for prescriptions sent to mail order pharmacies only.  It should rarely, if ever, need to be 

corrected.  All information used in this prescription message element comes from data 

retrieved from the Surescripts network during the Insurance Eligibility Inquiry done at the 

time the patient’s visit is entered.  Since this information is not modifiable elsewhere in the 

software you will always need to make changes within the admin window and re-submit the 

message from the main element window with this tool.  
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Pharmacy Element 

 

 
 

The Pharmacy Element is created with data from the Pharmacy table.  Only Surescripts 

registered pharmacies are used for electronic prescriptions and those records are created 

from the Surescripts pharmacy directory.  For this reason, errors in this data will be rare.  

Pharmacy data errors should be corrected by making changes to the pharmacy table within 

the Pharmacy setup in the software and the Electronic Prescription message resubmitted 

using the Error Handling Window.  

 

Should you need to make changes with this admin tool you must re-submit the message from 

the main element window with this tool.  The only required pharmacy identifier, the NCPDP 

ID, is not accessible for modification.  Errors for this ID must be referred to Net Health 

Technical Support.  All other required fields have red tags and can be changed here.    
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Code Tables 
The following tables contain the coded values used in electronic prescription messages.  

Refer to these tables when making code corrections to coded data in the message elements 

with the Admin Tool.   

 

Codes from the first two tables are generated by the program.  If the data in the software 

appears to be set up correctly (for example, you have a telephone number set up properly), 

Contact Net Health Technical Support for help with these errors.  (Refer to the Error table at 

the end of this document.) 

Identifier Type Table (software Generated) 

 

Code 
Message 

Element 
Meaning or Usage 

FileID Patient Internal Patient Number 

SocialSecurity Patient Social Security Number 

MutuallyDefined 

Patient 

Primary Patient Identifier - this code is used with 

any of the following identifiers; Medical Record 

Number, Employee ID or Patient Index 

   

SPI Physician Physician’s Surescripts Network Identifier  

NPI Physician Physician’s NPI Number 

DEANumber Physician Physician’s DEA Number 

StateLicenseNumber Physician Physician’s State License Number 

 

Phone Number Qualifier Table (software Generated - Any Message Element) 

 

     Meaning Code  

Main Telephone Number TE 

Fax Number FX 

Cellular Phone Number CP 

Work Phone Number WP 
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Units of Measure Table (Medication Element) 

These are the valid units of measure used by the Medication element.  It is used to when you 

have a prescription message showing an error for invalid unit of measure. 

 

Section 13.3 

https://www.ncpdp.org/NCPDP/media/pdf/SCRIPT-Implementation-Recommendations.pdf 

 

 

 

  

https://www.ncpdp.org/NCPDP/media/pdf/SCRIPT-Implementation-Recommendations.pdf
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eScript Error Codes List 

This table provides a detailed listing of every error code that you may encounter, including 

the general description, the cause or location of the communication or data error, and the 

action needed to correct the error.  Messages are grouped by general category, including 

communication/network errors, system errors requiring Net Health Technical Support, and 

data errors pertaining to the Provider, Patient or Medication.  If another type of error is 

encountered, contact Net Health Support.   

As a general rule when the Action Needed column specifies “Correct the data in the table” 

use the Electronic Message Error Handling Window’s Fix the Error button to make the 

correction and resubmit the message using that screen.  If the action needed refers to the 

“Message Element” the correction must be made using the eScript Admin tool and the 

message re-submitted using that tool. 

 

Error 
Code Description 

Cause or Location of 
Data Error Action(s) Needed  

Communications / Network Errors – Not User Correctable 

600 
Communication problem, try 
again later 

Problem with Surescripts 
network 

Resubmit the electronic prescription, if 
the problem persists Fax the 
prescription and Contact Net Health 
Technical Support Immediately 

601 
Receiver unable to process, 
DO NOT RETRY 

Problem with Pharmacy 
Network 

Fax the prescription, Mark error as 
Completed 

602 
Receiver system error            
try again later 

Problem with Surescripts 
network 

Resubmit the message OR Fax the 
prescription, Mark error as Completed 

900 
Transaction Rejected  
 DO NOT RETRY 

ePrescribing message 
contained an error.   

If accompanied by a 2nd error code 
indicating a data error, correct the data 
and re-submit the message. 

    

Message Level Error - Not User Correctable 

ØØØ 
SCRIPT Validation Error: 
See free text for description 

Various - See additional 
text  Contact Net Health Technical Support 

ØØ1 Sender ID not on file. 
Gateway 
Communications Error Contact Net Health Technical Support 

ØØ2 Receiver ID not on file. 
Gateway 
Communications Error Contact Net Health Technical Support 

ØØ3 Invalid password for sender. 
Gateway 
Communications Error Contact Net Health Technical Support 

ØØ4 Invalid password for receiver 
Gateway 
Communications Error Contact Net Health Technical Support 

ØØ5 
No password on file for 
sender. 

Gateway 
Communications Error Contact Net Health Technical Support 

ØØ6 
No password on file for 
receiver. 

Gateway 
Communications Error Contact Net Health Technical Support 

ØØ7 
Internal processing error has 
occurred. System Error Contact Net Health Technical Support 

ØØ8 
Request timed out before 
response could be received. 

Gateway 
Communications Error Contact Net Health Technical Support 
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Error 
Code Description 

Cause or Location of 
Data Error Action(s) Needed  

ØØ9 
Required segment UIB is 
missing. System Error Contact Net Health Technical Support 

Ø1Ø 
Required segment UIH is 
missing. System Error Contact Net Health Technical Support 

Ø11 
Required segment UIT is 
missing. System Error Contact Net Health Technical Support 

Ø12 
Required segment UIZ is 
missing. System Error Contact Net Health Technical Support 

Ø13 
Unknown segment has been 
encountered. System Error Contact Net Health Technical Support 

Ø14 Too many UIB segments. System Error Contact Net Health Technical Support 

Ø15 Too many UIH segments. System Error Contact Net Health Technical Support 

Ø16 Too many UIT segments. System Error Contact Net Health Technical Support 

Ø17 Too many UIZ segments. System Error Contact Net Health Technical Support 

Ø18 Password is blank. System Error Contact Net Health Technical Support 

Ø19 Too many segments. System Error Contact Net Health Technical Support 

Ø2Ø 
Unknown data element 
encountered. System Error Contact Net Health Technical Support 

Ø21 
Unsupported version in 
message. System Error Contact Net Health Technical Support 

Ø22 
Unsupported release in 
message. System Error Contact Net Health Technical Support 

Ø23 
Error found in an unused 
field. System Error Contact Net Health Technical Support 

Ø24 Message ending problem. System Error Contact Net Health Technical Support 

Ø25 UIB trace number is invalid. System Error Contact Net Health Technical Support 

Ø26 
UIB initiator reference is 
invalid. System Error Contact Net Health Technical Support 

Ø27 UIB control agency is invalid. System Error Contact Net Health Technical Support 

Ø28 
UIB sender identification is 
invalid. System Error Contact Net Health Technical Support 

Ø29 UIB date is invalid. System Error Contact Net Health Technical Support 

Ø3Ø UIB time is invalid. System Error Contact Net Health Technical Support 

Ø31 UIB time offset is invalid. System Error Contact Net Health Technical Support 

Ø32 UIB message is a duplicate System Error Contact Net Health Technical Support 

Ø33 UIB test flag is invalid. System Error Contact Net Health Technical Support 

Ø34 UIH message type is invalid. System Error Contact Net Health Technical Support 

Ø35 UIH function is invalid. System Error Contact Net Health Technical Support 

Ø36 
UIH association code is 
invalid. 

System Error 
Contact Net Health Technical Support 

Ø37 
UIH prescription number is 
invalid. 

System Error 
Contact Net Health Technical Support 

Ø38 
UIH initiator reference is 
invalid. 

System Error 
Contact Net Health Technical Support 

Ø39 
UIH initiator reference 
identifier is invalid. 

System Error 

Contact Net Health Technical Support 

Ø4Ø UIH control agency is invalid. System Error Contact Net Health Technical Support 
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Error 
Code Description 

Cause or Location of 
Data Error Action(s) Needed  

Ø41 
UIH responder control 
reference is invalid. 

System Error 

Contact Net Health Technical Support 

Ø42 
REQ message function is 
invalid. 

System Error 
Contact Net Health Technical Support 

Ø43 REQ reason code is invalid. System Error Contact Net Health Technical Support 

Ø44 REQ reference is invalid. System Error Contact Net Health Technical Support 

Ø45 REQ old password is invalid. System Error Contact Net Health Technical Support 

Ø46 
REQ new password is 
invalid. 

System Error 
Contact Net Health Technical Support 

Ø47 RES response type is invalid. System Error Contact Net Health Technical Support 

Ø48 
RES response code is 
invalid. 

System Error 
Contact Net Health Technical Support 

Ø49 RES reference is invalid. System Error Contact Net Health Technical Support 

Ø5Ø RES free text is invalid. System Error Contact Net Health Technical Support 

Ø51 STS status code is invalid. System Error Contact Net Health Technical Support 

Ø52 STS reject code is invalid. System Error Contact Net Health Technical Support 

Ø53 STS free text is invalid. System Error Contact Net Health Technical Support 

  
System Error 

 

2Ø8 Sender no longer active. System Error Contact Net Health Technical Support 

2Ø9 Receiver no longer active. System Error Contact Net Health Technical Support 

  
System Error 

 

220 Message is a duplicate System Error Contact Net Health Technical Support 

    

PVD - Physician Element Errors 

Ø54 PVD provider type is invalid. System Error Contact Net Health Technical Support 

Ø55 PVD reference is invalid. System Error Contact Net Health Technical Support 

Ø56 
PVD reference qualifier is 
invalid. 

System Error 

Contact Net Health Technical Support 

Ø57 
PVD agency qualifier is 
invalid. N/A N/A 

Ø58 PVD specialty code is invalid. Provider or Clinic 
Correct the data in table and resubmit 
the message 

Ø59 
PVD prescriber last name is 
invalid. Provider or Clinic 

Correct the data in table and resubmit 
the message 

Ø6Ø 
PVD prescriber first name is 
invalid. Provider or Clinic 

Correct the data in table and resubmit 
the message 

Ø61 
PVD prescriber middle name 
is invalid. Provider or Clinic 

Correct the data in table and resubmit 
the message 

Ø62 
PVD prescriber name suffix 
is invalid. Provider or Clinic 

Correct the data in table and resubmit 
the message 

Ø63 
PVD prescriber name prefix 
is invalid. N/A N/A 

Ø64 
PVD prescriber postal code 
is invalid. Provider or Clinic 

Correct the data in table and resubmit 
the message 

Ø65 PVD clinic name is invalid. Clinic / General Tab 
Correct the data in table and resubmit 
the message 
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Error 
Code Description 

Cause or Location of 
Data Error Action(s) Needed  

Ø66 PVD clinic street is invalid. Clinic / General Tab 
Correct the data in table and resubmit 
the message 

Ø67 PVD clinic city is invalid. Clinic / General Tab 
Correct the data in table and resubmit 
the message 

Ø68 PVD clinic country is invalid. N/A N/A 

Ø69 
PVD clinic postal code is 
invalid. Clinic / General Tab 

Correct the data in table and resubmit 
the message 

Ø7Ø 
PVD clinic place qualifier is 
invalid. N/A N/A 

Ø71 
PVD clinic place name is 
invalid. N/A N/A 

Ø72 
PVD communication 
reference is invalid. 

Provider or Clinic 
 (Phone Number) 

Correct the data in table and resubmit 
the message 

Ø73 
PVD communication qualifier 
is invalid. 

Physician Element 
(Phone Qualifier) 

Correct the data in the message 
element and resubmit the message.  
(See Table No. 999) 

Ø74 
PVD agent last name is 
invalid. User Account Record Contact Security Admin. 

Ø75 
PVD agent first name is 
invalid. User Account Record Contact Security Admin. 

Ø76 
PVD agent middle name is 
invalid. User Account Record Contact Security Admin. 

Ø77 
PVD agent name suffix is 
invalid. User Account Record Contact Security Admin. 

Ø78 
PVD agent name prefix is 
invalid. N/A N/A 

    

PTT - Patient Element Errors 

218 
COO  - Patient Identifier is 
invalid  Contact Net Health Technical Support 

Ø79 
PTT patient relationship is 
invalid. N/A N/A 

Ø8Ø 
PTT patient birth date is 
invalid. Patient Demographics 

Correct the data in table and resubmit 
the message 

Ø81 
PTT patient last name is 
invalid. Patient Demographics 

Correct the data in table and resubmit 
the message 

Ø82 
PTT patient first name is 
invalid. Patient Demographics 

Correct the data in table and resubmit 
the message 

Ø83 
PTT patient middle name is 
invalid. Patient Demographics 

Correct the data in table and resubmit 
the message 

Ø84 
PTT patient name suffix is 
invalid. Patient Demographics 

Correct the data in table and resubmit 
the message 

Ø85 
PTT patient name prefix is 
invalid. Patient Demographics 

Correct the data in table and resubmit 
the message 
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Error 
Code Description 

Cause or Location of 
Data Error Action(s) Needed  

Ø86 PTT patient gender is invalid. Patient Demographics 
Correct the data in table and resubmit 
the message 

Ø87 
PTT patient reference is 
invalid. N/A N/A 

Ø88 
PTT patient reference 
qualifier is invalid. N/A N/A 

Ø89 PTT patient street is invalid. Patient Demographics 
Correct the data in table and resubmit 
the message 

Ø9Ø PTT patient city is invalid. Patient Demographics 
Correct the data in table and resubmit 
the message 

Ø91 
PTT patient country is 
invalid. N/A N/A 

Ø92 
PTT patient postal code is 
invalid. Patient Demographics 

Correct the data in table and resubmit 
the message 

Ø93 
PTT patient place qualifier is 
invalid. N/A N/A 

Ø94 
PTT patient place name is 
invalid. N/A N/A 

Ø95 
PTT communication 
reference is invalid. 

Patient Demographics 
(Phone Number) 

Correct the data in table and resubmit 
the message 

Ø96 
PTT communication 
reference qualifier is invalid. 

Patient Element 
(Phone Qualifier) 

Correct the data in the message 
element and resubmit the message.  
(See Table No. 999) 

    

DRU - Medication Element Errors 

125 
DRU drug disposition code is 
invalid. N/A N/A 

126 DRU drug name is invalid. Medication Element 
Correct the data in the Prescription and 
resubmit the message 

127 
DRU drug item number is 
invalid. Medication Element 

Correct the data in the Prescription and 
resubmit the message 

128 DRU drug agency is invalid. N/A N/A 

129 
DRU drug agency qualifier is 
invalid. N/A N/A 

13Ø DRU drug strength is invalid. Medication Element 
Correct the data in the Prescription and 
resubmit the message 

131 
DRU drug strength qualifier 
is invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

132 
DRU drug reference is 
invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

133 
DRU drug reference qualifier 
is invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

134 
DRU dosage quantity 
qualifier is invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

135 
DRU dosage quantity is 
invalid. Medication Element 

Correct the data in the Prescription and 
resubmit the message 
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Error 
Code Description 

Cause or Location of 
Data Error Action(s) Needed  

136 
DRU dosage info qualifier is 
invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

137 DRU dosage info is invalid. Medication Element 
Correct the data in the Prescription and 
resubmit the message 

138 
DRU dosage free text is 
invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

139 
DRU date time qualifier is 
invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

14Ø DRU date time is invalid. Medication Element 
Correct the data in the message 
element and resubmit the message 

141 
DRU date time format 
qualifier is invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

142 
DRU substitution code is 
invalid. Medication Element 

Correct the data in the Prescription and 
resubmit the message 

143 
DRU refill quantity qualifier is 
invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

144 DRU refill quantity is invalid. Medication Element 
Correct the data in the Prescription and 
resubmit the message 

145 
DRU clinical info qualifier is 
invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

146 
DRU clinical info level1 
reference is invalid Medication Element 

Correct the data in the message 
element and resubmit the message 

147 
DRU clinical info level1 
qualifier is invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

148 
DRU clinical info level2 
reference is invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

149 
DRU clinical info level2 
qualifier is invalid. Medication Element 

Correct the data in the message 
element and resubmit the message 

15Ø 
DRU prior authorization 
reference is invalid. N/A N/A 

151 
DRU prior authorization 
qualifier is invalid. N/A N/A 

152 DRU free text is invalid. Medication Element 
Correct the data in the message 
element and resubmit the message 

 

 

SUMMARY 
 

We hope that this guide has been helpful in utilizing the Electronic Prescription function of 

the software. Additional information can also be found in the Help files.  If you have 

questions or need assistance, please contact Net Health Support at:  

844-464-9348, Option 3 or  

ehoccmed-support@nethealth.com 

 

mailto:ehoccmed-support@nethealth.com
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