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INTRODUCTION

The software has been certified to send and receive electronic prescription messages on the
Pharmacy Information Exchange Network run by Surescripts, allowing the software
prescribers to send the prescriptions they write directly to the patient’s chosen pharmacy via
the Surescripts network.

In addition to submitting a prescription, the application can send Prescription Cancellations
and can accept Renewal Requests and change requests for an already submitted
prescription. Not all pharmacies support all these features, and the software will not allow
you to submit a request for a service which is not available with the indicated pharmacy.

Related to electronic prescribing the software can query the network for medication
prescription history, verify prescription drug insurance eligibility, and view formulary
information from the pharmacy or PBM (Pharmacy Benefits Manager), based upon the
patient insurance coverage. The eligibility and formulary queries take place automatically at
the time of medication ordering, so that the provider can have the best information at their
fingertips for selecting the best drug for the patient. This includes information about any
medication he/she might want to prescribe. It will indicate whether the insurance company
will cover that medication, whether a co-pay is required, if there are restrictions about
generic/brand, and preferred packaging.

Behind the scenes, Net Health maintains a server which provides a gateway to the
Surescripts network. Communications from and to your site are routed through that gateway.
It runs the software which Surescripts has certified.

A communications service developed by Net Health runs on a server at your site. That (non-
dedicated) server must have access to the Internet and to the software data folder. When a
prescription or other request is submitted, the software writes the information to a data table
which the communications server is constantly polling. When it finds a waiting outbound
message it sends it to the Net Health Surescripts gateway which directs it to the final
destination. The process is reversed with incoming messages. The local communications
service receives messages back from the Surescripts network via the Net Health gateway. It
stores the information in a local table and, using the Task/Messaging system, alerts the
prescriber to whom the message is addressed.

The setup procedure for this service includes registering all prescribers with Surescripts.
Information will be sent through our software allowing providers to become registered. For
more information, see the section titled Provider Registration. Once Surescripts certifies the
prescriber it assigns a Surescripts Prescriber Identifier number (SPI) The SPI is posted into
the Provider table on the gateway server, at which point the prescriber is able to send
electronic prescriptions.

Historically, prescribers have signed their paper prescriptions with a “wet signature”
providing positive proof of who wrote the prescription. As e-Rx adoption increased
throughout the U.S., some states began to re-examine their laws governing prescriptions in
light of this new electronic only form. Most states now also allow electronic prescription of
controlled substances in addition to legacy drugs. These prescriptions require a digital
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signature that the prescribing provider adds by using a two-factor authentication device. The
DEA requires EMR vendors to be certified by Surescripts and audited by an approved third
party before it will approve the vendor for electronic prescribing of controlled substances.
The software completed the certification with Surescripts and the BDO Audit to allow
electronic submission of controlled substance drugs in the spring of 2015. Subsequent
audits have been performed to ensure compliancy. The most recent BDO Audit occurred in
September 2021 and the most recent Surescripts certification occurred in
October/November 2021.

A “Two Factor Authentication” option is available to the software prescribers to use a hard or
soft token device for electronic prescribing of controlled substances (EPCS). This option uses
a third-party software called “Dr. First” to perform this action. This software will assist with
the Identity Proofing Process (IDP) required to be completed for each prescribing provider.
Access the Net Health University webpage for the Onboarding instruction guide to complete
that process through this software. The prescribing provider will be prompted at the time the
prescriptions are being submitted for the Two Factor Authentication (TFA) that will then
attach their digital signature. The “Two Factor Authentication” for controlled substances is
also optional and need only be setup if these types of medications will be submitted
electronically.

One state, Ohio, has enacted stricter legislation requiring prescribers to provide “Positive
Identification” (Two Factor Authentication) when creating prescriptions electronically. In Ohio
this applies to ALL prescriptions and prompts the user for the authentication at the time the
medication order entry is done. Net Health has worked closely with the Ohio Board of
Pharmacy and completed their certification to meet these requirements. The “Two Factor
Authentication” for legacy drugs is optional and need only be used if your state requires it
(Ohio at present).

The software accommodates printing prescriptions of controlled substances submitted
electronically per the DEA regulations. When a provider successfully submits an electronic
prescription for a controlled substance, but wants to print a copy as well, the paper copy will
print with a watermark - “Copy - Not for Dispensing”. The watermark will notify the pharmacy
and ensure the printed copy is not used to obtain the prescription.

This document provides details about the setup, administration and use of the electronic
prescribing features. Additional details for the end user can also be obtained from the
software Help Files.
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Creating prescription orders using the EMR

The software provides a great deal of power and flexibility in the medication ordering
process. A table of medications is provided by Cerner Multum with the necessary coding to so
that checking for potentially dangerous interactions between allergies, current medications,
and diseases can be provided.

Prescriptions can be printed, faxed, or submitted electronically via the Surescripts network.

In addition, the software can display information accessed via Surescripts about the patient’s
Insurance Eligibility and Formulary Benefits. This display supports the physician in ordering
the most appropriate medication.

The medication reconciliation feature allows the physician to reconcile the patient’s Current
Medications list with a list provided by Surescripts of medication history ordered through
Surescripts for the patient which has been paid for by the patient’s current payer.

Ordering Medication on a Visit
From the [EMR Charting Workspace] ORDERS tab.

1. Click the Medications (New) button to display a list of your Medication Order Wizards
or Medications List.

EMR Charting Workspace (Ben Adrill / Trash 'R' Us Waste Mgrmt) [

Current EMR Template: [0o00000001 [‘E * Complete History And Multi-System Exam Template Qj ,?‘);
= — =

Nature of Patient Vist:  Occ Med Physical: Spec/Annual: 8/10/2012

Visit |HP1 | PMH | ROS | Exems | Besuts | Orders |Efocewres | Instructions | Work Status | Meins | @]
[ Problem Lists] [7 lmmmizalons] P Labs J [7 Vitals ] P Past Notes ] {» Order Set ] %}
Thetapeutic M. Option; Diagnostic Options s e
Megications (New) | [ Diagnostic Test Oiders ] W}

B Rx Hefils & Discontinuances ] lp Other Data Sources | Orders
(B Thetepy / Treatmert Ordess | Clinical Decison Support @]

B Consult / Referral Orders ] b Madication Recohciliator Refenals
b Patient Local Measures ] [ Check Guideline Rules ] 'TE‘”]

B Work Restrictions ] [ Review Patiert Caie Plan | g

p Durable Medical Equipment

[ StatOver | [BafrieifiesTest | (3] ExpandedView =] AllPatient History | Paia E

Refilled Indomethacin, 50 rag.150 to 999 cepsules orelly at leest three times not on empty stomach, for 300 weeks. Take -~ | © -
with food to prevent storeach initationand do not under any ci take this medi ona wednesday moming Build Note
before the wife has left for work #6200 capsules. No refills.. (Wallenchek, Frederick W MD, 2/10/12 at 2:12PM).

Reviewn
Refillsd Tamifly, 75 rg 1 capsule orally twice a day, for 5 days. #10 capsules. No refills . (Wallenchek, Frederick W MD, e
10/12at 2:19PM). {
Refilled Iripramine, 25 rog.1 tablet orally thise tirees a dey. #100 tablets. No refills.. (Wallenchek, Frederick W MD, Jipeges
8010/12at 5:54PM). (5 Fons

B> Done

2. Check any Wizard(s) you wish to run and click the Done button
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Select Medication Order (Ben Adrill)

Using Charting Template: * Complete History And Muki-System Exam Templats

EMR Template |

Select Each ltem
[T Liqent Care Oral/Topical Fr
[7]% Urgent Care Injectables
[]* InHouss Dispense
[1* InDffice Administered
[7]* Antibictics Adult R
[7]* Oral/Topical Fit Frequent List
[]% Pain with Inflammation
[]* Pain With Spasm
[Z]* Pain Neuropathic W/Inflammation

[T Asthma

[ Allergp/URI-Cough/Decongestant
[ Analgesics - Muscle Relaxants

[ Analgesios - NSAIDS

[ Analgesics - Opioids

[7] Diabetes

[TIEndo - OCP #Yeast / Gyn

("] GI - Antidianhea/Constipation

[T Gl - Antinauseasdntispasmodic

————————— Favorites [TIHTN - ACE, ARB, BB, CCB
[7]> Dr. Jones's Favorites [ Lipids
[7]> Dr. Smith's Favorites [C1Sleep ? Anyiety

[C] Aspitin At OTC

- S pecilic: Meds -
[ Acetaminophen OTC
[ &spirin OTC, &1 mg
[T lbuprofen OTC
[T lbuprofen
[~] Magic Mouthwash - Compound At Phaimacy
[ Prelone 15 mg/5 ml oral spiup
Je Med Classes - 3

| i Ay Med |‘}f‘ Med Class

[ arywizad | EBin Fiee Tent
OR

[leRx  Phamacy @
| 2] BuntRepest | [ Done | [X ske |

3. Click the Any Med button to display the Medications List.

m Select Medication
Search: || l [ Include Inactives Class: | l 5 [ Include Obsoletes
Medication Name l Strength Form I Sched I Generic Medication | Medication Class Obsolete
Abreva 10% topical cream 10% granule docosanol topical
Accolate 20mg tablet zafirlukast Asthma
Accolate 20 mg oral tablet 20mg tablet zafirlukast
Accu-Chek Comfort Curve Test Strips
Accuretic - ACEl/thiazide 125mg-10mg tablet hydrochlorothiazide-quinapril HTN - Combo
Acetaminophen 500 mg tablet acetaminophen Acetaminophen
Acetaminophen (Tylenol) 500mg #100 Dispense 500mg tablet acetaminophen Acetaminophen
Acetaminophen 160 mg oral tablet, chewable OTC 160 mg tablet acetaminophen Acetaminophen
Acetaminophen 160 mg/5 mL oral liquid 1 Tspn 160 mg/5 mL teaspoon acetaminophen Acetaminophen
Acetaminophen 160 mg/5 mL oral liquid 1/2 Tspn 160 mg/5 mL teaspoon acetaminophen Acetaminophen
Acetaminophen 160 mg/5 mL oral liquid 2 Tspn 160 mg/5 mL teaspoon acetaminophen Acetaminophen
Acetaminophen 500 mg oral tablet Admin 500mg tablet acetaminophen Acetaminophen
Acetaminophen Oral Tablet 500 Mg #50 Dispense 500 mg tablet acetaminophen Analgesics - NSAIDS
Acetaminophen-codeine 300 mg-30 mg tablet in i d - Opioids
Acetaminophen-hydrocodone 325mg-10mg tablet ] hydrocod; A - Opioids
Acyclovir 400 mg tablet acyclovir Antimicrobials - Antivirals
Acyclovir Oral Tablet 800 Mg #35 800 mg tablet acyclovir Antimicrobials - Antivirals
Adderall 10 mg tablet 10mg tablet ] amphetamine-dextroamphetamine Psych - Others
Adderall 20 mg oral tablet 20mg tablet I amphetamine-dextroamphetamine
Advair Diskus 100 mcg-30 mcg inhalation fluticasone-salmeterol Steroids
a2y < > v
Add Edit Delete = Print

4. Select a medication from either of the above windows to display the [Medication
Order] window.

Net 8
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Im Medication Order (Select Any Medication) for (B. Edwin Pann)

+Patient Sig
Take How Much: oog to 0 tablet
Route / Method: orally B posage calc (mg/day)
Frequency: « | Special Circum: ~
For How Long: o Stop Date: -
¢ [ |l poee [ |m

Additional S1G:

Supervising Physician: | DMENMIS A

Medication: = * | predniSONE 5 mg oral tablet |

@] View Drug Info

Generic Mame: predniSOME

Drug Strength: 5 mg tablet

Dispense Type:

Prescription Substitution Allowed

Prescription / Provider Dispensing Instructions
Dispense Cty:

Mumber of Refills:

(%]
I

* loog Form
(aiaial tablet

{u|H|m)
(um|m)

i

SIG
140

Take 6 tablets by mouth once daily for 2 days, then take 4 tablets by mouth once
daily for 2 days, then take 2 tablets by mouth once dail)r.|

Mote to
Pharmacist

Mennis, Dennis D DDO

[ e-Rx Pharmacy:l:l

e-Rx Fill Status Motification:

Associate Problem:
E&M Risk Level: () Minimal () Low (@) Moderate () High [] Create Patient Education Leaflet

,&Sign “ Done

* = Required Skip

Based on the medication you selected, the software will automatically enter default
values from the drug database in each of the fields on this window. Review them and
make needed adjustments, if any. Detailed descriptions of each field can be found in
the software Help Files.

To the right of the Medication name a roman numeral of Il, Ill, IV, or V may display.
This number designates the scheduled medication value if the medication selected is
a controlled substance.

Additional Field Criteria & Rules:

Number of Refills: There are validation rules for this field when prescribing a
controlled substance medication. The Number of Refills field will be disabled if the
medication is a Scheduled Il controlled substance. Any other type of controlled
substance medication may have a maximum of 5 entered. Beyond that the following
error message will display:

Net
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Waming! —I r

l Schedule 3 Medications are Linted to five(5) Refills per prescription

eRx checkbox: In order to send the prescription electronically, instead of using a
printed copy or a fax, check this box. This box is only available if the following rules
apply:

o Clients are licensed for Electronic Prescribing to Surescripts.

e The Provider’s service level supports the ability to electronically prescribe
non-controlled substances.

e The clientis licensed to use the EMR to Send Electronic Prescriptions for
Controlled Substances and the medication being prescribed is a controlled
substance.

e The Dr. First Interop Parameter flag is enabled, and the prescription is a
controlled substance.

e If a Provider’s Service Level field supports prescribing medications for
Controlled Substances and a controlled substance medication is entered by
this Provider.

e The Pharmacy attached to the Medication order supports electronic
prescriptions (has an NCPDP ID) and can receive new prescriptions.

e The e-Rx Fill Status Notification is the return notification you receive once an
electronic prescription is sent. The system will default to whichever Fill
Status Notification that is chosen from this dropdown. This status can be
changed on a prescription-by-prescription basis. It is viewable from the
Prescriptions from this Visit window for both EMR and non-EMR clients.

SIG and Additional Sig: SIG notes are instructions for the patient. If the prescription
is marked for eRx then the total number of characters of both these fields are
restricted to 140 characters maximum. This is an electronic prescription
requirement. The software provides a character counter on the [Medication Order]
window. If you should exceed 140 characters, the note turns red, and the order
cannot be saved until it is corrected. The following message will display:

WARNIMG: 5IG too long! £

The 516G exceeds the 140 character limit for e-Fx Submiszion.
l . Pleaze modify the Patient Sig entries or the Special Sig Mote
ta sharten the Final 510G for the arder O Turn off the &Ry Flag.

Net 10
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Note to Pharmacist is reserved for information that the prescriber wants to
communicate to the pharmacist.

Supervising Physician: If physician oversight is required, this lookup will become
available. Click the hourglass icon to select a supervising physician. The default will
be the provider selected on the Enter Provider, Rx tab.

Pharmacy: Allows you to select the pharmacy to which the prescription will be sent based on
the patient’s preference. Select the pharmacy by using the icon beside the entry field and

the following window will display:
Select Pharmacy for e-Prescription @

Patient Pharmacy List ” Clinic: Pharmacy List| Master Phamacy List ‘F’harmacy DiIeCtDI}']

Search:

ECS Mame[+] Address Phone Fax Type -

Cross Street

BORDEM'S PH

[ 0
Borgwarner Family Pharmacy 12943 (FER] 2825738 [7E5] 2B6-0312 | Retail
4005 W Kilgare Ave

707) 555-7071 [F07] 555-7072

RE AYVE
MUNCIE, IN_47304-4815

Ca Pharmacy 10.6ML E5432 Cabemet Tum Retai

Sonoma, CA 95476

C& Pharmacy Store 106 13134 5. Harbor Boulevard F14) 2221111 [F14)111-2222 | Retail
Anaheim, C4 92804

EPCS W& Pharmacy Stare 2800 Crystal dive 7039212121 [703)921-3245 | Retal

Adlington, W4 22203

Tiiartt Eagle Pharmacy ) BE-ann (] Ba -

tdail Order Phamacy 10.6 Addiess Lane 1234 03] 921-B367 [F03]321-4375 | MailOrder, LongTemCare, Specialty| |

Adlington, W4 22201
Phoenix, &2 85001

NYC Pharmacy 10.6MU 28 Park Sheet 718) 555-7181 [F18]555-7182 | Retal
Erooklyn, NY 11201

Test 000 Pharmacy 106U 000 Pending Response way FO3| 5551234 [703) 5551235 | FRetal

Arlington, W4 22201
TEST PHARMACY &% WwITH & LONG Mab LONG STREET @ ADDRESS LINE 167

947 328-7462 [947) 3745913 | Mail0rder, LongTemCare
OMERCITYTHATISLOM, P& 52215-82

[
[
[
I
[
tdail Order Phamacy 10.6ML 9292 Langley Rd [B23) BB5-2323 [E23)555-2322 | Mailider, 5pecialy
[
[
[
[
[

Test000 Pharmacy Store 10.6 EOO0 E. Broadway 952 3337777 [982) 777-3333 | Fetai
Eloomington, MM 55425
"4 Phamacy Stare 106 2800-1 Crystal Dr 703) 555-4444 [F03] 444.6555 | Retail
* Arlington, W& 22202
[WREER e < » -

* = EPCS Permitted

Pharmacies in RED - Print or Fax only [ Add to Patient Pharmacies [ V Select ] l A Wiew ]

This window will display 4 different tabs.
e Patient Pharmacy List - When selecting a pharmacy from any list other
than the patient’s list the user can add the selected pharmacy to the
patient’s list via the checkbox at the bottom of the window.

e Clinic Pharmacy List (based on the current clinic of the visit) - The Clinic
Pharmacy List can be defined with the pharmacies routinely used by
patients when seen at each clinic within the Clinic entry screen.

e The software Master Pharmacy List

e Pharmacy Directory - If selecting a pharmacy from the Pharmacy Directory
(Surescripts Pharmacy directory) it will automatically be added to the
software Master Pharmacy List.

The ECS column will contain a red asterisk for those pharmacies that support
electronic prescriptions for controlled substances.
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Dr. First Drug Checking

When the medication is a controlled substance and the eRx and Pharmacy fields are
completed, then a pre-validation check with the Provider’s state, Pharmacy NCPDP ID
and Prescription data is submitted to the Dr. First's EPCS Gold Web services system.
The data is verified against the most current federal and state laws for the drug,
prescriber, and pharmacy states and that all the required data is entered for the
prescription. Depending on the type of controlled substance drug, additional
information may be requested on the screen with prompts displaying in red. These
messages are:

e GHB code - The “GHB: Notes must include medication requires additional
notes!” red prompt will display on the screen for the user to enter the
required data.

Net 12
Health“ ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



Electronic Prescribing

|E0 Medication Order (Select Any Medication) for (B. Edwin Pann)

hiedication: J | PredriSONE 5 mg oral tablet |

Generic Narme: predniSONE (},1 View Drug Info
Drug Strength: 3 myg tablet
Dispense Type: Preseription V] 1 Substitution Allowed
Prescription / Provider Dispensing Instructions
Dispense City: 4 * B Farme | fablet w
Murrber of Refill: | |
* Patient Sig .
Take How Much: II to| tablet
Route / Method: arally nl.'.mag-tﬂll: {rg/day)
Frequency: w | Special Circurn: j
For Haw Lang: [ ] day [ | Stop Date: l ] =
SIG
140

Additianal 51 Take 6 tablets by maouth once daily for 2 days, then take 4 tablets by mouth once
daily for 2 days, then take 2 tabists by mouth once daily]

Nate ba
Pharmacist
Supervising Physician: | phENMIS | ) Mennis, Dennis D DDO
MADEAN * M b el Mt At b DA rramibay
[ e-Rx Pharmacy: i

&R Fill Statiss Matdfication:

Associste Problem: 5 |

E&M Riizk Levek () Minimal () Low @) Moderate () High ] Create Patient Education Leaflet

ﬁiign * = Required w Done Sl:ip

The user will have to enter a reason in the Notes to Pharmacist field of why
the provider is prescribing the drug. This field is validated that at least 5
characters is entered for the notes or the user will receive an error.

-

EPCS Validation Error |=E3|

Net
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o NADEAN code - “NADEAN: nnnnnnnnn *Must include your Narcotics

Addiction DEA number!” red prompt will display on the screen to the user to
enter the required data.

ICD Medication Order (Setect Amy Medication) for (B. Edwin Pann)
hiedication: = .P‘redeDNE 5 mg oral tablet

Generic Narme: predniSONE (L) View Drug Info
Drug Strength: 5 myg tablet

Dispense Type: Prescription v [ Substitution Allowed

Prescripticn / Provider Dispensing Instructions
Dispense City: ' k1 |= Gd Foem: tablet
Nurnber of Refills: . .
* Patient Sig
Take How Much: 0 tablet

Route / hethod: orally i Dosage Calc (mig/day)
Frequency: w | Special Circurm:

For Haw Lang: day . Stop Date: [

=

SIG
140
.ﬁddrtmnalilﬁ{ Take & tablets by mouth once daily for 2 days, then take 4 tablets by mouth once

daily for 2 days, then take 2 tablets by mouth ence daily]

Mate ta
Phasmacist

Supervising Physician: .nnh.immg ] . Mennis, Dennis D DDO

MADEAN * el e i M netel ) Al et [V, by
[ e-Re F‘hl-rmaqr!. | &

e-Rx Fill Status Netification:

Aszociate Problerm: i

E&:M Risk Level: () Minirmal () Low () Moderate () High ] Create Patient Education Leaflet

_,é]ﬁgl'l * = Required 9\' Done Skip

The field will be pre-populated with this provider's NADEAN number from the
provider table. If blank, then the user will need to enter this provider’s
Narcotics Addiction DEA number. This field contains validation requiring a
maximum of 9 characters and that the number entered must have two (2)
letters and seven (7) numbers. Any other combination will generate an error.

Net

14
Health. ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



Electronic Prescribing

EPCS Validation Error 3

l:e] Fuzt include your Narcatics Addiction DEA number for e-R = Subrmizsion.

e Additional Error codes that could display upon returning from the Dr. First
Drug Check. The following messages will display:

604 | NDCID for Drug is not found in EPCS

611 | EPCS cannot prescribe Controlled Substance for
Prescriber State

612 | EPCS cannot prescribe Controlled Substance for
Pharmacy State

613 | EPCS State cannot prescribe Substance of Affiliate
Scheduled Level

614 | EPCS Pharmacy State cannot prescribe Substance of
Affiliate Scheduled Level

609 | Pharmacy is not found in EPCS for NCPDPID

610 | Pharmacy not enabled for CS

616 | Invalid Pharmacy State Code

617 | Invalid Prescriber State Code

618 | Unable to calculate schedule

The error data will be updated into the Prescription database table fields and the
eRx box on the prescription will be unchecked. The user will not be able to
submit the prescription electronically until the prescription is corrected and
has no errors.

Completing the Medication Order

Once the prescriber has completed the Medication Order and clicks the Done button

multiple processes occur:

e Validation of required fields

e Drug to Drug, Drug to Allergy and Drug to Disease functions will run and
display any interactions that pertain.

e If the user selected to Create Patient Education Leaflets, they will be
prompted to select the education leaflets language. A Visit Order will be
created for the Leaflet.
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Select Multum Patient Education Leaflet

Available Leaflet(s]

Title [Crrug Mame] Language
.E||::I,I|::||:|'-.-'il' |-ir'|'E|::ti|:|F|-|
acyclovir [oral) Englizh
acyclovir [injection) Spanizh
acyclovir [oral) Spanizh

(Vs ] (X oot |

e For Ohio clients, if the Two Factor Authentication (TFA) on all orders flag is turned on,
then the user will be prompted to scan their badge and enter their password for that
process. See details in the Provider Authentication when placing Medication Orders
section below.

e The Prescription will be added and display in the browse window as the example
shown below:

2 Prescriptions from this Visit for Margaret Adelia Bery Devereaux [ovr.c3m
[[] include Canceled Prescriptions
Date | Provider Medication Name Strength l Sched | Status
[ 77182021 Lena Asithromyein 100 mg/5 mL. oral liquid 100 mg/5 mL Submitted |
[N

Ha4C O 2 0
Prescriptions are created from the “Orders” Tab in the EMR and cannot be added or deleted here. Click "Review" to view or print.

Prescription Submitted Electronically by CHRISTINE on 7/14/2021 at 11:22AM
* You may only print a Copy of the prescription (Not Valid for Dispensing).

Add Reyiew . Print Copy = Print All Fill Status 7% Submit eRx

e The Prescription database table will be updated, and the AUDIT tab will display the
Created By user, date, and time and Completed By user, date, and time fields.
a) A Medication History Record will be added
b) The System Auditing tables will be updated.
c) The PHI Auditing table will be updated.
d) The status will display:
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=  “Pending - eRx” displays in red” - if prescription has an error. When
that prescription is highlighted on the browse window, the error
displays at the bottom of the browse window.

=  “Pending - eRx” if a non-controlled substance.

=  “Pending - eRx (EPCS)” if a controlled substance.

= “Pending” if the e-Rx box was not checked.

= “Canceled - eRx" — if the prescription has been canceled electronically

= “Cancel” - if the prescription has been canceled (manually)

Net 17
Health“ ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



Electronic Prescribing

Provider Authentication when placing Medication Orders

Normally, clicking the Done button would create the medication order; however, with the
Provider Authentication when placing Medication Orders enabled, when the prescription is to
be sent electronically, the prescriber must be authenticated using positive identification or
two factor authentication. Once the Done button is clicked, you will receive a message
[equesting you to scan your bar code.

R Authentication @

NOTICE: Please review your order BEFORE you complete this
Authentication process. Once Authentication is completed no
modifications to this order will be allowed.

Please Scan your Authentication Code now...

Please Enter your Authenticaton Password...

Password: |

[V oK J [x Cancel l

Important: Please notice the warning that once authentication is complete, no changes may
be made to the order.

Once you scan your bar code and enter your password, both credentials must match what is
on record when the prescriber’s credentials were registered as part of the setup process. If
there is a match, click OK and the medication order becomes a prescription. If there is no
match, the prescription is not created.

Scanning must be done within 10 seconds or you will receive the following message as a
warning.
Rx Authentication Tirmeout 2

Ten(10) seconds are allowed to scan your Authentication Code
, ! h Click "Retry Scan' to scan your Authentication code now
= [lick "Cancel" to end the Authentication process

R ’ Betry Scan] i Cancel

The following message will be displayed if you:
e Click cancel
e Fail to rescan your bar code
e Do not enter a password
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Agility 5%

' l\ Authentication required to complete thiz Medication Order

If authentication fails, the prescriber is given no choice but to click the Skip button on the
[Medication Order window] to abandon the Medication Order.

If the Authentication Code fails, the following message will appear. You may click the Cancel
button to go back to the [Medication Order] window.

Rx Authentication >

The Authentication Code could nat be Verified!
‘ l-\ Click "Retry Scan'' to scan your code again.
—— Click "Cancel" to end Authentication Process.

[ Retry Scan] i Cancel |

A maximum of three attempts to authenticate is permitted. If authentication cannot be
verified within three attempts, the prescriber’'s Rx Authentication Rights are suspended. The
Security Administrator must be contacted for assistance and re-activation.

=

Rx Authentication 23|

. Your Rz Authentication Rights have been Suspended!
! . Contact the Agility Security Administrator for assistance
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Correcting a Prescription

Review button

] Presemprens from the Vit for Masgaret Adehs Bery Devrresss @
| nctude Canceled Prescngtions
Oste | Provider | Medcstion Name | Lrengeh | Sched Qatar
W2 Lens Antheorrpein 10 mg'S ml oral haud 200 'S ml Sormatted
&
M Ty
Prescrptionm are crested from the “Orders” Tab m the EMR and cannct be added or defeted here. Chck "Review” 10 view of pewt
Reysew = Print Cepy = Print AN O St » Shet e

From the [Prescriptions from this Visit] window the Review button will allow modifications
depending on the user type accessing the prescription and the status of the prescription.

If the status of the prescription is still Pending, (not yet submitted electronically or printed)
the Prescribing Provider can click the Review button to open and correct the prescriptions. If
a Clinician User accesses any prescription with a Pending status using the Review button,
they will not be allowed to make any changes to the prescription fields but will be allowed to
print Medication Leaflets.

If the status of the prescription has been submitted electronically or printed, then regardless
of the user, all entry fields will be disabled except the Medication Leaflets button and no
changes are allowed. The user will have to cancel the medication with a reason why, notify
the pharmacy and re-enter it as a new prescription.

Delete button

Federal regulations require a permanent record of all completed prescriptions. There is no
Delete function once the prescription is created, and the record is committed to the
database. As you can see the Delete button is not available for use on this window for any
type of user. The order may be cancelled; however, a documentation trail of the original order
and the cancellation will be recorded in the patient’s chart.
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[ Prencmptems from the Vit for Macguret Adeh Bery e e
] inchude Canceled Prescnptions
Date l Provider | Medcation Neme l Lrengeh I Sched | Siios
i m Lena Antheorrypein 100 mg/S ml orsl haud 200 'S ml P ed ]
L

M s T » v
Prescrptiom are crested from the “Orders” Tab m the EMR snd cannct be added er defeted here. Chck "Review” 10 view of pewt

" { the prascnge 01 Vahd 101 Dvigenong

L Reyven = Prt Cepy = Prnt AN Fa et  Shet ofe

Prescriptions may be reviewed from this screen, but they cannot be deleted from here.
The process of cancellation is a function of the Rx Refills & Discontinuances button on the
[EMR Charting Workspace], Orders tab.

To cancel a medication order:

1. Click the Rx Refills & Discontinuances button on the [EMR Charting Workspace],
Orders tab. The [Reviewing Patient’s Medications] window will display.

EMR. Charting Warkspace (Eunice Hawkenson)

Templte: 000000000 * Complete History And Multi-System Exam Te Affival Time:

Nature of Patient Vist:  Office Visit Mew Patient: 5/11/2015 Means of Anival =]
meﬁmmlmsessmem‘ Orders ‘Flocedules“lnslructlons "ka Status “m —
[ Froblem Lists | [[# immunizations | ([ Labs | [ vaas | [ FastHotss | [ow Dider G| o

Therapeutic Management Options Disgrostic Options Past Notes

» Therapy / Treatment Orders Clivical Decisian Suppor

[ Sttlver | [SEnteifieeTest | [3]EpandedView | (] AlPatientHistoy | -
ode

Prescribed Vicodin ES, 730 mg-7.5 mg.1 to 2 tablets orally 3 times a day after eating. Do not take while driving/operating  » -
‘machinary or while at work. #60 tablets. No refills. (Best, Wayne, 3/11/15 at 3:37PM). Build Note

mlfﬂﬁlfﬁﬂﬂﬁﬁ

i

Prescribed Lisinopril, 10 mg.1 tablet orally once a day. #90 tablets. No refills. (Best, Wayne, 5/11/15 at 3:38PM) Revizn
Audit

Images
=
=, Foms

(=, Feparnt

Jfo Dore -

Flarll|

1
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2. Highlight the medication to be canceled and click the Cancel Med Order button.

Reviewing Patient Medications for Eunice Hawkenson @

Current Medications

[ Include Inactive and Past Medications

Details for Selected Medication:

Frescribed Vicodin ES, 7A0 mg-7.5 .
mg.1 to 2 tabletz orally 3 times a
day after eating. Do not take while

driving/operating machinary or
while at work. #60 tablets. Mo
refills.

Order / Action

[ Contirue &I Meds
[ Discortinue &1l Meds

Selected Medication:

» Continue Med
P Discontinue Med
> Fefill Prezcription

| ¥ Cancel Med Order |
maannn
’ & Review ] ’.g FErint ] [] Document Patiert Med Review ’ V Done ] ’ x Cancel ]

3. When the dialog requesting a reason for the discontinuance displays, enter a brief
explanation for why you are cancelling this order. Click OK.

Enter Medication Discantinuance Reason

Reazon for Dizcontinuing Alendronate

cancel not using |

4. Click the Done Button on the [Reviewing Patient Medications] window.

5. Verify your intention of cancelling the order by clicking Yes in the verification
message.

Please 'V.Te';ify |83+

4 b Please verify your selections. Do you wish to update the chart?

A
Ew“ges 5| [ No ]
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Once the Prescription is cancelled, several actions occur:

e The prescription is canceled and not available for any further processing.

e The chart is updated with a note that indicates the prescription was cancelled and for
what reason. The user, date, and time is also included. The note copies the exact
text used in the original order to make sure there is no ambiguity in the
documentation.

EMR Charting Workspace (Eunice Hawkenson)

<l m

Template:  pON0O00O01 * Complete History And Multi-System Exam Te Arival Time:
i =
Mature of Patient Visic  Office Visit Mew Patient: 5/11/2015 Means of Arival: E‘ =
Demagraphic
Wisit |[HPl | PMH | ROS | Exams | Results [Assessmant| Orders |Pmcedu|es "Instrunt\nns me Status] Merling :
View Chart
“7 Problem Lists ] [p Immunizations ] [p Labs ] [P Witals ] "7 Past Hotes ] [» Order Set ]
Past Motes
Therapeutic Management Options Diagnostic Options :
> Medications [New] » Diagnostic Test Orders Appaintment
» R Refills & Discontinuances » Dther Data Sources Eidels
B Therapy / Treatment Orders Clirical Decision Suppart Prescriptions
P Consult / Referral Orders B hedication Reconciliation ficlenals
P Falient Local Measures B Check Guideline Rules gl
> ok Restrictions B+ Review Patient Care Plan g
> Durable Medical Equipment
Start 0 " Enter Free Text 5] Expanded i 2] Al Patient Hist “
[ art Qver ] [_n_w nier Free Tex ] [_J xpanded Yiew ] [_J atient History ] T
Prescribed Vicodin ES, 750 mg-7.3 mg.1 to 2 tablets orally 3 times a day afer eating. Do not take while driving'operating  »
machinary or while at work. #60 tablets. No refills. (Best, Wayne, 5/11/15 at 3:37PM). Build Note
Prescribed Lisinopril, 10 mg.1 tablet orally once a day. #80 tablets. No refills. (Best, Wayne, 51115 at 3:38PM). Review
Canceled Prescription for Vicodin ES, 750 mg-7.5 mg. 1 to 2 tablets orally 3 times a day after eating. Do not take while hud
driving/operating machinary or while at work. #60 tablets. No refills. because Patient refused taking this medication.. (Best Images
‘Wayne, 3/13/13 at 3:06PM).
= Foms
= Report
l) Done

o The [Clinical Problems List] window is updated with the cancellation information.
The [Current or Past Medication] window is updated.

e The [Prescriptions from this Visit] window is updated so that this prescription no
longer displays.
The System Auditing is updated for the Medication History.

e If the original prescription had been submitted electronically, and the provider and
the pharmacy that filled the prescription support electronic CANCEL Rx messages, a
CANCEL Rx message will be sent to the pharmacy via the Surescripts network.

EMR Charting ORDERS tab, Start Over button:

e If a prescription has been submitted electronically and the user selects the Start Over
button, the system will generate an error and this function will not be permitted because
a prescription is attached and has been processed electronically. The ordered
medication will have to be canceled through the Rx Refills & Discontinuances button.

e [f a controlled substance has been prescribed and the prescription has been printed, the
system will generate an error and this function will not be permitted because a
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prescription is attached and has already been printed. The ordered medication will have
to be canceled through the Rx Refills & Discontinuances button.

Submitting an Electronic Prescription

Once all of the steps for completing an electronic prescription are complete and are ready to
submit the prescriptions to Surescripts the user will click on the Prescriptions button and the

following window will display:

] Presemprens from the Vet for Masgaret Adehs Bery Deveresss E
[ nchude Canceled Prescngtions
Date | Prowider | Mede stion Name | remgen Sched | Qatar
T Lena Antheoerycin 0 mg'S mi oral haud N0 /S mi Sbrmtted ]

M e 7T e

Prescrptionm are crested from the “Orders” Tab o the EMR and cannct be added or defeted here. Chck "Review” 10 view of pewt

Reyven = Prnt Copy = Prnt AN Fa et " Shet o

From the [Prescriptions from this Visit] window, click the Submit eRx button at the bottom of
the screen. This will copy all pending e-RX prescriptions to the [Electronic Prescription
Submission] window, except for those with a status noted in red, which indicates that there
are errors with the prescription order. If you click on the medication in question, the errors
associated with that order are displayed at the bottom of the window in red also.

Electronic Prescription Submission window

1. A Provider or Clinician selects the Submit eRx button to bring up the [Electronic
Prescription Submission] window.
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Review eRx Information
| Medication Sched Rx Refs Date Written:  10/28/2021

q

Date

1072872021 Metoprolol

Patient: | Sandy White Beach Ill

345 Beach Blvd.

Mrytle Beach, SC 93929

UsA

Phone: (803) 456-9876

Date of Birth: 3/16/1974 Sex: Female
Observation Date/Time: 10/25/2021 1:43PM
Height: 62in (173cm) Weight: 1231b (55.8kg)

Medication: | Metoprolol tartrate 50 mg oral tablet

Quantity: 100 Form: tablet
Refills: NONE Substitutions: Substitution Allowed

Special Instruct: | 1 tablet orally once a day.

Notes:

Prescriber: | MyFirstMarr M MyLastMarr
Phone: (814) 944-1651X123

Pharmacy: | Mainline Pharmacy-Ebensburg, PA NCPDP ID:3996660
3720 New Germany Rd

Ebensburg, PA 15931

usa

Phone: (814) 472-9390 Fax: (814) 472-1166

A Submit Bx A Submit All Please review the efx Information for each prescription before submitting.

e If a Clinician selects Submit eRx, only the non-controlled substance prescriptions
with a Pending eRx status will copy and display on the left pane of this window.
Any prescriptions with a status of Pending eRx (EPCS) or Printed will not display
on this window for those type of users.

e If a Prescribing Provider selects Submit eRx, all the prescriptions with a Pending
eRx or Pending eRx (EPCS) status will copy and display on the left pane of this
window.

Validation will be done against the Prescribing Provider and the User for each of
the EPCS scripts to determine if these scripts should display on this [Electronic
Prescriptions Submission] window. Any EPCS scripts entered by a provider not
matching this user’s provider information will not be displayed. Also, any Printed
prescriptions will be excluded from the display.

2. The user must review each prescription before submission. As each medication is
highlighted a series of validation checks will be performed for required data (i.e.,
Patient’s address, DOB & gender, Prescriber’s data, etc.) If an error occurs for the
medication, the window displays a red description of the error in the lower left corner.

The Submit Rx button will be disabled and the Submit All button, if selected will do
nothing. The user will have to close the window and correct the errors before the
prescription can be submitted.

Net 25
Health“ ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



Electronic Prescribing

215 386723
Dsect Bk 20150  Gender Mae

Modcaton DuCODONE 20mg aral tabiet, utended wiease

Guartty 20 Fomn tablet
[ Rells. NONE Substetons Sabitibsion Alowed :
Specil Instuct 1 tabiet cealy tice o day with plenky of waler. Do mik take -
whils drorg/opecatng macharany o whie o work

Nolor: Piosco warn patient of poteral hypotension. Blood presiure
whould ba mondored

Prososber Wayew Best =
Prore: [818) 3417006
Favers P Faonton w0 (ot Te Sleweg e Deton wOetng = 3
* Pscrtars DEA rter & waang Phanscy: APy 1) NCPOP 10:9911557 A
Sonoma. CA 95476
* Pwsoters DEA "anter & sy
* Pescte) Pt Name & ~aarg Phore: [707) 555700 Fax [707) 5557072
* Paier(y pddwns » warg -~ 4
(P swmady | [ sbmas | Pesse mie e e itomason for each prmscrpton sefse sbmeng \

. —]

Once errors have been corrected, the Submit Rx button is activated as displayed in
screen below:

270
Osteof Bty S201570  Gender Make

Madcaton OxyCODONE 20 mg oral tablet. estended ieiesse -

Ouarnty. 20 Fomm tablet
: Rels NONE Subatbtions Substhsion Awed
Specidl Instruct: 1 tabliet ceally hwce & day with piendy of water. Do mot Lake -
whie dnarg/opecating machwany o whie o weork

Noler: Plosso wan paiert of potertial typotonson Blood pressure
whoukd be mondoned

Prevosber

Woyen Bost
Prore [974) 3410006

Phamacy. CA Phaenacy 1060 NOPOP 1D 9911557 -
55432 Caderret Tum

Sonoma. CA 95475
Phone: [707) 555200 Fas [(207) 5557072

. !
M_J M Pesse reven P 80 Homaner 13 802h Drascton befie s bming ‘
— - - - N o S —

Submit Rx button
Users may select the Submit Rx button to send just the highlighted prescription.
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e |[f this is for a non-controlled substance, then the prescription message will be moved to
the RX Admin Console and will be processed by the Net Health Gateway to Surescripts.
The data will be updated in the database as described below under the Submit All button
section.

e If this is for a controlled substance, then the Dr. First User Interface will display for TFA
signing as described below.

Submit All button

Users may select the Submit All button after all of the prescriptions displayed in the left pane
have been reviewed.
If the user is a Clinician,
= All the prescriptions that are displayed will be created as a prescription message, the
left pane display will clear and each one will be moved to the RX Admin Console and
will be processed by the Net Health Gateway to Surescripts.

If the User is a Provider,
= All the non-controlled prescriptions that are displayed will be created as prescription
messages, and each one will be moved to the RX Admin Console and will be
processed by the Net Health Gateway to Surescripts.

e For any controlled substance prescriptions, the Dr. First EPCS Signing window will
launch in an internet browser.

Dr. First’s EPCS Gold software will validate that the user is the prescribing provider on
the prescription. If no errors, then the provider will check the box beside each
prescription to be digitally signed, select their device from the list, enter their sighing
passphrase, enter the pin from their OTP token, and click the Sign and Send button.

Dr. First stores the signed prescription and queues the prescription(s) for processing
by the EPCS Gold Router. The prescriber is then directed back to the software to the
[Electronic Prescription Submission] window.

If your state has a Prescription Drug Monitoring Program (PDMP)
and you would like to access it via your Net Health application,
contact your Net Health Client Sales Executive. For further
information on the program and our solution, please see Dr. First’s
EPCSGold website here.
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The screen will clear, and the user will need to select the Close button to return to the
[Prescriptions for this Visit] browse window, displayed below: ‘
] nchude Canceled Prescnptions
Ote | Provder | Mede stion Name | Lrengen | Sched | Yt
WA Lens Antheeemypein 100 mg/S mi. eral hgud 100 'S il Subetted |

Wewe v v o
Prescrptions are crested from the “Orders” Tab m the EMR and cannct be added er defeted here. Chck "Review” 10 view o prwt

Prevcription Scbontted Dlectromcally by OHRISTING on 77542001 ot ) M
et o { the prascnpe Mot Vahd {01 Dvgenong

Lt Heyven = Prnt Cepy > Pt AN 8 St St ofe

The status will change on the Prescription browse window to Submitted as shown above.

The Audit tab of the prescription will be updated, and the prescription information will also be
updated within the database.

The System Auditing table will be updated as Submitted.

The user will receive information on the status of the prescription(s). These will be viewable
through the Rx Admin Messages windows.

Net 28
Healthm ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



If EPCS Gold cannot validate the provider, then errors will be returned to the software and

Electronic Prescribing

the prescription will not be submitted to Surescripts. Possible errors are:

10

Invalid EPCS API version

11

Vendor Label is not valid

12

Vendor Node Label is not valid

13

Organization ID is not valid

14

Payload data does not generate the given hash value

100

XSD validations failed

101

We’re sorry, but the EPCS Gold system is temporarily
unavailable. Please try again later.

801

We’re sorry, but your account does not have sufficient
privileges to access the EPCS Gold prescription signing
system. Either you are not currently enrolled to use EPCS
Gold, or you have not yet been granted permission by
your administrator or you do not have active DEA
credentials to prescribe a controlled substance

802

Prescriber with the provided NPI is not found in the EPCS
system

803

Cannot sign prescriptions as the request did not provide
correct routing information for the prescription.

In the event the transmission of an EPCS prescription fails, users will no longer be able to

print a copy of the prescription.
Prescription printing directions are documented in the Printing Prescriptions section of this

manual.

l Net
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Not Submitted to Pharmacy indicator

Our software has an indicator for medications which were designated to be electronically
prescribed but have not been submitted to the pharmacy. The Prescriptions button on the
EMR Charting window will be highlighted in red to indicate this situation.

Template: | 0000000001 ., " Complete History And Multi-System Exam Template Arrval Time: v @ \2
: ‘A <
Nature of Patient Visit:  Occ Med PE: Other: 6/24/2020 Means of Arrival: v
4 ? et 1 Iz ; 7 = 5 W Demographics
Visit [l_—IPI lpw ROS Exams Results | _A;mmwgy/mrocedum Instructions [!Vod Status e
View Chart
Problem Lists Immunizations Labs Vitals Past Notes > Order Set
Past Notes
Therapeutic Management Options Diagnostic Options
> Medications (New) > Diagrostic Test Ordess Appositinent
> Rax Refills & Discontinuances P Other Data Sources Orders
f Prescriptions
» Therapy / Treatment Orders Chirucal Decision Support ||
> Consult / Refernal Ordess P Medication Reconciliation insansin
»  Patient Local Measures P> Check Guideline Rules Chingos
> Work Restrictions P> Review Patient Care Plan ‘
» Durable Medical Equipment
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Setup Steps

1. The setup items documented are specific for entering prescriptions within the software.
Most of the setup is much the same for both non-EMR and EMR users and there are
specific fields that only pertain to electronically prescribing controlled substances. These
differences will be called out for the licensed users that are prescribing electronically
without the EMR Charting functions and those electronically prescribing controlled
substances. Also, the setup to prescribe for controlled substances is documented in the
data entry order that the user needs to complete it. Certain flags will not display until
other flags are turned on. Install the Net Health Gateway Client.

A communications service developed by Net Health runs on a server at your site. That
(non-dedicated) server must have access to the Internet and to the software data folder.
When a prescription or other request is submitted, the software writes the information to
a data table which the communications server is constantly polling. When it finds a
waiting outbound message it sends it to the Net Health e-Prescribing Service gateway
which directs it to the final destination. The process is reversed with incoming messages.
The local communications service receives messages back from the Surescripts network
via the Net Health e-Prescribing Service gateway. It stores the information in a local table
and, using Net Health Task/Messaging system, alerts the prescriber to whom the
message is addressed.

The setup procedure for this service includes registering all prescribers with Surescripts.
You will need to register all providers that will be submitting electronic prescriptions. This
is done in the Provider maintenance, on the Rx tab by pressing the Register with
Surescripts button. The Register with Surescripts button will only be enabled if the
provider isn’t already registered, and if the following fields are populated:

First Name

Last Name

NPI Number

DEA Number

Phone Number

Fax Number

Address 1

City

State

Zip

Physician Type

O O O O OO0 O O O 0 O
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m Enter Provider (Record will be Changed) IEI

W R Special rPayer Specific Provider |dentifiers rldentifier Authorities

Electronic Prescribing

Service Levels

Mew Rx
Specialty Code: Cancel Rx

Mid-Level Provider ID: Rox Refill Requests
Rx Change Requests
Controlled Substance Rx

R Fill Status

Register with SureScripts Ru Fill Status Indicator Change

MNarcotics Addiction DEA Number: I:l

[ Prescription Oversight Required?

Supervising Physician:
[ Charting Signature Required?

Default e-Rx Fill Status Notifications: v

Medical Type: (®) Internal () External [ Inactive Cancel

Once Surescripts certifies the prescriber, it will assign a Surescripts Prescriber Identifier
Number (SPI). The SPI and service levels for the prescriber will be updated in your
database fields.

2. Place an updated the software License File with the appropriate flags set for Electronic
Prescribing. (New System Control File)

3. Run the Setup Interop Components.msi to install the Prescribing Services information to
the software for the connections to Surescripts and Dr. First software.

Interop Parameters

The DEA requires additional proof of identity for electronically prescribing controlled
substances. The software partners with DrFirst to accomplish these requirements. A Dr. First
EPCS Services Parameter within the software Interop captures all the URL and required data
to attach to this 3rd party software for the two-factor authentication, (TFA), of controlled
substance medications. The Enable check box must be checked in order to turn on some of
the setup items required for EPCS.
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During the Setup Interop Components installation, the production information will be
populated. The required data for the Organization fields will need to be entered with data
that is specific to your organization. These fields will become available when the Enabled
Electronic Prescribing of Controlled Substances box is checked.

Contact NetHealth Technical Support to collaborate on the responses for each tab on this
window. Our technicians will assist you in determining the correct entries to gain access to
this functionality and to ensure your system’s optimal performance.
Contact NetHealth Technical Support:

844-464-9348 option 3 or

Email us at: ehoccmed-support@nethealth.com

Interop Cenfiguration Parameters Iﬂ/
W E-Prescribing [Multum rl\letwork Proxy |ATMA | Direct Messaging | Topaz | Employer Portal | FMCSA | Dashboard F&ud\ogram ]’Spirogram rMobiIeAppl
rSureScript; Directory Services rSureScript; Formulary Servicgs” DrFirst EPCS Services
Enable Electronic Prescribing of Controlled Substances
Generel [Web Service URL(s) |Post Back URLS) |
Vendor Mame: ‘ agility_vendor | Vendor Label: | agility_vendor_label ‘
Vendor Node Name: ‘ agility_vendor_node_name_2017 | Vendor Mode Label: | agility_vendor_node_label 2017 ‘
Organization Mode Name: ‘ agility | Organization Node Label: | agility_org_label ‘
Source Organization Id: ‘ agility_practice | Router Label: |AGILITYSSROUTINGKEYED17 ‘
B Export 4 Import
H Export & Import OK Cancel

Under the Prescribing Services tab, there are two sub-tabs for each 3rd party vendor’s
required data for connection; Surescripts Formulary Services (existing data) and DrFirst EPCS
Services (new data to be captured).

The DrFirst EPCS Services tab contains 3 sub-tabs, and this is all the data that will be needed
to connect to this 3rd party during the Electronic Prescribing of Controlled Substances
functionality for the TFA.

On the DrFirst EPCS Services Tab, configure the parameters needed by the DrFirst. The Dr.
First Ul Signing Launch Web Page takes an optional parameter for a Post-Back-URL which is
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the URL that DrFirst will redirect to after the Prescriber has signed the scripts they wish to
submit, authenticated, and then clicks Submit.

Net Health Technical Services will update the Organization data fields once they have added
your organization to the Dr. First system.

4. Update each User Account with the LAC Administrator and Prescribing Role flags as they
apply.

User Code setup

User tab
Change User Account - Best, Wayne @
User |Roles IDlganization Access " Syztem Access " Patient R estrictions
Uzer Code: \WAYNE
Mame [First, Middle, Last, Suffix)
wayne Best
User Name: Best, Wayne
Job Title: Physician
Address: 4200 Industrial Park Dr
City: Altoana Stater pa ZiE 16502
Phane: 814-941-7006 Extension: Far  @14.9445243
E-Mail:
Provider Code: witi'ME Best, Wapne
Clinizian Code:
’ Agsign Password ] @;ignature ] ’ V 0K ] ’ X Cancel l

If this user is a Provider or a Clinician who will use the software for writing prescriptions, click
the table icon beside the appropriate field. Then search and select the correct Provider or
Clinician to link them to a user account.

Roles, Administrative tab
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Change User &ccount - Biller, Melizza @

[ Uzer I Roles IDrganization Arcess " Spstem Access " Patient B estrictions ]

A drinistrative IT ables "ml Reporting " Prescribing " Billng " HIP A Hm

General Administrative Access Fights for this User

Admin Access Rights Portal Administration Rights
Syatem Administrator Access Fatient Portal Administrator
ety Administator Access Employes Partal Admiristrator
Infarmation Systemns tManager Portal Adminiztratar

Patient Portal Profile ccess

Jzual Login Role:

SureScripts Electronic Prescription Meszage Administrator
[T] EPCS Logical &ccess Control Administratar

l Aszign Password l @iignature l [ V Ok l ’ x Cancel l

Surescripts Electronic Prescription Message Administrator:

Surescripts requires that doctors respond to messages within 48 hours and further requires
that the software put an alert on the prescriber’'s computer screen when there is an incoming
message from the network. Therefore, at each client site using electronic prescribing there
needs to be an e-Prescribing Administrator who does look at the system with regular
frequency throughout the day. This flag turned on designates this user with those access
rights.

The Surescripts Electronic Prescription Message Administrator checkbox is used to turn on
the RX icon on the software top tool bar for this user. This will ensure that this user is one of
the Surescripts administrators who will monitor response messages. When this checkbox is
marked, this user will always have the RX icon displayed on the top tool bar when they log
into the software. When this icon is selected, this user has access to the Surescripts
Administrator windows.

Incoming communications to prescribers are distributed using the Task/Messaging system.
Copies of all incoming communications are also routed to the e-Prescribing Administrator
who is responsible for perusing the list of messages periodically through the day for matters
which need handling. The Administrator will get a copy of the message and either contact the
doctor for instructions or have a different provider handle the matter.

On a rare basis there might be an incoming error message for a communications problem at
the pharmacy that might result in a new prescription not getting through. In this case, the
Surescripts netowrk would send an error message to the ePrescribing Administrator
explaining the problem The prescriber might then have the prescription faxed.

EPCS Logical Access Control Administrator:
This is to provide access to Dr. First’s EPCS Logical Access Control (LAC) functions. This flag
will only be available if the Dr. First Interop Parameter has been enabled. Check this box if
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this user has been designated as the LAC Administrator and is to set the LAC Controls for all
other providers within your facility. This will give this user access to this functionality from a
button located on the EMR Setup NAV bar.

ROLES, EMR CHARTING tab

Change User Account - Best, Wayne @

[User I Fioles IDrgan\zation Access " System Access " Patient Hestrictionsl

Administrative | Tables || Clinic IHeporlingI EMR Charting IBiIIingl Sales | HIPAA | Other

Agility Access Rights for this Lzer

EMR Charting Access Rights

Patient History & Witals Entry

Fatiernt Exam & MOM Entry

EMR Template Setup Access
EPLS Signing Access

Clinical Decision Support [CDS] Guideline Access

CDS Guideline Access: Full hccess lzl Dizable COS Guideline Alerts?

’ Aszsigh Password ] @jgnature ] ’ V ak ] [ x Canicel ]

A user who has a profile setup as a Clinician will have access to only the Patient History &
Vitals Entry and EMR Template Setup Access check boxes. All other boxes will be disabled
and not available for selection.

Providers will have all fields available for selection. The EPCS Signing Access flag will only be
available if the Provider has the CS Prescription Service Level set on their Provider record.
This flag is set on the Provider record after the LAC Process is completed and Surescripts
sends a message to update this flag on the provider record.

The next day after the LAC Process was completed, the LAC Administrator will need to go into
these user account setups and mark the appropriate flag so that those users can submit
controlled substances electronically. See LAC Process described below.

Clients that assign the same Provider code to multiple users need to know which user is the
one that will actually do the TFA Signing. The EPCS Signing Access flag can only be set on
one user record with this Provider code. There will be validation and the following error
displays if multiple user accounts have the same provider code attached and the EPCS
Signing Access flag is being set on for each of those users:
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EPCE Security Error 2

I@' Idger account [STUDEMT] for thiz provider haz already been granted EPCS Signing Accessl

‘S “roumay only grant EPCS Signing Access to one user account for each Prescribing Provider.

Non-EMR Licensing, Prescribing Tab

Change User Account - Biller, Melissa @
Usar | Flokes Organization Access | System Access | Palierd Resticions
Administiative | Tables | Clinic | Reparting| Piescibing |Biling | HIPAA | Othes
Agility Access Rights bor this User
FAx Access Righls
7] Presenbirg Prowder Aeeesd
V] Ry Setup Aecess
| EPCS Signing st
Azsign Passvrad Em&m | (¢ oK |5 cancel

The EMR Charting tab is re-labeled Prescribing and the flags pertaining to the EMR Charting
functions are not available as described above.

Setup and Administration NAV bar

EMR Charting License:
The user will access Setup/Admin, EMR Setup buttons to access the Setup & Admin
functions.

EMR Setup and Administration

EMF Charting Setup

-

EtF Parameters
EMR Charting "Wizards
ER Charting Merlins

-

-

-

ErB Charting Templates

-

ICD-3 Codes

ICD-10 Codes

-

Medication Codes

-

Medication Claszes

-

Frezcription Templates

-

-

EPCS Logical Access Control
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Non-EMR License:
The user will access Setup/Admin, Medication Setup buttons to access the Setup & Admin
functions.

Medication Setup and Administra... I

Medization Setup ‘

[ » Medication Parameters

[ ¢ Medication Codes

[ »  Prezcrption Templates

]
]
[ ¢ Medication Classes ]
]
]

[ » EPCS Logical Access Control

1. Activate the EPCS Logical Access Control function.

EPCS Logical Access Control

The DEA requires verification that providers are permitted by an organization to electronically
prescribe controlled substances from that location. This is called Logical Access Control, or
LAC. An EPCS Logical Access Control button is accessed through the Setup/Admin, EMR
Setup, EMR Setup and Administration NAV bar to access this functionality. This button will be
available to any user that has the EPCS Logical Access Control Administrator flag turned on
in their user account setup. This button will be used by this LAC Administrative user to get
access to the Dr. First Logical Access Control Ul so that the enroliment process can be
completed for each prescribing provider.

EMR Setup and Administration

EMR Charting Setup ‘

EtF Parameters
EMPR Charting Yizards
EMR Charting Merlinz

Medication Codes

Medication Classes

B 1
L )
E 1
[ » EMR Charting Templates ]
[ » 1ED3/IC0-10 Cades ]
[ ]
L )
[ ]
| >

Frescription Templates

EPCS Logical Access Control |

Non-EMR License:
The EPCS Logical Access Control button is accessed through the Setup/Admin, Medication
Setup, Medication Setup and Administration NAV bar.

When the button is selected the following Dr. First window will display.
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The LAC Administrator needs to mark each individual provider as Active. When all providers
have been selected, then they will select their OTP (One-Time Password) Token, enter their
passphrase & PIN# and select the Authorize button. A message will then be sent to
Surescripts to update the Controlled Substance Service Level for each of these providers.
The software Daily Provider update from Surescripts will update the CS Prescription Service
Level on each Provider record. These providers will now be able to send controlled
substances electronically to Surescripts.

The next day the LAC Administrator will need to go into this user account setup and mark the
appropriate flag so that those users can submit controlled substances electronically. See
User Account setup section.

See EPCS Gold for further information about Dr First onboarding.

2. Activate the Prescriptions Parameter settings as described below.

Prescriptions Parameter settings

EMR Charting License

The user will access Setup/Admin, EMR Setup buttons to access the EMR Parameter. The
Prescriptions tab has multiple flags that can be set for the prescription writing in the EMR
Charting.

Business Rules for Prescription Handling tab criteria:

The Automatically Print Prescriptions during the Charting Process (applies to All Medications)
and the Allow Electronic Signature on Scheduled Meds Scripts check boxes must both be
disabled when the client is submitting electronic prescriptions for controlled substances.
Paper prescriptions should not be printed for electronic submissions of controlled
substances and if a scheduled medication prescription is printed, they are not permitted to
contain a pre-printed signature for the provider. Only a wet signature is permitted.

'Euwlmlm g

Gemeral Note Sections ' Security / Confidentule” Prescnptons Autoation | Dvug imteractions | Other Futes | Other

Busmess Rules for Prescrpton Mandbng Luuthentication Rules for Prescngion Mandling
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Authentication Rules for Prescription Handling tab criteria:

=

General | Note Sections | Security / Confidentiali” Prescriptions |Automation |Drug Interactions | Other Rules | Other
ity 9

(Business Rules for Prescrition Handlin” Authentication Rules for Prescription Handling }

[ Require provider authentication when placing Medication Orders in the EMR (e.g. Ohic)

Two-Factor Authentication using Password and Barcode Reader Device

[] Require authentication when Administering a Medication {e.g. Ohic)

Two-Factor Authentication using Password and Barcode Reader Device

[ Require authentication when Dispensing a Medication (e.g. Ohio)

Two-Factor Authentication using Password and Barcode Reader Device

Require provider authentication to submit Controlled Substance Prescriptions electronically

Two-Factor Authentication using Password and Hard / Soft Token Device

Note: The default prescription printer must be set up for each clinic individually. This must be done by the System Administrator in the Clinic Setup
area.

Save Cancel

Four options are available to control the method of Provider Authentication.

e The first check box turns on the Medication Orders TFA Authentication which is
required for Ohio. A bar code reader device scans a badge, and a password is
entered for all medication orders entered through the EMR. This method will only be
available for the software licensed clients.

e The second check box will force the user to provide Two-Factor Authentication when
Administering a Medication. This check box is defaulted to unchecked.

e The second check box will force the user to provide Two-Factor Authentication when
Dispensing a Mediation. This check box is defaulted to unchecked.

e The fourth check box allows for Controlled Substance Prescriptions to be submitted
electronically and a TFA Authentication process is required. The provider must use a
hard/soft token device to enter the Two Factors whenever the prescriptions are
submitted electronically. This field is disabled until the Interop Parameters have the
Dr. First Enabled flag turned on. Once the Interop Parameter has that flag switched
on then the above second check box will be available on this parameter.

The first and fourth flags cannot be turned on if the licensed client is Non-EMR client. Ohio
clients that have to do the TFA for all medications orders will have to be licensed for the full
EMR Charting in order to do so.
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Non-EMR License

The user will access Setup/Admin, Medication Setup buttons to access the Medication
Parameter. This parameter will display a limited version of the regular EMR Parameters used
by the EMR Charting clients. The window will open and display only two (2) tabs with the
associated windows.

3. Build the Master Pharmacy List as described below.

Pharmacy Directory from Surescripts

Surescripts maintains a pharmacy directory which contains the prescribing capabilities of all
pharmacies subscribing to network. Net Health receives weekly updates. On a nightly basis,
the application checks for updates to the pharmacies that you prescribe to and will update
your database with any changes. The directory indicates whether the pharmacy can
electronically handle refills, cancellations, changes, and controlled substances.

The Pharmacies button will be used to maintain an up-to-date Pharmacy List which you
routinely submit prescriptions and make your selection from a more manageable list when
providers are prescribing medications. This list is created by selecting Pharmacies from a
Surescripts Pharmacy Directory maintained in the system with an automatic weekly
download. The pharmacies on your master list must be populated from the Surescripts
directory in order to submit prescription electronically to them.

The software also maintains a list of preferred pharmacies for each patient. When the
pharmacy selection screen displays a check box can be marked to add this pharmacy to the
patient’s preferred list.

From the Setup & Admin NAV bar, select the Pharmacies button the following window will
display:
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m Select Pharmacy IEI
ch: “ ‘ Include Inactives
EES | Pharmacy Mame ‘ Code City ‘ State | Telephone Fax
* 05360 0005360 ABBEVILLE TX (318) 688-7912 (401) 770-2153
*  CAPharmacy Store 10.6 9900118 Anzheim CA (714) 212-1113 (714) 113-2224
CA Pharmacy Stere 10,6 EDIFACT 9900143 Anaheim CA (703) 436-5788 (703) 875-9370
CVS #8013 2328739 ADRIAN M (517) 265-1568 (517) 263-8275
CWS Pharmacy # 922 3389031 "WESTISLIP, LL" NY (631) 422-1991 (631) 893-0270
Giant Eagle Pharmacy GIANT (831) 657-8300 (831) 657-8310
KROGER ATLANTA 387 1136414 ACKWORTH GA (770) 975-8776 (770) 975-4326
*  Mainline Pharmacy-Ebensburg, PA 3996660 Ebensburg PA (814) 472-9390 (814) 472-1166
Shollenberger Pharmacy 3392696 Petaluma CA (707) 984-5-5?1 (707) 988-4744
SSTESTI"#8%'()"+,-/n="@( 0022222 1"25%'(7+ CITY o (703) 444-5522 (703) 444-3528
* Test 000 Pharmacy 10.6MU 0001060 Arlington VA (703) 205-1295 (703) 205-1235
* VA Pharmacy 10.6MU 7723703 Arlington VA (703) 203-7034 (703) 205-7035
* VA Pharmacy Stere 10.6 9900119 Arlington VA (703) 513-4445 (703) 414-3556
4 44 4 2 » P M
Pharmacies in RED - Print or Fax only
Add Edit Delete ﬁl Pharmacy Directory

The Select Pharmacy window will contain a column titled ECS (Electronic Controlled
Substances). This column will have a red asterisk beside the pharmacies that accept
controlled substances electronically.

To add pharmacies that are not on the Surescripts Directory, click on the Add or Edit buttons
and the Enter Pharmacy window will display to add a non-electronic pharmacy to the list. To
add electronic pharmacies from the Surescripts Directory, click the Pharmacy Directory
button at the bottom of the window.

When the user clicks on the Pharmacy Directory button the following window will display:
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[ Manage Pharmacy Lists E
— |'surescv.pts Pharmacy Directory
ECS Pharmacy Marme Cross Street Street Address[- Ci State Fif
¥y ty P
City (starts with):
State
Zipcode:
Search within:
Type: M A4 4 7 » #e M < »
Retail
Copy Selected to Master Pharmacy List
Saaich Diasclary Master Pharmacy List [ Include Inactives
ECS Pharmacy Name[+] Cross Street Street Address City State Zip ~
05360 6935 PIMNES RD ABBEVILLE ™ 0510
CA Pharmacy Store 10.6 100 South Main Street  “WEST CA 29620
Pharmacy Store * 100 South Main Street  “WEST CA S2804
M4 4 7 b bl < 3w
View Delete Pharmacies in RED - Print or Fax only

This window allows users to populate a Master Pharmacy List from the Superscript Pharmacy
Directory where the pharmacies shown match your search criteria.

NOTE: Users will need to enter the appropriate Surescripts connectivity information via the
Net Health EHOM Interop parameter. See the EHOM 11 System Administration Guide.

Filter Criteria:

Name

Enter the desired pharmacy name. If you enter a partial
name, the system will return possible pharmacies that
begin with your entry.

City

Enter the desired city name. If you enter a partial name,
the system will return possible pharmacies that begin with
your entry.

NOTE: when searching for City and State, both are required

State

Enter the standard two-character state Identifier.
NOTE: when searching for City and State, both are
required.

Zip Code

Enter the Zip Code of the area you want to search. This
field takes preference of the City and State fields when
performing the search.

Search Within

This field becomes available when you enter a Zip Code.
Select a specific search radius from the dropdown menu:

Net
Health.
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e 5 Miles

e 10Miles
e 25 Miles
e 50 Miles

The system will return the Pharmacy locations within the
specified radius relative to the selected Zip Code. Blank
(no radius specified) is the system default.

Type Specify the desired type of Pharmacy from the dropdown
menu:

All
Retail
Mail Order
Specialty

e Long Term Care
Retail is the system default.

Search Directory This button becomes available when you enter filter criteria.
Select it to generate the Surescripts Pharmacy Directory list
based on your selected filter criteria. The red text below
the button indicates the required filer criteria or
combination of fields required to do a search.

Surescripts Pharmacy Directory: The Surescript service pharmacies that meet your selected
search criteria.
Copy Selected to Master Pharmacy List: Once the Surescripts Pharmacy
Directory is populated based on the selected search criteria, users may add a
pharmacy to the Master Pharmacy List via this button. Highlight your choice
and click this button. Your selected pharmacy will become part of the Master
List.
NOTE: you may also drag+drop pharmacies from the Surescripts Pharmacy
Directory to the Master Pharmacy List.

Master Pharmacy List: The list of available pharmacies within your system.
Include Inactive: check this box to include inactive pharmacies within the
Master Pharmacy List.

View: Click this button to display the Enter Pharmacy window in Read Only access. Pharmacy
details are displayed.
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Enter Pharmacy (Read Only) [}
Genesal | Prasenplions

Pham Code: (530178 NCPDPID: 0530178

Hiame: CVS /pharmacy #3320 Type:

Address: B85 Lighthouse Ave

City: Marterey State: g 2 93540

Cross Stresl:

Telephone:  [331] 6555411 Ext: Fac  (331) 6551147

E-Mait

Cordact Dpen 24 He

Irstructions:

Tnacifoe Phama e

This window contains an ECS checkbox field that is not able to be modified by the
user; it is informational only. If this field is checked, it represents that this pharmacy
accepts controlled substance prescriptions electronically.

Delete: Remove a pharmacy entry from the Master Pharmacy List.
NOTE: This window is also available through the Select Clinic or Treatment Site window. It

can be accessed through the Enter Clinic window, Nearby Pharmacy List sub-tab and then
selecting the Add / Remove Pharmacies button.
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(B3 Manage Pharmacy Lists =
Mame (skarts with): SureScripts Pharmacy Directory |
| | ECS | Pharmacy Mame | Cross Street Street Address[+] City | State | Zip
City (starts with):
State:
Zipeode:
Search within:
T}-pt: LLDEL VRN L L < »
Retail ¥ |
Copy Selected bo Clinic Pharmacy List
Search Divectory Master Pharmacy Lis” Clinic Pfﬁlmlcy List | ] inchude Inactives
| Ecsl Pharmacy Name[s] | Cross Street Street Address City | State | Tip
[ R BT < 4
View Delete Pharmacies in RED - Print or Fax only

There are a few differences in the Master Pharmacy List panel. A second tab is available
called the Clinic Pharmacy List. This will create a group of pharmacies available for the
current clinic. An additional button on the Master Pharmacy List labeled, Copy Selected to
Clinic Pharmacy List allows users to add a pharmacy to the Clinic Pharmacy List.

Clinic Setup
From the Enter Clinic window under the Printers tab:
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Gene-alBl'q | Group 1D# | MD Seripts | Nearby Phatmscy List | |dersifier Authoriies |

Check-in Printes <cledouilt> 0]
Ercounter Fonm Copies:

Check-Dut Prirker.  <default> (F
Encounter Summany Copees:

Labels Printer <no labelss f“ﬂ
Standard Numbes of Labels: Type: E|

Misc Forma Printer < ced it E
Mumbes of Prirk Copies:

Prescoption Prnter: < cefaults r:ﬂ
Nursbet of Script Coples: 1 Template: t'"]— 1

Test Prezcription Formatting Templste

Mad Labels Printer, < ded et F:E

Mumber of Med Labels: Type: [~]

] Inactive

[ oK

[ cancel

Users may select Prescription printers and Med Dispense Label printer fields if needed for

their clinics.

From the Nearby Pharmacy List tab users can define a list of pharmacies used by each clinic.
When the Add/Remove Pharmacies button is selected, the following window displays:

[E) Manage Pharmacy Lists
R SureSeripts Pharmacy Directory
‘ | ECS | Pharmacy Name Cross Street Street Address[+] City | State | Zip
City (starts with]:
State:
Zipcode:
Search within:
Type Wil < >
Retail v
Copy Selected to Master Pharmacy List
e ey Master Pharmacy List [ Include Inactives
ECSl Pharmacy Namel+] Cross Street Street Address City | State | Zp A
00021 17 10TH ST WASHINGTON X 75801
00102 1604 E 17TH AVE DENVER o e
180 evs drive Palestine. X 02780
446SABATTUSST.  Anthony ™ 72
CALLCENTERLAB  Palestine ™ 75801
2420 WEDGEWOOD DR AKRON OH 44312
Sagan Commons Voyager Hall w5303
6738 PyleRd Bethesda MD 20817
*  Beths Test Pharmacy 125 Faxing Blvd Fax MN 56498
Wl el < >y
View Delete Pharmacies in RED - Print or Fax only

4.

Define required fields for Prescribing Providers as described below.
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Prescribing Provider

Provider Records

Every prescriber must have a provider record with required data fields completed for
submitting prescriptions electronically.
1. Select Setup / Admin button which will display the Setup and Administration NAV bar.
2. Click the Provider button, which will display the [Select Provider] window.
3. Select a provider, which will display the [Enter Provider] window.

In order to send electronic prescriptions, each prescriber must be registered with
Surescripts. You will need to register all providers that will be submitting electronic
prescriptions. This is done in the Provider maintenance, on the Rx tab by pressing the
Register with Surescripts button.

Enter Provider (Record will be Changed) @
.WWI Special " Payer 5 pecific Provider |dentifiers " |dentifier Authorities
Provider Cade: 1234567891 HPI: 123456729 Provvider Tupe: Physician E
Mame [First, Middle, Last, Suffix)
Christine A, Bates D
Listing Mame: Eates, Chrigting &, WD Extemal Code:
Address: 15 Abrega 5t Suite 45
City: Manterey Stater  £a Zpr g4pE7
Courtry: | Jsa Iz‘
Telephone: (831 B57-2000 Extension: Fax  [331) 657-2001
E-Mail [T Prowider is MR O
Federal ID #: 00-4586635 Lic State: 4 Clags: ACOE
License #: CAMDEEETE Effective:  10/15/2014 Ewpires:  12/31/2016
DEAH: 1234567891 23456739 Effective:  10/15/2014 Ewpires:  12/31/2016
Matl. Registry #: Certificate Expires:
Credential: Specialty: |
Medical Group: Effective: Term:
Medical Type: @ Intemnal () Extemnal [ Inactive [ ¢ ]’ l ’ X Cancel ]

4. Complete the required fields in order for a provider to submit electronic prescriptions:

General tab - Link each provider, by name, to the following identifiers:
a. One NPI#

b. License # and Lic State
c. One DEA#
d. Address, City, State and Zip code
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| nter Provider (Record will be Changed)

i

General sa.y"ﬂp«»l | Payer Specific Provides identifiers | identifier Authorities

Electromic Prescribing
Service Levels

Prescriber 10 $491258843-001
Specaity Code GP

Peguster with SuneScnpts
Narcotics Addiction DEA Number

4 Prescription Oversight Requared?

$upe~\mg Physicaare | ALQUISY ) Alquist Todd
[[] Charting Signature Requited?

Default e-Rx Fill Status Notifications: All Pl Statutes

Medical Type ®) Internal 7) External [ inactive Cancel

Rx tab
a. Prescriber ID - This unique SPI is provided by Surescripts once all of the required
fields are entered and registration is complete. (See below letter “d”).

b. Specialty Code
c. Mid-Level Provider ID

d. The Register with Surescripts button will become active if the prescriber is not
already registered with Surescripts and once a number of fields on the General
tab are entered:

o First Name
e Last Name
o Address

o City
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State

Zip Code

Phone

Fax

NPI

At least one (1) Service Level has been selected

Narcotics Addiction DEA Number - This field contains validation requiring a
maximum of 9 characters and that the number entered must have two letters
and seven numbers. Any other combination will generate an error.

This field is required for those providers that will be submitting EPCS narcotic
drugs that are being prescribed for narcotic addiction treatment.

Prescription Oversight Required?: Check this box if physician oversight is required
for prescribing of medications

Supervising Physician: If Prescriber Oversight is required (box checked above),
this lookup will become available. Click the hourglass icon to select a supervising
physician. If the Prescription Oversight Required? checkbox is not checked, this
lookup will not be available.

Charting Signature Required?: Check this box to force a signature on the patient
chart.

5. Service Level Updates from Surescripts:

e New Rx: Fill a new prescription. See Pharmacy Service Level Rules

e Cancel Rx: Cancel a prescription. See Pharmacy Service Level Rules

o Rx Renewal Requests: Send a Renewal Requests.
o Rx Change Request: Change a submitted prescription request.

e Controlled Substance RX: The Controlled Prescription service level will only be
returned and updated on the provider once they have completed the LAC
(Logical Access Control) process of the identity proofing process. This gives
this provider the rights to submit controlled substances electronically with a
TFA digital signature. See Pharmacy Service Level Rules

e Rx Renewal Status: If this box is checked, the user will receive a fill
notification as selected below in the Default e-Rx Status Notifications
dropdown menu at the bottom of the window.

¢ Rx Renewal Status Indicator Change: If the prescription has been cancelled,
this checkbox allows users to still be able to change the fill status on the
Prescription window.

NOTE: For unregistered providers, the following Service Levels remain open until
the registration process is complete.
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New Rx

Cancel Rx

Rx Refill Requests
Rx Change Requests
Rx Fill Status

When all of the registration information is entered, the Register with
Surescripts button becomes active (as noted above). The application will
now require at least one Service Level to be selected for the Register with
Surescripts button to become active.

Users should click the button which will attempt to register the Provider
and send the Selected Service levels to Surescripts. If an error is
returned referring to a specific Service Level, users should uncheck that
Service Level and click the Register with Surescripts button again to
complete the process.

Once registration is complete the Service Levels become read-only fields.

The connection is made between the software and Surescripts, the Prescriber ID
(SPI) that is unique to each prescriber is used to match the provider in Surescripts.
Surescripts will return the Specialty Code and the electronic Service Levels and
update the provider record New prescribers will be assigned services levels for
submitting new prescriptions, canceling prescriptions that were sent electronically,
accepting Refill/Renewal Requests, accepting Change Requests and accept Fill
Status messages.

Once the registration is completed the Provider’s Address, City, State and Zip code
fields will be set to Read Only and cannot be changed. If changes need to be made to
these fields, then the address will need to be changed on the Surescripts Admin
Console by a Net Health Technical Service Rep. Then the changes will be downloaded
to the provider during the Daily/Weekly update from Surescripts. This process is to
ensure that the provider’s address information being sent electronically from the
software on prescriptions matches that stored in Surescripts.

NOTE: Once new prescribers are assigned a Prescriber ID, they have 30 days to use
their rights before they are revoked and must be re-registered with Surescripts.

6. Default e-Rx Fill Status Notifications: This defines the type of notifications regarding
patient prescriptions that the prescriber would like to receive from the pharmacy.
When electronically prescribing medications, the system will default to whichever Fill
Status Notification that is chosen from this dropdown. This status can be changed
on a prescription-by-prescription basis.
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ﬁ

JAll Fill Statuses

All Fill Statuses Except Transferred
Dispensed And Partially Dispensed
Partially Dispensed And Not Dispensed
Not Dispensed And Transferred
Partially Dispensed

ot Dispensed

P ancel All Fill Statuses

Note: If the provider has any Service Levels selected, a “blank” is not valid for this
field and the system will not allow the record to be saved until a Fill Status
Notification is selected.

Inactivating a provider

Enter Provider (Record will be Changed) @
General Fllllng Rz [Spemal " Payer Specific Provider |dentifiers "Identlher Authorities
Provider Code: 1234567891 NPl 123456789 Provider Type: Physician E
Mame (First, Middle, Last, Sufix)
Christine A Bates MD
Listing M ame: Eates, Christine &, MD Extemal Code:
Address: 15 Abrega St. Suite 45
City: Monterey State:  Ca Zip 94057
Country: | Jga lz‘
Telephone: [831) 657-2000 Estension: Faw:  (831) 657-2001
E-Mail: [ Provider is MRO
Federal D #: 00-458E635 Lic Stater g Class: ACOE
Licenze #: CAMDEAETE Effective:  10/15/2014 Expires:  12/31/2016
DEA #: 123456769123456789 Effective:  10/15/2014 Expires:  12/31/2016
Matl. Registry #: Certificate Expires:
Credential: Specialty: |
Medical Group: m’ilj Effective: Term:
Medical Type: @ Internal (0) External Inactive [ ¢ 0K J ’ X Cancel ]

An eRx Administrator may render a Provider inactive by clicking the Inactive checkbox
at the bottom of the [Enter Provider] window. This will prevent the selected provider
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from creating and/or sending electronic prescriptions and will remove their name
from the provider list available to the eRx Administrator.
7. Update the remaining master tables as described below.

Billing Physician setup for Supervising Provider

Providers will need access (for a Supervising Provider) to sign-off the electronic prescriptions
to be submitted for the Mid-Level Providers they oversee. The Oversight Prescriber will be
designated on the prescription. This master table setup will have all the same identifiers as
shown above for the Provider. Enter the required information for each of these providers.

Prescription Templates

There is a default prescription that can be printed from the software. If this format does not
meet your states prescription form requirements, then the Prescription Templates button will
be used to define special formats for the Prescription Form that prints. When the user clicks
on the button the following window will display:

m Prescription Print Format Templates IEI

Description

Test Prescription Formatting Template

Add Edit Delete

The user can Add, Change, or Delete Prescription Templates from this window. This button
will be available to Provider users with the Prescribing Provider Access box checked on the
User Account, Rx tab.
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Surescripts Service updates

The pharmacy information for the pharmacies that are contained within the EHOM database
is updated nightly. Each night the software will contact the Surescripts pharmacy database
that have an NCPDPID and update the pharmacy information in the client EHOM database.
This window will configure your database to receive the pharmacy updates. Users will need
to contact Net Health Technical Services for assistance to install this window. The default
directory from the installer is: C:\Program Files (x86)\Net Health\Net Health E-Rx Service\
Please contact them at:

Support Office: 1-844-464-9348, Option #3 or

E-mail: ehoccmed-support@nethealth.com

11 e-Rx Configuration - [m] x

l‘ Net Health. Version 11.6.0

Server azdevsgl01
Database Surescripts

[] Use Windows Authentication
Username stix

Password ~ |essssssssasees

Test Connection

Send Interval Seconds 10
Receive Interval Seconds 10
Scheduled Time to Download | 3 v | |30 v AM v
Pharmacy Last Run 10/19/2021 3:30 AM ‘

10/19/2021 3:30 AM |
Pharmacy Download | Send Eiigibity
Receive Med History | Prescriber Download | Enroll to New Portal

Prescriber Last Run

Server Client SQL Server Instance.

Database Client EHOM database.

Username Credentials for the client’s SQL Account used to connect
their EHOM database.

Password Credentials for the client’s SQL Account used to connect

their EHOM database.

Test Connection

Select this button to test your connection.

Send Interval

The maximum number of seconds before the e-Rx service
sends e-prescribing messages to Surescripts.

Receive Interval

The maximum number of seconds before the e-Rx services
retrieves messages from Surescripts.

Download Time

Users may set their download time (military time)
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NOTE: this time should be configured to be after 3:30 AM
(EST) in order to receive the most recent updates.

Pharmacy Last Run Read only field. This will show the last time that the
Pharmacy Download occurred.
Prescriber Last Run Read only field. This will show the last time that the

Provider Download occurred.
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Creating Prescription Orders without the EMR
Charting

This function is intended for clients who are licensed with (Non-EMR clients) and Electronic
Prescribing to Surescripts Network. These clients will not have access to any of the EMR
Charting functions where medication prescribing is normally done. The software will enable
(throughout the system) all areas involving electronic prescribing so that a user can create
prescriptions and send them electronically.

Providers will be granted access to all the functions required to do electronic prescribing and
clinicians will be given access to perform administrative functions for printing and submitting
the prescriptions entered by the Provider.

View Chart Setup

The software (Non-EMR Clients) will not have access to the EMR Charting functions; they will
need to be able to enter Medications, Allergies and Problems for the patient. Recording of
the past medical history of Medications, Allergies and Problems will be used during the
Prescription creation in order to the Drug to Drug, Drug to Allergy and Drug to Disease
interaction checking. Entry of this data will be done through the [View Chart] window,
Problems List tab.

Iﬁ Wiews Patient Chart (Lou Stooth / &I Organizations) EI = @
Demographics | Problems Lists | Surveillance " Clinical Hesultsl Wizits [Eharting Maotes "Incidents "Scheduling "Document Images "Notices Historyl
Problems: Active or Chronic Allergies and Adverse Reactions
Dezcription Onzet Wwork? Description Onzet Ended
Penicilin 1/19/2015
Doaannn
Current Medications
Description Begin Dizcon
Codeine-Guaifenasin 140642015
icodin 1122015
(][]« ][> ]Pr] 1] Azithrompsin 500 mg oral tablet 119/2015
Hospitalizations, 0 perations, Other Histary
Dezcription Date Wwork?
Fracture 10/01/2M2| Yes
Doaannn
Wwork Restrictions
Description Begin Dizcon
Oonannn Doaannn
(4 2dd  ||A Change | = re— [ Include 41
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Medications

Current medications taken by the patient are entered through the Current Medications panel.
Users may select the Add or Change buttons within this section to enter the information.
Clicking the Add button displays the following window:

Sarch gy [ mctude Inactives Class | o) [ mclude Qbseletes
Medicaticn Name | swengn | Fem [ sched | GenericMedcaon Medcabon Class | Obsclete
| Bagtva 125 mg sabcutaneous injection 15mg o ealaumab. - m— /02009
Fisedionate Bmy tablet raedionste Endocrine - Others
Fispendone 1mg tabhet rapendene Pyych - Ceheny
Fizatnptan $mg tablet raatnptan Analgess - Migrane
Fobausse Alergy & Ceugh 2y 10 mg-30 my/S mé mi Bromphenramene/ dextromethorph AllergyURI - Cough
Fendes 4mg125mgSml  tablet P Yep Allergy/UR! - Deconge
Eosigizarcne 4mg Tablet rosigitazone Diabetes - Gitazones AN
Fozerern Emy Tablet ameheon Sleep / Aniety
Saluslate 500 mg tablet talualete Analgesicy - NSAIDS
Serevent N meg spray salmetesct Asthma - Others
Sertrabne 00 mg Tablet sentnalne Psych « SSRI
Sivadere 1% tepical cream " g sibver wMADUAZINE tepical Deem - Artéungal / Artiesl
Servastatin HOmg tablet wrmastatin Lipsds - Stating
Segquise 10 mg tabler meoteutast Asthma - Others
Sonats 10 mg capuude W zaleplen Sleep / Aniety
Sotaled Nmg tablet sotalol HIN - B Blockers
Sparva 18 meg inhalstien Cepocle 18 meg Cepiule Lotrepram Asthma « Others
Sprenclacione 0mg tablet ipiseclactone HTN - Diuretics
Subcecne tmg-img tablet ' Buprenorphene-naiosone
Subssene 12 my 3 mg sublingual film 12my3mg Strip " Buprenorphine aalcone
> v
& it RQeiete = Brm

Once the medication is selected from the list, the foIIowing window displays:

Current or Past Medication
Gl [Order Detate | At fetve
Medcatior:  Azithsomgpein 500 mg oral tablet
Surrnan: Azitheompcin 500 mg oral lablet
Start Date: 1192015 @ Dizcon Date: |—

Starled Age: @ Stared Year
Diiagreais: @

Desciphior: -

[7] Inisetive of Removed

Reazon Inactvated, Remaoved, or Decontrued

(Vok ] [X concel |
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The Order Details tab will be populated with the information from the selected medication.
The user can change as needed. The Audit tab will populate the Add User and the Multum
Drug identifier fields. If the medication was entered through the [View Patient Chart]
windowpane above, then all the fields on the Orders Details tab will be available for editing.

When reviewing the Medications attached to the Medical Record, any medications that were
administered or dispensed will display who administered/dispensed them and when the
medication was administered/dispensed. The software will also show any notes related to
the administering of the medication and the start/stop times.

To Change a Record

To change a record, the user may highlight the specific medication line and either double
click or click the Change button. If the medication was entered through the Prescription
functionality, then the Orders Detail tab fields will not be accessible for editing.

To delete records, user may highlight the specific medication line and click the Delete button.
If the medication was entered through the prescription functions, then the following message
yvill display, and the user will not be allowed to delete the record.

Record Was Mot Deleted 3

-

@, | his medication historg was generated as part of a Prescription or Medication Order
lel written inhouze and cannot be deleted from the patient's histary.

= Pleasze Mark it Inactive or Cancel the associated Prezcription or Medication Qrder.

The user will need to change the record and mark the Inactive or Removed check box and
then enter a reason.

Allergies

Entry of current allergies for the patient will be done through the current Allergies and
Adverse Reactions panel. Users may select the Add or Change buttons within this section to
enter the information.

Clicking the Add button displays the following window:
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Allergy Record
mm Active
Allergy Type:
Description: |
Onset Date: 1/19/2015 Stop Date:
Start Age: Start Year:

Description;

[ Inactive or Removed

Reasor

[ ok | [ cancel |

The Allergy Type dropdown menu for non-EMR licensing contains 5 options:

Specific Medication

M edication Category
Food or Subztance
Immunization

Other [Non-Med) Allergy

Users may select one of the Allergy Types from the drop-down list. Each option will display a
specific lookup on the window.

Specific Medication:

If the Specific Medication is selected, then the field will display with a title of Medication with
a lookup box icon. If the user selects the icon, the following window will display:
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B select Medication 23]
Search: || | [ Include Inactives Class: | | (5} [ Include Obsoletes
Medication Name | St B | Sched | Ermorel e | et E = Obsolete ™
Abreva 10% topical cream 10% granule docosanol topical
Accolate 20 mg tablet zafirlukast Asthma
Accolate 20 mg oral tablet 20 mg tablet zafirlukast
Accu-Chek Comfort Curve Test Strips
Accuretic - ACEl/thiazide 125mg-10 mg tablet hydrochlorothiazide-quinapril HTN - Combo
Acetaminophen 500 mg tablet acetaminophen Acetaminophen
Acetaminophen (Tylenol) 500mg #100 Dispense 500mg tablet acetaminophen Acetaminophen
Acetaminophen 160 mg oral tablet, chewable OTC 160 mg tablet acetaminophen Acetaminophen
Acetaminophen 160 mg/5 mL oral liquid 1 Tspn 160 mg/5 mL teaspoon acetaminophen Acetaminophen
Acetaminophen 180 mg/5 mL oral liquid 1/2 Tspn 160 mg/5 mL teaspoon acetaminophen Acetaminophen
Acetaminophen 160 mg/5 mL oral liquid 2 Tspn 160 mg/5 ml teaspoon acetaminophen Acetaminophen
Acetaminophen 500 mg oral tablet Admin 500mg tablet acetaminophen Acetaminophen
Acetaminophen Oral Tablet 500 Mg #50 Dispense 500 mg tablet acetaminophen Analgesics - NSAIDS
Acetaminophen-codeine 300 mg-30mg tablet 1] acetaminophen-codeine Analgesics - Opioids
Acetaminophen-hydrocodone 325mg-10mg tablet 1] acetaminophen-hydrocodone Analgesics - Opioids
Acyclovir 400 mg tablet acyclovir Antimicrobisls - Antivirals
Acyclovir Oral Tablet 300 Mg #35 200 mg tablet acyclovir Antimicrobials - Antivirals
Adderall 10 mg tablet 10mg tablet I amphetamine-dextroamphetamine Psych - Others
Adderall 20 mg oral tablet 20mg tablet I amphetamine-dextroamphetamine
Advair Diskus 100 meg-50 mcg inhalation fluticasone-salmeterol Steraids
a2 e < > v
Add Edit Delete =, Print

Medication Category:

If the Medication Category is selected, then the field will display with a title of Medication

Category with a lookup box icon. If the user selects the icon, the following window will display:

Select Medication Allergy Cateqory

00000124
(00000134
o dasvoves
spha rleslenra [T
Aty anethetic snbarhyfmcy 000000077
amdadype bocal anesthetics 0000003
aminnacidne demvative: 000000
araghconds anfbachcs 00000006
amoghconds contanng compounds QO0000eE
ik gicals (00000E3
aoievulini: oo decvalives opoocesd
anphotencn B antfungsl 000000
anghetencn B lopealy 000000070
ampholencn conisnng Compond: 0000000es
L} L LIS 4
A Revew (CY Check or s Setect | | I e

Food or Substance:
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If the Food or Substance is selected, then the field will display with a title of Food or
Substance with a lookup box icon. If the user selects the icon, the following window will
display:

Cooremna. | 177 Wt Iruaciiers

3 ¥ LI P, O

UM ieToes ALPHASILE 1)5ITDSTEROL

JENABGE DS ALPHA _aLPHA -DIME THYLBENZVL ALCOHOL
D AL AMIMOIUT AL

FEHOMISEVC ALPHA -HI'EMI'.'H.QL =)

SHOLOLIMEN ALPHA CHACOMIN

TSI D ALPH, CVMH!WL BE Ta 4 35-DN000-4-Hv DRy PHE YL IPROPMONIC A0
GISISEB4IE ALPHA DGLCOFYRANGSE

AL PSTAPELF ALPHA D-GLIMCOFYRANDSE, MONOHYDRATE
CraZE ST ALPMS D

CLSSALISLA ALPHA ETHYL-PH DR - HyDRADONKAMIC ACID
f: Lol e ALPHA IETUEIJ.ETAHIE A1

VR A AL
ATERT ZE 40 ALPHA TOCOFHERDL ACETATE, -
WHIWFITEWE | ALPHA TOCOPHERDL ACETATE. DL

VIFZIDED T8 BIE T aLAMINE

QEOF BE TA CHACOHINE [

PONOUT 3545 BE TA -DITRONELLOL, Rs}

ATGS1TIED BE Ta D-FRUCT 3

JaReEn A0 BE TA D-GLUCD PPl SE

EGWIWAWIBAY | BE TA D-GLUCOPYRANOSE, MONOHYDRATE

MEZwWISFAl | BE TA D LOFYRANDSE

BT P BE TA D FRUCTOFURANOSE

ATMRATHLHE | BE TA OMONE

SIMPWMOGME | BE TA -SITOST]
HIE BE Ta - 5‘-! ﬂﬁlEﬁl:Il.lEE'llTI

FRAMLTHAL BETA 50|
=0 DELTA aa nmwunucmmsmm L]

CELTa -3 TE TRAH YT RCCAN RABINOL 15

CHADSET 234 DELTA DECALACTOME

FACHEITL. DELTA DOMECALACTONE

DA T O LT TE TRss-rrDAdCanrealinGL

2ACTEFTE GAMBA AMINDBUTYRIC ACID

IIlIliulI?IIthIIII L] L_l LI

(& Bov [ et | [Wogoee |

Immunization:

If the Immunization is selected, then the field will display with a title of Immunization with a
lookup box icon. If the user selects the icon, the following window will display:

b P B T
Medostion g
Dt Medd Procedium
AaCatiorn Sugpbes
Dkt bed Procedius
Iriuer Al T W DvugiDocsge J Lot
lcaire 1% Dpthaleic lcsen JEBIC 4
hed AleokaEid 0 LabTvug Test
Aleokolllr EXEEA Lab/Tivug Test
Al JEEAY MedicationTH DvugiDocsge Lot
g Asrgalir, Lt Thsg Taid
syl Mt lehaslad LIS Rerdifr, JEEEUD
Arrilyte reg ] Lk g Teat
A A Muculs Aetbody ApA, s LT Tt
Aricls A Cast Hince Ak lada SA0LY, Suppbes
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Other Non-Med Allergy:
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If the Other Non-Med Allergy is selected, then the field will display with a title of Other Non-
Med Allergy with a lookup box icon. If the user selects the icon, the following window will

display:
Select Allergy Code
Search: |
[ Description Code Type
Abeigy-Food Allergy-Food Allascy
Albeigy-Latex Allergy-Late Allergy
Alengy-Meds Allerg-Med Allergy

DaanO0)
(#add  |[avew | mopee [¢fsska |[2 pin ][ Cose

In order to change an Allergy record, the user may highlight the specific allergy line and either
double click or click the Change button. All fields are available for editing. To delete an
Allergy record, users may select the Delete button to remove a record from the list.

Problems

Entry of active or chronic Problems for the patient will be done through the Problems: Active
or Chronic section. Users may select the Add or Change buttons within this section to enter
the information.

Clicking the Add button displays the following window:
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Problem or Iliness
General \M
Diagnisic Code: EE
SNOMEDCT: ] [
Condition Code: f:B

Summary:

Onzet Age: E Onzet Year

Drescriphon:

[7] Inactive or Removed

Fleason

Chranicity: 3 Puoblem Status:

Orzet Date: 119205 ["4—? Resalved Date:

] Work Rrelated

[7] Withheld from Patiert Feporting or Access pending Fieviews by Provider

N/A [=]

[¢ ok |[ X cancel

To change an active or chronic problems record, the user may highlight the specific problem
line and either double click or click the Change button. All fields are available for editing.
To delete an active or chronic problems record, users may select the Delete button to remove

a record from the list.
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Enter Prescription

Users will enter prescriptions through the Enter Visit window. For non-EMR Clients who are
licensed for Electronic Prescriptions to Surescripts Network. The process will begin by
selecting the Prescriptions button.

Enter Visit window

Erter Wizit (Lo Stooth [ Acma Chamical £ Integrtss Waerks-A-Lot Clinic)
Genessl | Innzsnce | Protocol Instructions | Problem | Medcal | Alendts | Billing | Paymants | Audt

Anvvvil Times | | In Collections!| ||
Vb s [ Seles a5 Corrpietairs Tese &
Caspooy  WPTF . v::: Wi PTADT Follow Up T ives i by Prrcpvicier. '\-.J
Purgsia W BT T Follow Up . Pigrvai Dut Temic w..'.:
Tipe: IrrHouse [=]  Meana ol dmival =
Frovadet  paTES (5] Haoes. Chistron P Bill Physacian: i
Chrscian HEWHAMN ™5 Hency Hevmar, AN Aefered by [
Surerany
Tk
Vit Stshut @ Porutrey Ry Corrgiet v Wl

Fobes farthis Pabant

Authorized - 1 of &

ConectErtty || Comectinciderd | | VewPsteniChan | W o

Prescription button (Enter Visit)

The Prescription button will be available and display only to users who have a Clinician Code
or Provider Code assigned in their User Account setup. The button will not display for users
that do not have these fields defined on the User Account setup.

Selecting the Prescription button, the following window displays:
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m Prescriptions from this Visit for Rowena Baylie Acacianna @
[1 Include Canceled Prescriptions
Date | Provider Medication Name Strength | Sched | Status
10/16/2021 Mennis, Dennis D DDO Zestril 20 mg oral tablet 20 mg Submitted

4 44 4 7 » »p M

* Prescription Submitted Electronically by ERIKA on 10/16/2021 at 3:58AM.
*You may only print a Copy of the prescription (Mot Valid for Dispensing).

Add Edit Delete g Print Copy g Print All Fill Status /% Submit eRx Cancel eRx

Add button (Enter Visit Prescriptions)

The Add button on the [Prescriptions from this Visit] window is used to enter a new
prescription. If the Visit does not have a Provider, then the Add button will be disabled. The
Add and Delete buttons will be available only to users that have a Provider Code assigned
and have the Prescribing Provider Access flag turned on in their User Account setup.
Selecting the Add button will display the following window:
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m Prescription for Gerri Attrick @
Prescribed By:  Bates, Christine Anne MD Associate Problem: ()
General * = Required
Medication: * | Cloxacillin
Generic Name: clexacillin

%J View Drug Info

Drug Strength: Med Product

« 500 mg capsule
Prescription / Provider Dispensing Instructions

Dispense Oty:

*
(n[n[u} :
afaie] Form:

capsule v
Number of Refills: l:l ood Substitution Allowed
~Patient Sig
Take How Much: | 1 | wu to | 0 ‘ [aiaial capsule ~
Route / Method: orally B Dosage Calc (g day)

Frequency: « | Spedial Circum:

four times a day ~

o

1 capsule orally four times a day, for 10 days.

For How Long:

~

sIG
47

Additional SIG:‘ ‘

MNote to
Pharmacist

Supervising Physician: | g|NGER _, Sammy, Singer
[Je-Rx  Pharmacy:| 1233432 _), ACCESS CENTRAL PHARMALCY

e-Rx Fill Status Netification:

Drug Interaction and Allergy Warnings

=) ’
= Medication Leaflet Cancel

o
| |
The Prescribed By field will be populated with the Provider that is attached to the Visit.

Medication lookup icon is used to select the medication from the [Select Medication]
window.

Drug Strength, Dispense Information, and Patient Sig fields will be populated from the
medication that was selected.

To the right of the Medication name a roman numeral of Il, Ill, IV, or V may display. This
number designates the scheduled medication value if the medication selected is a controlled
substance.

Supervising Physician: If physician oversight is required (as defined on the Provider), this
lookup will become available. Click the hourglass icon to select a supervising physician. The
default will be the provider selected on the Enter Provider, Rx tab as the Supervising
Provider.
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Additional Field Criteria & Rules:

Number of Refills: There are validation rules for this field when prescribing a controlled
substance medication. The Number of Refills field will be disabled if the medication is a
Scheduled Il controlled substance. Any other type of controlled substance medication may
have a maximum of 5 entered. Beyond that the following error message will display:

Waming! I F

l Schedule 3 Medications are Linted to five(5) Refills per prescription

eRx checkbox: In order to send the prescription electronically, instead of using a
printed copy or a fax, check this box. This box is only available if the following rules
apply:
e Clients are licensed for Electronic Prescribing to Surescripts.
e The Prescribed By providers service level supports the ability to electronically
prescribe non-controlled substances.

o The Dr. First Interop Parameter flag is enabled, and the prescription is a
controlled substance.

e The Medications Parameter flag is turned on to Send Electronic Prescriptions
for Controlled Substances and the medication being prescribed is a
controlled substance.

e |f a Prescribed By providers service level field supports prescribing
medications for Controlled Substances and a controlled substance
medication is entered by this Provider.

e The Pharmacy attached to the Prescription supports electronic prescriptions
(has an NCPDP ID) and has a Surescripts service level that supports the
sending of New Prescription messages.

SIG and Additional Sig: SIG notes are instructions for the patient. If the prescription
is marked for eRx then the total number of characters of both these fields are
restricted to 140 characters maximum. This is an electronic prescription
requirement. The software provides a character counter on the Prescription entry
window. If you should exceed 140 characters, the note turns red, and the
prescription cannot be saved until it is corrected.

Note to Pharmacist is reserved for information that the prescriber wants to
communicate to the pharmacist.
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Pharmacy: Allows you to select the pharmacy to which the prescription will be sent
based on the patient’s preference. Select the pharmacy by using the icon beside the
entry field and the following window will display:

Select Pharmacy for e-Prescription @

Patient Pharmacy List ” Clinic Pharmacy List| Master Phamacy List ‘F’harmacy Dilectnr_p]

Search:

ECS Mame[+] Address FPhone Far Tvpe -

Crozs Shrest

EORDEM'S PH;
0
Borgwarner Family Pharmacy 12943 4005 KILGORE AVE [7E5] 2825738 [7E5) 2B6-0312 | Retail

MUNCIE, IN_47304-4815 4005 ! Kilgore Ave

CA Pharmacy 10.6ML E5432 Cabernet Tum 707) 555-7071 [FO7) B55-7072 | Retail
Saonoma, CA 95476

C& Pharmacy Store 106 13134 5. Harbor Boulevard T14) 2221111 [F14)111-2222 | Retail
Anaheim, CA 92804

EPCS Y& Pharmacy Stare 2800 Crystal drive FO31921-2121 [F03) 921-3245 | Retail

Arlington, V& 22203

Giart Eagle Pharmacy H31) B57-8300 [831] BE7-8301

Mail Order Phamnacy 10.6 Addiess Lane 1234 0319218367 [F03]321-4378 | MailOrder, LongTemCare. Specialty] |
Arlington, VA 22201 b
Phoenix, &7 85001

NYC Pharmacy 10.6MU 88 Park Sheet 18] 555-7181 [718)555-7182 | Aetail
Brooklyn, NY 11201

Test 000 Pharmacy 10 6MU 000 Pending Responze Way 7035551234 [703) 555-1235 | Retail

Adington, WA 22201
TEST PHARMACY 8%™ WITH A LONG MAM| LONG STREET @ ADDRESS LINE 147
SOMERCITYTHATISLOM, Pé 52215-82

947) 328-7462 [947) 374-5913 | Mail0ider, LongT emCare

Test000 Pharmacy Store 10.6 EO00 E. Broadway 952 3337777 [352) 777-3333 | Retal

[
[
([
[
[
Mail Order Phamnacy 10.6MU 9292 Langley Ad (623) 5552323 6235552322 | MailDrder, Specialy
[
[
[
[
[

Eloomington, MM 55425
4 Phamacy Stare 106 2800-1 Crpstal Dr 703) 5h5-4444 [F03] 444-6555 | Retal
* Arlington, W& 22202
e o« =

= = EPCS5 Permitted

Pharmacies in RED - Print or Fax only [ Add to Patient Pharmacies [¢ Select ] l A Miew ]

This window will display 4 different tabs.
o Patient Pharmacy List - When selecting a pharmacy from any list other
than the patient’s list the user can add the selected pharmacy to the
patient’s list via the checkbox at the bottom of the window.

o Clinic Pharmacy List (based on the current clinic of the visit) - The Clinic
Pharmacy List can be defined with the pharmacies routinely used by
patients when seen at each clinic within the Clinic entry screen.

e Master Pharmacy List

e Pharmacy Directory - If selecting a pharmacy from the Pharmacy Directory
(Surescripts Pharmacy directory) it will automatically be added to the
Master Pharmacy List.
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[EY et Pharmacy for = Prescription [
Patient Pharmacy List | Clinic Pharmacy List |Master Pharmacy Lis” Pharmacy Directary
Search Criteria
Name (starts with): | Type | up .
City {starts with} State: e . Zip Code: Search Within
Name Address Phone Fax Type -
ECS
I+ Cross Street
Abbeville Community Health Center 1009 Charity Street (337) 893-3443 (337)893-2430  Retail
Abbeville, LA 70510
Abbotsford Pharmacy 206 N. 4th 5t. (715) T21-6068 (715 316-0021  Retail
Abbotcford, W1 54405
ABTSTG 100 ABBOTT PARK RD AP5 NE (328) 857-0668 (724) 743-9167
ABBOTT PARK, PA 50064-6335
ABTSTG - 106 100 ABBOTT PARK RD AP5 NE 888) 857-0668 (724) 743-9167  Reteil
ABBOTT PARK, PA 60064-6335
AH 1245 Highland Avenue (215) 481-431 [@15)431-434  Retail
Abington, PA 15001
Ascript Ru- Addison, TX 17051 N Dallas Plewy #110 (214) 643-6287 (332) 816-9765  Retail
Addison, TX 75001
Ascript Rx 17051 N Dallas Plowy #110 (214) 6436287 (338) 816-9765  Retail
Addison, TX 75001
4 4 2 F B K € v
* = EPCS Permitted
Pharmacies in RED - Print or Fax only [[] &dd to Patient Pharmacies

Name Enter the desired pharmacy name. If you enter a partial
name, the system will return possible pharmacies that
begin with your entry.

City Enter the desired city name. If you enter a partial name,
the system will return possible pharmacies that begin with
your entry. NOTE: when searching for City and State, both
are required.

State Enter the standard two-character state Identifier. NOTE:
when searching for City and State, both are required.

Zip Code Enter the Zip Code of the area you want to search. This
field takes preference of the City and State fields when
performing the search.

Search Within | This field becomes available when you enter a Zip Code.
Select a specific search radius from the dropdown menu:

e 5 Miles

e 10Miles

e 25 Miles

e 50 Miles
The system will return the Pharmacy locations within the
specified radius relative to the selected Zip Code. Blank
(no radius specified) is the system default.

Type Specify the desired type of Pharmacy from the dropdown

menu:
o Al
e Retail
e Mail Order
e Specialty
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e Long Term Care
Retail is the system default.

Search This button becomes available when you enter filter criteria.
Directory Select it to generate the Surescripts Pharmacy Directory list
based on your selected filter criteria.

The ECS column will contain a red asterisk for those pharmacies that
support electronic prescriptions for controlled substances.

Pharmacy Service Level Rules

Prior to sending messages to a pharmacy, the software is required to verify that the
pharmacy can accept that message.

The following rules apply to Cancel Prescriptions (Cancel Rx) and New Prescriptions (New Rx):
e The software will not allow sending a new prescription message to a pharmacy that
does not have the correct service level to support New Rx.
o The software will not allow sending a cancel prescription message to a pharmacy that
does not have the correct service level to support Cancel Rx.
o The software will not allow prescribing of a controlled substance to a pharmacy that
does not have the correct service level to support EPCS.
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Dr. First Drug Checking

When the medication is a controlled substance and the eRx and Pharmacy fields are
completed, then a pre-validation check with the Provider’s state, Pharmacy NCPDP ID
and Prescription data is submitted to the Dr. First’'s EPCS Gold Web services system.
The data is verified against the most current federal and state laws for the drug,
prescriber, and pharmacy states and that all the required data is entered for the
prescription. Depending on the type of controlled substance drug, additional
information may be requested on the screen with prompts displaying in red. These
messages are:

e GHB code - The “GHB: Notes must include medication requires additional
notes!” red prompt will display on the screen for the user to enter the
required data.

Prescription for Ben Adrill (=]
Prescribed By: Bates. Christine A, MD Diagnosis
General | eRx Review | Audit * = Required
Medication: 1 = Bacampicilin
Generic Mame: bacampicillin (%J\u"iew Drug Infa
[irug Strength: « 400 mg tablet Med Product
Preszcription / Pravider Dizpensing Instructions
Disperse Oly: *OOC Fom: | tablet v|*
Mumber of Refills: jjj Substitution Allowed
=Patient Sig
Take How Much: 1 HoH to 1] HHH | tablet b
Raoute / Method: orally [EDosage Calc [mg/day)
Frequency: twice a day w | Special Circumn: W
For How Long: 10 jjj day W

SIG 1 tablet orally twice a day, for 10 days.
41
Additional 51G:
fllergies; | The patient has Mo Knawn Allergies az of 7/13/2016.

Mote to
Pharmacist

GHB: Notes must indude medication requires additional notes
FPharmacy GlAaMT F Giant Eagle Pharmacy

&55ian Clustrd Aem |2, Medication Leaflet X Cancel

The user will have to enter a reason in the Notes to Pharmacist field of why
the provider is prescribing the drug.

o NADEAN code - “NADEAN: nnnnnnnnn *Must include your Narcotics
Addiction DEA number!” red prompt will display on the screen to the user to
enter the required data.
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Hote to

Prescription for Ben Adirill @
Prescribed By: Bates, Christine A, MD Diagnosis;
Genersl | efx Review | Audt * = Required
Medicatior:  *3 *  Bacampicilin
Generic Mame: bacampicilin Q]Vlew Dirug Info
Diug Strength: w400 mg tablet Med Product
Prescription / Provider Dispensing Instructions
Dispense Oty = HEE Fomtablet v
Number of Refills: Bon Substitution Alowed
*Patiert Sig
Take How Much: 1 BEg to 1} Hh | tablet hd
Route / Methad: orally |E#00sag= Cale [ma/day)
Frequency: bwice a day w | Special Ciroum: w
For How Long 10| Y day w
SIG 1 tablet orally buice a day, for 10 days
41
Additional 516
Allergies: The patient has Mo Known Allergies as of 7/19/2016.

Pharmacist

I MADEAN

i sl N i Aty DIE A, e I

‘éﬁlgn

Pharmacy: GIAMT 0 Giant Eagle Pharmacy

Clistme Acw | 2, Medication Lesflet X Cancel

The field will be pre-populated with this provider's NADEAN number from the

provider table. If blank, then the user will need to enter this provider’s
Narcotics Addiction DEA number. This field contains validation requiring a
maximum of 9 characters and that the number entered must have two (2)

letters and seven (7) numbers. Any other combination will generate an error.

e Additional Error codes that could display upon returning from the Dr. First

Drug Check. The following messages will display:

604

NDCID for Drug is not found in EPCS

611

EPCS cannot prescribe Controlled Substance for
Prescriber State

612

EPCS cannot prescribe Controlled Substance for
Pharmacy State

613

EPCS State cannot prescribe Substance of Affiliate
Scheduled Level

614

EPCS Pharmacy State cannot prescribe Substance of
Affiliate Scheduled Level

609

Pharmacy is not found in EPCS for NCPDPID

610

Pharmacy not enabled for CS

616

Invalid Pharmacy State Code

617

Invalid Prescriber State Code

618

Unable to calculate schedule

l Net
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The error data will be updated into the Prescription database table fields and the
eRx box on the prescription will be unchecked. The user will not be able to

submit the prescription electronically until the prescription is corrected and
has no errors.

Medication Leaflet button

Selecting the Medication Leaflet button will prompt the user to select the education leaflets

language. Then users may click either the Review or Select button to print the medication
education sheet.

Select Multumn Patient Education Leaflet
Avvalabls Leafls]z]
Title [Dirwg Mames) Languags

: rgechic 7hs!

scypchonr joral) Ersghth

acpcionr fingechion) Spanish

scyclow [oral] Spanizh

(& peview | | ¢ Loreo

When the OK button on the Prescriptions window is clicked, multiple processes occur:

If the e-Rx box is checked and no pharmacy is selected, whenever the user clicks the OK
button it will automatically take the user to the Pharmacy lookup window for the user to
select one.

The SIG field is validated by number of characters. If the prescription is marked eRx and the
SIG field exceeds 140 characters, the following message displays:

WARNIMG: 5IG too long! £

The 516G exceeds the 140 character limit for e-Fx Submission.
l . Pleaze modity the Patient Sig entries or the Special Sig Mote
= to ghorten the Final 51G for the order OF Turn off the e-R= Flag.

The Drug to Drug, Drug to Allergy, and Drug to Disease functions will run and display any
interactions that apply. If GHB code message displays for this prescription, the user will have
to enter a reason in the Notes to Pharmacist field of why the provider is prescribing the drug.
This field is validated that at least 5 characters is entered for the notes or the user will
receive the following error.
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EPCS Validation Error 3

If an error occurs, the system will not let the user out of the entry window until data is
entered.

If a NADEAN code displays for this prescription, validation will be completed to ensure that a
9-character number is entered in this field. If an error occurs, the system will not let the user
out of the entry window until data is entered; otherwise, the following error will display:

-

EPCS Validation Error X

The Prescription will be added and display in the browse window as the example shown

below:
m Prescriptions from this Visit for Rowena Baylie Acacianna \EI
[ Include Canceled Prescriptions
Date Provider Medication Name Strength | Sched | Status
1071672021 Mennis, Dennis D DDO Zestril 20 mg oral tablet 20mg Submitted

4 44 4 2 F P M

* Prescription Submitted Electronically by ERIKA on 10/16/2021 at 3:38AM.
*You may only print a Copy of the prescription (Mot Valid for Dispensing).

Add Edit Delete g Print Copy g Brint All Fill Status /P Submit eRx Cancel eRx
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The Prescription database table will be updated, and the AUDIT tab will display the Created
By user, date, and time and Completed By user, date and time fields.
a) A Medication History Record will be added
b) The System Auditing tables will be updated.
c) The PHI Auditing table will be updated.
d) The status will display:
=  “Pending - eRx” displays in red” - if prescription has an error. When
that prescription is highlighted on the browse window, the error
displays at the bottom of the browse window.
= “Pending - eRx” if a non-controlled substance.
=  “Pending - eRx (EPCS)” if a controlled substance.
=  “Pending” if the e-Rx box was not checked.

Change button (Enter Visit Prescriptions)
Change button will be used for the following:
o When the prescription has not been submitted electronically or printed the following
occurs:

o If a Provider User, with Prescribing Provider User Access, then the entry fields
open up to allow the Provider User to make any changes to the prescription.

o The Prescription database table will be updated, and the Audit tab will display the
Changed By user, date, and time fields.

The System Auditing tables will be updated.
The PHI Auditing table will be updated.

o Fora Provider User, without Prescribing Provider User Access, this button title will
change to read Review. If the record is opened then it will display Medication, Sig
& Notes entry fields disabled, and the users will not be allowed to make any
changes to these fields. The only option available to this user is the Medication
Leaflets button.

o Fora Clinician User, this button title will change to read Review. If the record is
opened then it will display the Medication, Sig & Notes entry fields as disabled
and the user will not be allowed to make any changes to these fields. The only
option available to this user is the Medication Leaflets button.

e If the prescription has been submitted electronically or printed:

o Regardless of the user type, all entry fields will be disabled except for the
Medication Leaflets button and no changes are allowed. The user will have to
cancel the medication with a reason why, notify the pharmacy and re-enter it as a
new prescription.

The Drug Interaction and Allergy Warning message will only display when an interaction
warning is given for the medication.
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Delete button (Enter Visit Prescriptions)
Delete button will be used to cancel the prescription but not actually delete it from the
database as follows:
o If the status of the prescription is Submitted or Printed, then the following occurs:
o When the Delete button is clicked the screen will display:

Cancel Medication Order? @
Medic:ation arder far: Codeine-Guaifenesin
Cancellation Reason:
Cancellation Code:
[ V Ok l l 3 Cancel ]

o Once this screen is completed, the prescription will be cancelled but not
actually deleted from the database in compliance with regulatory
requirements.

= The Prescription database table will be updated, and the AUDIT tab
will display the Canceled By user, date and time fields updated.
= The System Auditing tables will be updated.
= The PHI Auditing table will be updated.
e The prescription will disappear from this browse window unless the Include
Canceled Prescriptions box is checked.

If the status of a prescription is still Pending or Pending e-Rx then it will allow the prescription
record to be deleted from the database.

Cancel eRx button (Enter Visit Prescriptions)

If the prescriber selects to cancel a prescription it results in a Cancel message sent from
EHOM to the Pharmacy. If the pharmacy can’t find the prescription, they may send a
message back to the prescriber stating that the electronic cancel did not occur.

For further information please see the following section: eRx Cancel.

Electronic Prescription Submission window

Prescriptions are submitted the same as the EMR Charting licensed users. See this same
section above for detailed instructions.
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View Patient Chart

The Prescription tab on the View Chart allows new prescriptions to be viewed when created
from a Renewal Request even though it was not attached to any visit.

rDemographics rProbIems Lists rSur\reiIIance rCIinicaI Resul/t/mmharting Notes rlncidents rScheduIing rDocuments rNotices l
Date | Medication | Sched | Provider Pharmacy Status
5/29/2020  Acetaminophen 500 mg oral tablet Bates, Christine Anne MD CVS Pharmacy # 984 Canceled
5/29/2020  Accelate 20 mg oral tablet Bates, Christine Anne MD CVS Pharmacy # 984 Canceled
5/29/2020  Bacitracin 500 units/g topical cintment Bates, Christine Anne MD CV5 Pharmacy # 984 Canceled
5/29/2020  Acetaminophen 160 mg/3 mL oral liquid Bates, Christine Anne MD SSTESTI#5%' ()" +,-/u=7@[  Submitted
5/29/2020  Acetaminophen 500 mg oral tablet Bates, Christine Anne MD Canceled
6/04/2020  Cyclobenzaprine 5 mg oral tablet Bates, Christine Anne MD SSTESTI"#8%' ()" +,-/1:=T@][ Submitted
6/04/2020  Cremelyn 5.2 mg/inh nasal spray Bates, Christine Anne MD Pending - eRx
6/04/2020  Desloratadine 5 mg oral tablet Bates, Christine Anne MD SSTESTI"#8%' ()% +,-/u=7@[  Submitted
6/04/2020  Desipramine 100 mg oral tablet Bates, Christine Anne MD SSTESTI"#8%' ()" +,-/1:=T@][ Submitted
6/04/2020  Detrol LA 4 mg oral capsule, extended rele Bates, Christine Anne MD SSTESTI"#8%' ()% +,-/1:=T@[ Submitted
6/04/2020  Doxycycline hyclate 100 mg oral tablet Bates, Christine Anne MD SETESTI"#8%' ()% +,-/u=? Submitted
6/04/2020  Docusate sodium 50 mg oral capsule Bates, Christine Anne MD SSTESTI"#8%' ()" +,-/1:=T@][ Submitted
6/04/2020  DiphenhydrAMIME 50 mg oral tablet Bates, Christine Anne MD SSTEST"#5%'()"+,-/n=7@[  Submitted
6/04/2020  Diovan HCT 80 mg-12.3 mg oral tablet Bates, Christine Anne MD SSTEST!"#5%'()"+,-/n=7@[  Submitted
6/04/2020  Diflucan 150 mg oral tablet Bates, Christine Anne MD SSTESTI"#8%' ()" +,-/:=T@][ Pending
6/04/2020  Ampicillin 500 mg oral capsule Bates, Christine Anne MD SSTESTI"#8%' ()" +,-/1:=T@][ Submitted
6/04/2020  AmLODIPine 2.5 mg oral tablet Bates, Christine Anne MD SSTESTI"#5%'()*+,-/:=7@[  Submitted
6/04/2020  Amitriptyline 23 mg oral tablet Bates, Christine Anne MD SSTEST"#8%'()*+,-/n=7@[  Submitted
6/04/2020  Azithromycin 250 mg oral tablet Bates, Christine Anne MD SSTESTI"#8%' ()" +,-/1:=T@][ Submitted
I 44 4 7 kM
* Prescription Canceled by STUDENT on 5/29/20 at 9:33AM
QL] View 2 Print Rx Fill Status
Users are able to:

o View any Prescription for the patient (Read Only)

e Print a Medication Leaflet from the medication

e Print a Copy of the prescription that has the Watermark “Copy - Not for Dispensing”
included on the print.

e (Cancel eRx...... <<<<<Describe functionality here>>>>> NCPDA-367 describes the
change
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Health.

©Net Health 2021.CONFIDENTIAL. All Rights Reserved

77




Electronic Prescribing

System Audit Events for Prescribing Medications

Security Parameters, PHI Audit Trail Settings

Security Parameters and PHI Audit Trail Settings audit records are required to support the
System Auditable Event records. If the client is licensed to do Electronic Prescriptions to
Surescripts Network, the software will automatically enable the Add/Update/Delete/View
functionality for all prescriptions being entered. Users do not have the ability to turn it on or

off. A disclaimer is displayed to notify the user of this information on the window shown
below. i
Y Bdrinister Securty System Sathings E

Smcurly| Avdting |Addilional plions

System Audt Log Settings | FHI 2udt Trad Settngs
PHI Auschting Level

HOME - N PHI Ausdit Trad Diata Caphaed
@ Add / Update / Delele
Add / Update / Dalste 7 Vase

Ebectoorac Prescobing Disclamer
Full FHI Auditng (40 pdates/Delele\iew] of Medicabions Urder ieconds 1z enabled by detaull and cannot be
dizabled when boansed for Electiorss Prescabang
Audi Log D sla Retention Ophions
BAudit Retanton Dy Lzt Al Puge:
Mest dascit Fuige: D afe: 100372015 By User
[ File Locstions = Fai/E-Mal 0B Connect Setup ' 0K | X Concel

System Auditable Event
The software will create System Auditable Event records that include the following:

Date and time of the event,

Type of event,

Identity of the person taking the action,

Outcome of the event (success or failure)

The Application Version on each record for the following activity:

Action Event Type Affected Data
Added Prescription Created Patient Prescription
Changed Prescription Updated Patient Prescription
Viewed Prescription Viewed Patient Prescription
Canceled Prescription Canceled Patient Prescription
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Deleted Prescription Deleted Patient Prescription

Printed-1st time PHI Export Patient Prescription

Reprint (after 1st print) | PHI Export Re-Print Prescription for
reason:

Printed Copy PHI Export Patient Prescription Copy

(Submit/Controlled

Substance Re-Print)

Print All PHI Export Visit Prescription

Submitted

Prescription Submitted

Prescription Submitted
Electronically

Audit events when Electronic Controlled Substance medications are being prescribed.

LAC Admin Access

Security Administration
Event

EPCS Logical Access
Control Initiated

Interop Parameters Security Administration DrFirst EPCS functions
Dr. First Event enabled/disabled
EMR Parameter EPCS | Security Administration EPCS Functions
Enabled Event Enabled/Disabled

User Account EPCS
Signing Access

User Account Security

User Account
Granted/Revoked EPCS
Prescription signing Access

User Account LAC
Administrator

User Account Security

User Account
Granted/Revoked EPCS
Administrator Access

Security Parameters
Auditing

Security Administration
Event

Audit Log Settings
Modified

Dr. First Ul Signing
Event

Prescription Signing

EPCS Prescription Signing
Initiated

Net
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Electronic Prescribing

Provider Registration

Overview
New Providers that will be e-prescribing will need to register with Surescripts. This can be
completed through the Enter Provider window, Rx tab:

[0 Entes Provider (Record wi be Changed) ==
General Bﬂnry"/ﬁ'_bp«uol Payer Specific Provider o fier Auth

Electronic Prescribing
Service Levels

Prescnber 1D: 9401258843-001

Specialty Code: GP

Pegustes

Narcotics Addiction DEA Number:

[ Prescnption Oversight Requsred?

5upt~\-ng Physiciare | ALQUIST ) Alquist Todd
0 Charting Ssgnature Requiced?

Default e-Rx Fill Status Netifications: Al Fill Statutes

Medical Type ®) internal D) External [ tnactive Cancel

If the provider is not already registered with Surescripts, the Register with Surescripts button
will become active once a number of fields on the General tab are entered:
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) Enter Provider (Record will be Changed) [
General [Billing | Rx | Special iP.yer Specific Provider [dentifiers | fier Authorit
Provider Code: 0000000036 | NPE: | 1235699836 Provider Type: Physician v

Name (First, Middle, Last, Suffix)

Greta ‘Van ‘ [ Fleet VIII

Listing Name: Fleet, Greta Van Il External Code:
R Address [1 ' Suite 2043-G, Floor 9-C
City: Boise Sate o | Zip | 78985.6552
Country: USA v

Talsphone (655) 877-2298 Extension: | 3574 Fax | (7e5) 877-6677
E-Mail: GVanFleegle@RememberThis.com [] Provider is MRO
Federal ID #; Lic State: Class:
License 5: Effective: | ‘ Expires:
DEA #: $F2527387 Effective: ‘ ‘ Expires:
Natl. Registry Certificate Expires:
Credential: Specialty:

Medical Group: ' Effective | | Term:

Medical Type: @) Internal ) External [ Inactive Cancel

The required fields include the following
e First Name

Last Name

Address

City

State

Zip Code

Phone

Fax

NPI

Once all fields are entered, click the Register with Surescripts button on the Rx tab. At that
point the data will transmit to Surescripts where the registration process is completed.
Surescripts will return specific provider information on the Rx tab and the required fields on
the General tab will become read-only.

Once the registration is complete, any updates to the required General tab fields must be
done by Net Health Technical client Services team. Please contact them at:

e Support Office: 1-844-464-9348, Option #3

e E-mail: ehoccmed-support@nethealth.com
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Electronic Prescribing

Prescription Fill Status

Overview
The patient’s fill status is viewable from the Prescriptions from this Visit window for both EMR

and non-EMR clients:
m Prescriptions from this Visit for Rowena Baylie Acacianna |
[ Include Canceled Prescriptions

Date | Provider Medication Name Strength ‘ Sched ‘ Status

10/16/2021 Mennis, Dennis D DDO Zestril 20 mg oral tablet 20 mg Submitted

4 44 4 2 F K M

Prescriptions are created from the "Orders” Tab in the EMR and cannot be added or deleted here. Click "Review" to view or print.

* Prescription Submitted Electronically by ERIKA on 10/16/2021 at 3:58AM.
*You may only print a Copy of the prescription (Mot Valid for Dispensing).

Add Review g Print Copy g Print All Fill Status /% Submit eRx

Highlight the desired medication line and click the Fill Status button to display the following

window:

|3 Rt status History ==
Prescription Fill Status for: Margaret Adelia Bery Devereaux
Medication: Azithromycin 100 mg/5 ml oral liquid, 100 mg/5 mL

Date I Time | Pharmacy Fill Status Fill Note Reason
I 7/14/2021  11:24AM Brooklyn @ Gates Pharmacy Dispensed Generic Substitution - A modification of the product prescribed to a

7/14/2021  11:23AM  Brooklyn @ Gates Pharmacy Partially Dispensed Regulatory Days Supply Limitation
7/14/2021  11:22AM  Brooklyn @ Gates Pharmacy Transferred

M e 72 0 00

Provided the pharmacy communicates back to you and your provider has specified on the
prescription that fill statuses are to be sent, the prescription’s status will be displayed in the

browse.

The default status for electronic prescriptions can be set through the Enter Provider window:
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[0 Enter Provider (Record wil be Changed) =

(Genera ity R |speca [ Payer SpecificProvider dentfiers dentfier Authories

Electronic Prescribing
Service Levels

Prescriber ID:  9491258843-001
Specialty Code: | Gp ancel Rx

Mid-Level Provider ID

Controlled Substance F
Ry Fill Status

Register with SureSenpts Rx Fill Status Indicator Change

Narcotics Addiction DEA Number: CB4236483 {

(4] Prescription Oversight Required?

[[] Charting Signature Required?

Default e-Rx Fill Status Notifications: All Fill Statuses v

i Fill Statuses

WAILFill S(a(\;;es[kcepl Transferred
Dispensed And Partially Dispensed
Partially Disp d And Not Disp d

Medical Type: @® Internal (O External [Not Dispensed And Transferred ] Cancel
iPartially Dispensed

INot Dispensed

iCancel All Fill Statuses

The Default e-Rx Fill Status Notification dropdown selections will establish the default Fill
Status; however, this field can be changed on a prescription-by-prescription basis as the
provider is writing the medication.
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Printing Prescriptions

Overview

The software has the ability to print prescriptions of controlled substances submitted

electronically per the DEA regulations.

e When a provider successfully submits an electronic prescription for a controlled

substance, but wants to print a copy as well, the software has the capability to print
a paper copy with a watermark - “Copy - Not for Dispensing”. The watermark will
notify the pharmacy and ensure the printed copy is not used to obtain the
prescription.

Printing/Faxing Electronic Prescriptions

Users that have a Clinician Code or Provider Code as part of their security profile will have
access to print a prescription through the Prescription button located within the EMR
Charting Workspace or on the Visit Entry windows.

m Prescriptions from this Visit for Rowena Baylie Acacianna X
[ Include Canceled Prescriptions
Date | Provider | Medication Mame Strength ‘ Sched ‘ Status
10/16/2021 Mennis, Dennis D DDO Zestril 20 mg oral tablet 20 mg Submitted

H 44 4 7 » »p b

Prescriptions are created from the "Orders” Tab in the EMR and cannot be added or deleted here. Click "Review" to view or print.

* Prescription Submitted Electronically by ERIKA on 10/16/2021 at 3:38AM.
*Yau may only print a Copy of the prescription (Not Valid far Dispensing).

=] =]
Add Review — Print Copy = Erint All Fill Status # %  Submit eRx

Print Rx button
Select the Print Rx button to print the highlighted prescription on script paper. This record will
have a status of Pending. Once the script is printed:

e The Status will be changed to Printed.

e The Prescription will be identified as Printed within the database.
e The System Auditing information will be updated.

e The faxing option will be turned off and not permitted for the scripts. Also, any
options to print multiple copies or export to a file are not permitted.

Net 84
Health“ ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



Electronic Prescribing

The script will display a watermark on the print.

A red message will display on the browse window showing the prescription
was previously printed and the user, date, and time.

The System Auditing information will be updated.
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Print Copy button
The Print Rx button is relabeled to Print Copy if the medication highlighted has a Printed or

Submitted status.
m Prescriptions from this Visit for Rowena Baylie Acacianna &I

[ Include Canceled Prescriptions

Date | Provider Medication Mame Strength ‘ Sched ‘ Status

10/16/2021 Mennis, Dennis D DDO Zestril 20 mg oral tablet 20mg Submitted

H 44 4 7 » ¥k K

Prescripticns are created from the "Orders" Tab in the EMR and cannot be added or deleted here. Click "Review" to view or print.

* Prescription Submitted Electronically by ERIKA on 10/16/2021 at 3:58AM.
*You may only print a Copy of the prescription (Mot Valid for Dispensing).

Add Review g Print Copy g Brint All Fill Status /P Submit eRx

The user will be able to print a copy of the prescription with the “Copy-Not for Dispensing”
watermark on the printed copy. The software does not allow the user to sign or store a
signature on this printed prescription. The prescriber must provide a wet signature on this
printed copy.
NOTE: Printing a second copy of a script without the watermark is not allowed; the
Print Preview window has had the following options removed:

3
* Print one icon = on the top tool bar of the Print Preview window

=  Options to select multiple copies from the Report Destination window

Report Destination T -

[ General | Optiors | Expart l

FRINT SINGLE PAGE

Collate copies

Copies | [ 5 @ Page Options Borders
@ lup (1 pages / page] (@ Mone

[ Reverse order = ) iUD {i pages j page} goxed ed
= 0 du ages / page eparate
Print both zides = - AR pages Thag F
[ Frirt l [ Frint # Femain l [ Cancel ] [ Select Printer ] [ Help i
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= Option to print to a file from the Report Destination window

Report Destination O — - -

General | Optiong | Expart

[7]{ &ppend to ewisting export file?

Export Report

=)

o The System Auditing information will be updated.
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Print All button

Select the Print All button to print all prescriptions on script paper that have a status of
Pending. Once the script is printed:

The Prescription will be identified as Printed within the database.
The System Auditing information will be updated.

Prescriptions with any other status will not be included with the group of
prescriptions to be printed. To reprint a prescription, the user will have to do each
prescription individually with the Print Copy button.

Date/Time: 2/17/2015 12:51PM
Name:Katie Barr-Thedor
812 Kenilworth Ave
Buena Vista, CA 15934

Integritas Ocec Med & Urgent Care
Clinic
2600 Garden Road
Suite 112
Monterey, CA 93940

Mennis, Dennis T MD

DOB: 9/17/1982 DEA# Lic#CAB576
Rx: Lisinopril - Zestril 10 mg
1 tablet orally once a day.
Dispense: Ninety(90) tablets
Refills:  None Void After:  3/03/2015
Signature:

Bates, Christine A. MD

DEA#: 123456789123456789 D Dispense as Written
Lic#: CAMD58676 D May Substitute

Work Comp

Policy: ASH3490808
Claim:

Payer:Liberty Mutual
330 Liberty Blvd
Boston, MA 23144

NOTE: The software does not permit a controlled substance prescription which has
been submitted to the Dr. First TFA Signing User Interface to be transmitted by Fax.

If the pharmacy notifies a practitioner that an electronic prescription was not
successfully delivered to the pharmacy, the software will not allow resubmission or
printing a prescription after it has been transmitted through the Rx Admin Console.
The workflow will require the user to go into the EMR Charting Workspace or Visit
Entry window, cancel the original prescription and create a new one.

If the transmission of an electronic prescription for controlled substances fails for any
reason, the software will not allow the prescription to be resubmitted or printed after
it has been transmitted through the Rx Admin Console. The workflow will require the
user to go into the EMR Charting Workspace or Visit Entry window, cancel the original
prescription and create a new one.
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Prescription Renewal (formally Refill)

Renewal Requests from Surescripts
Renewal Requests are generated from Surescripts and are sent to the software. These are
created as messages to a specific Provider and can be accessed from the Task/Message

VA Rx
Icon or the RX Admin Console Icon on the Top Tool bar.

The examples described below will be from the Task/Message icon.

The Renewal Request comes through the Gateway and displays as follows:

(R e g . <
“# Agility Message and Task Management Console = o '@
Internal User Messages and Assigned Tasks
From: Theu r@ Status: [Qpen B [ Include Roles
G Refiesh Dale Time Sender Patient Status
> Type ™ Recipient Summary of Message o Task
. 2/2315 155PM  Surescsipts Network Plower, Howard
{ o New | Messace or Notfication Best. Wawne - eScnpt Message received that needs your attenion
| 4 Received
Ero.
| C1iC0 €3 6213 C3 OO |
S

The provider will open the record and the task/message displays as follows:
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o @

1 Mess. or Notification
Message ‘Aud( I o
FromUser  Surescripts Network Date:  2/23/15 Time:  1:55PM
Fwd From; Date: Time:

Recipient:  Best Wapne

Reference:  Plowes, Howard
Presciiption Refil Request

Summary: eScript Message received that needs pour attention

Comments:
Action Options
E Respond to Electioric Prescnbing Message 1
Responses: 3;’-‘._1\. 3 Decline ﬁ Fomward ‘ ¢ Complete and Close
Status:  New [Uniead) | ¢ Dore ] [x Cancel

The user will click the Respond to Electronic Prescribing Message button and the following
window will display:

m Rux Renewal Request E
Pharmacy Follow Up Request:
Name | Shollenberger Pharmacy - L -
amd | 20025, McDowell Bivdl Ext Ph“F”a'. Pharmacist
Address | Petaluma, CA 94854 ax: 707 988-4744 Agent:
Patient . )
ID: - None Given - T Q
i 1D:
e (2552 D -
and auvblanc Blve MName | Zachary Delaplaine
Add Petaluma, CA 94952 and | 901 Sauvblanc Blvd
ress
Address | Petaluma, CA 94952
DOEB: 12/01/2010 Male Phone:
DOB: 12/01/2010 Male Phone:
As Dispensed Puc Reference  (048c0857eB24d1791§200f24bc38C0
Date Written: 7/22/2021 Last Filled:  7/22/2021 RiEssipion
Prescriber Order No: 1234367935 Date Written:  5/07/2021
Medication: | BD 3mL syringe 235G x 1 Prescriber Order Mo: 1234367935
Medication: | BD 3mL 25Gx1
Dispense: 100 Each misaiE= *
} Dispense: 100 Each
Subst. Allowed: YES - Refills Requested 1 Substitution Allowed: VES Refil: 2
Prescribed by: Dennis Mennis, DDO Prescribed by: Dennis Mennis, DDO
Use as directed every 6 hours o | Use as directed every 6 hours
SIG:
Notes: | Supply - 100 syringes please
Notes:
@ Administrator Tool Response Cancel
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The left side of the window will display the Renewal Request Prescription sent from the
Pharmacy. The Right side will try to match up to the Patient and a previously submitted
prescription in the software for this medication.

If the patient cannot be found the window will display beside this lookup in red ‘NOT FOUND’.
The user will look up, find, and select the correct patient from the software if possible,

see Locate patients.

The software Prescription area will display for a matching prescription previously submitted.
If not found, then this area will be blank and will display beside the lookup in red ‘NOT
FOUND'.

The user clicks on the Response button to respond to the request. The following screen will
display:

Im Fx Renewal Response @

Rx Reference:  791b489%65d2b43eca’ff110833c2580e4f5
Patient: Will E. Light

Medication:  Avalide 150 mg-12.5 mg oral tablet
Dispense: 30 Tablet

Refills Requested 1

Hate from the Pharmacist

Approve
®) Approve Request This dispensing plus 12 additional Refills {1 Total)
Deny
Reason Denied
() Deny Request

f} Replace Request with MewRx

Mote to the pharmacist:

() Dispense as Written (®) Substitution Allowed

[ Preview the New Prescription before Submitting the Response

Q Review Submit Response Cancel
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There are 4 possible responses that can be sent back to the Pharmacy:
o Approved - Approve Request and specify the number of refills. The only fields
that can be updated are:

= Refills Qualifier
= Number of refills
= Date written.

If any other items need to be added or changed, then use one of the other
response types.

o Deny Request - Deny Request along with a reason.

¢ Replace Request with New Rx - If this option is selected and the provider
clicks Submit Response, they will get a prescription wizard to select the
new medication.

NOTE: The pharmacy will send a Follow Up Request if the prescriber has not
responded to a Rx Renewal Request in a timely manner (typically 48 hours). The
application will ensure that the prescriber is responding the latest request from the
pharmacy
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When processing a controlled substance Renewal Request the Approve Request will be
disabled and not allowed to be used for these scenarios:
e Prescriber is not authorized to send EPCS messages. They must use the DNTF
response and then use the prescription to be printed workflow.

e Pharmacy is not authorized to receive controlled substance prescriptions
electronically. The prescriber will be redirected to the workflow to print the
prescription.

e Patient or Prescriber data missing that is required.

e GHB or NADEAN# requirements have to be sent as DNTF because the Notes to
Pharmacy field cannot be sent in a Renewal Request.
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Rx Renewal Response for Controlled Substances

m Rx Renewal Response IEI
1] Rx Reference: d74b3e836ba%4819a17ec0af2f7166bcT19
Patient: Zachary Delaplaine

Medication:  Cotempla ¥R-0DT 17.3 mg oral tablet, disintegrating, extended release
Dispense: 30 Tablet

Refills Requested 1

Mote from the Pharmacist

Instruct the patient or caregiver on the appropriate administration instructions

Approve

Refill Request Approvals for Controlled Substances cannot be
Approve Request transmitted electronically at this time. For Approvals use
"Replace” response below.

Deny
Reason Denied

(O Deny Request

(®) Replace Request with NewRx

Mote to the pharmacist:

® Dispense as Written () Substitution Allowed

Preview the New Prescription before Submitting the Response

& Review Submit Response LCancel

NOTE: Approval Response for Renewal requests of controlled substances are not allowed
under Surescripts. Users must select the Replace Request with New Rx option
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Rx Renewal Response Preview

m Rx Renewal Response @
] Rx Reference: d74b3e836ba0481%a17ecaf2f7166bcT1
Patient: Zachary Delaplaine

Medication:  Cotempla XR-ODT 17.3 mg cral tablet, disintegrating, extended release
Dispense: 30 Tablet

Refills Requested 1

Mote from the Pharmacist

Instruct the patient or caregiver on the appropriate administration instructions

Approve

Refill Request Approvals for Controlled Substances cannot be
Approve Request transmitted electronically at this time. For Approvals use
"Replace” response below.

Deny
Reason Denied

() Deny Request

(®) Replace Request with NewRsx

Mote to the pharmacist:

(O] Dispense as Written (7 Substitution Allowed

Preview the New Prescription before Submitting the Response

& Review Submit Respense | LCancel

Preview the New Prescription before Submitting the Response: Check this box to review all
relevant information about the prescription you would like to submit. The system default is to
have this checkbox selected. The following window will open in Read-only mode.
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Review eRx Infor
Rx Ref:

Patient:

Refills:

Special Instruct:

Notes:

Prescriber:

Pharmacy:

Medication:

Quantity:

) Electronic Prescription Submission for

mation
Date Written:  10/26/2021

Winston B

178 Paradise

Royal Palm Beach, FL 33411
UsA

Date of Birth: 3/14/1940 Sex: Male

Fosamax Plus D 70 mg-5800 intl units oral tablet

4 Form: Tablet

2 Substitutions: Substitution Allowed

Take 1 tablet by mouth once weekly in the morning: take with
12+ ounces of only water at least one half-hour before any
meal or beverage,

Obie Zac Mewbie S
Phone: (888) 525-6672

Rx Onling Pharmacy NCPDP ID:8435475
32 Lukens Dr

MewBeach, DE 19720

UsA

Phone: (888) 424-1147 Fax:(888) 421-6650

Net
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After the response is selected then the user clicks on the Submit Response button and the
user will be redirected to the DrFirst Ul TFA Signing window displayed below:

€ EPCSCold

Controlled Substance Prescription Signing Screen

© EPCS Signing Protocol Help

Patient: 76 Deerlake Rd Prescriber: 1361 K Street,

Howard Plower Phitadelphia, , 19103 Wayne Best Washington, DC, 20003
Gender. Male Phone: (814)241-7006
Birthdate: 05/2011970 DEA# DC2450459

NP1 4513223451

Pending Controlled Substance Prescriptions

| Medication Prescribed | Quantity | Refils | Hote to Pharmacist | Pharmacy Order #, Date
M Oxycodone HCL20mg tablet 30 0 Please warn patient of potential hypotension CAPharmacy 10.6MU Order 89
Sig: Take 1 tablet twice a day Blood pressure should be monitored 65432 Cabernet Tum, Written 02/23/2015
with plenty of water Sonoma, CA, 95476

NCPDP ID :9911557

By completing the two factor authentication protocol at this time, you are legally signing the ipti d ing the ission of the above
Information to the pharmacy for The two factor only be Name and DEA number
appears above.

Choose your Device from list Enter your signing passphrase Enter the pin from your OTP token

(VSMT86479326) Andrew's C V| @ esssseae [~ 1

Copyright € 2000 - 2015 DrFirst™ . All Ri

The following windows show a Renewal Request requiring a prescriber’s NADEAN # and error
conditions.

Itemal Uses Messages and Assigned Tasks |

From: Theu @ Status: 10”" IZI [ Include Roles

Time Sender Patent Status
= Recipient Summary of Message ce Task
e, Kaia
egsane recaived that needs vows attention

aann) I

(12 Bead

The user will click the Read button and the Message will open.
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P e sk —
: Message 1Audl J‘ Message or Notification
FromUser  Surescripts Network Date:  2/23/15 Time:  2:15PM
Fwd From: Date: Time:

Recipiert:  Best, Wayne

Reference:  Whiteside, Kara
Prescription Refil Request
Summary: eScript Message received that needs pour altertion

Comments:

Action Options

E Aespond to Electrome F]‘gsclbng Message 1§

Responses: 5 k»’-.d\ 3 'D-:J;:n::. 1 Foward ¢ Complete and Close

Status:  New [Uniead) V Done J[x Cancel |

Then the user will click on the Respond to Electronic Prescribing Message button to find out
the reason for the message.

IE) Rx Renewal Request (=)
Pharmacy Follow Up Request:
Name | Shollenberger Pharmacy Phone: 707 984-5571 Pharmacist:
and | 2002 5. McDowell Bivd Ext Fax 707 983-4744 Agent:

Address | Petaluma, CA 94954

Patient Patient Q
ID: - None Given - D
Name | Cosmo Knott Name | Cosme Knott
and | 123 Address o | 123 Address
Address | City, ST 38514 Address | City. ST 38514
DOB: 12/24/1980  Male Phone: DOB: 12/24/1980 Male Phone:

RxReference  be3fedelfcd14f1c92a871281300be577e6

‘As Dispensed Prescription ()

Date Written: 11/02/2021 Last Filled: 11/09/2021 Date Written: 11/09/2021
Prescriber Order No: 225(1787019 Prescriber Order Mo: 1234567960
Medication: | AV€l0x 400 mg orsl tablet Medication: | Avelox 400 mg oral tablet

Dispense: 5 Tablet Dispense: 5 tablet

Subst. Allowed: YES Refills Requested 1 Subst. Allowed: VES Refills: 0
Prescribed by: Tyler Andal, Il Prescribed by: Tyler Andil, I
1 tablet orally once & day, for 5 days. 1 tablet orally once a day, for 5 days.
SIG: SIG:
Notes{ Notes:

L4 Administrator Tool Response i | Cancel

Net 08

Health. ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



Electronic Prescribing

The following screens display examples of possible scenarios that may be encountered when
submitting a Renewal Request.

der (Select An )

Medication: R_bj { Phendimetrazine 35 mg oral tablet Dispense 1 n
Generic Name: phendimetrazine iq_ jView Drug Info ‘
Drug Strength: 35 mg tablet
Dispense Type: Prescription Substitution Allowed
Prescription / Provider Dispensing Instructions
Dispense Qly: 30 *OF Fom |iablet [=]-
Number of Refills: Auto Sign
= Patient Sig
TekeHowMuch 1 o 0 tablet (=]
Route /Method: | o1l - | [ Posage Calc | (mg/day)
Frequency: three times a day E Special Circum: | B
For How Long: A][r day l : l Stop Date:
SIG 1 tablet orally three times a day, for 10 days. » }
7 L — =
Additional SIG: I =
bllergies:  Latex, Quinolone antibiotics -
Note to 2
Pharmacist -
NADEAN * Mgt R hade soas Nacobod Adde o DEA aumbar!
eRx Phaimacy: @
Associate Problem: @
E&M Risk Level
) Minimal ) Low @ Moderate () High Create Palient Education Leaflet
i “=Reaiied ¢/ Dove  |[X s |

Your Multum Drug Interaction data is more than 30 days old. and should be updated.

Enter a valid NADEAN # for this practitioner and click the Done button.
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After the Done button is pressed then a final preview screen of the Prescription displays:

[ prescription for Ben Adrll |2

Prescribed By Bates, Chinstine A, MD Diagnosis:

General | e Review | Audit * = Required

Medication: ﬁ? * | Bacampicilin
Generic Mame: bacampicillin L._ Wiew Drug Info

Dirug Strength = 400 my tablet Med Product

Prescription ¢ Provider Dispensing Instructions

Dispense Oty | [20) = Form: |tahlet E‘ #
Muraber of Refills: l:l Substitution &llowed

~Patient Sig
Take How Much: | 1 | 1] ‘ | tablet El

Foute / Method. [ arally v E:magecac\ [mgrday]

Frequency Special Circum;
For How Long: u

5IG 1 tablet arally bwice a day. for 10 days.
41
Additional SIG"

Allergies: The patient has Mo Known &llergies as of 7/19/2016.

«2|fezx||e>| €3 D

Mote to
Phamacist
MADEAN: * W ke s M i A tion DEA iwaribar!
Pharmacy: GIANT @ Giant Eagle Pharmacy
Clisstmet At |5, Medication Leaflet | [¢ oK || % cancel |

When the user clicks the OK button, then the Dr. First TFA Signing window is launched as
displayed below:

Controlled Substance Prescription Signing Screen

€ EPCS Signing Protocol Help

Patlent: 23230 Seaport Prescriber: 1361 K Street, Apt 204
Kara Whiteside Akron, , 44306 Wayne Best Washington, DC, 20003
Gender. Female Agility Urgent Care Center Phone: (814)941-7008
Birthdate: 10111/1952 DEA# DC2450459

NPL 4513223451

Pending Controlled Substance Prescriptions

- Medication Prescribed Quantity | Refills | Note to Pharmacist

™ Buprenorphine-naloxone 2 mg-0.5 mg %0 3 NADEAN: 123456789 These are CA Pharmacy 10.6MU Order 91
sublingual tablet notes for the NewRx to Follow. 65432 Cabernet Tum, , Written 02/23/2015
Sig: 11ablet sublingually 3 imes a day. Place Sonoma, CA, 95476
tablet under tongue until itis dissolved. Do not NCPDP ID :9911557

swallow whole.

By protocol at this time, you are legally signing the selected Pt d ing the of the above
10 the for The two factor only be by th whose Name and DEA number
appears above.
Choose your Device from list Enter your signing passphrase Enter the pin from your OTP token
(VSMT86479326) Andrew's C|v| @ | I o ©

Sign and Send -

Capyright © 2000 - 2015 DrFirst™ Reserved
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Once this is completed the prescription Renewal Request will be sent to Surescripts.

If the pharmacy that sent the Renewal Request cannot accept electronic controlled
substance prescriptions, then the following error message will be displayed and the Dr. First
TFA Signing window will not display. The user will be re-directed to the print prescription
workflow.

E
EPCS Prescription Validation Error (610) I ) |

i EPCS Prescription Validation retumed the following etror.

|

| Q Pharmacy nol enable foe CS
‘ If this iz an enor that pou cannot resolve, please contact Aglity Suppost wath thes informabon,

1

When the user clicks the OK button then the user will be taken back to the Prescription
window and the e-Rx box is unchecked. The user will be required to print the prescription.

The following example is a Renewal Request that cannot be linked to an existing prescription:

= o
Pharmacy |
il L * Phone: 7185557181 SN
Ad?ess Brookiyn, NY 11201 Fax: 718 565-7182 Agent
ID- - None Gi Patient Agilty Patient () |
- «None Given - ID
Juka Srrith - ‘

Apt # 203
Address | o Angeles, CA 90001

DOB: 571471988  FEMALE  Phone:

As Dispensed |As Wiiten| Fix Reference REFREQ 2.5 EPCS (PAN)

Address Aptit 203
o Los Angeles, CA 50001

DOB: 5/14/1988 FEMALE  Phone:

Agility Prescription m Not found

Date Witten:  9/14/2014 Last Fiked: 12/02/2014 Date Wiitten:
Prescriber Order No: Prescriber Order No:
Medication: Percocet 10 mg-325 mg Tab Medicatior:
Disperse: 50 Tablet Dispense:
Subst Allowed: NO Refills Requested 30 Days Supply Substiution Allowed: Refils: 0
Prescribed by: W11T171U51 Wayne Best Prescribed by:
SIG: Take one tablet by mouth with food a: needed for pain SIG: -
Notes: Notes: - ‘
lgAdﬁdavaw Tool | h »ﬁespome J [ X Cancel

The user will click the Response button to continue with this request.
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I Rx Reference:  REFREQ 2.5 EPCS [PRN)

P atient: Judia Smith
Medication: Percocel 10 mg-325 mg Tab
Dizpense: 50 T abbst

30 Dayz Supply

Refills Aequested PRM
Moke figen the Phasmacest

Patiert has existng ives condition .
Approve
@ Appiove Request | this dispensing plus * addtional Refll: 1 Total]
Deny
Reazon Dersed
1 Derw Request [ I

~ Dery Request and Submit New Prescription

Mote ta the phamacist:

8 Dispense as Wiilteri 1 Substitution Allowed

@Adm‘rﬂmm Tod | w5 i Response | | X Cancel

Because this was a Renewal Request for an unmatched medication in the software,
whenever the user clicks on the Submit Response button the following message displays to
the user before proceeding with the process.

Agility eScript WARNING! | ]

___ Agiity is unable to update the medication history on the patient's chart to
reflect continuation of this medication You [:}nst complete that step manually.

e Do you wish to send a Refill Response that approvas this request?

[ Y [ No ]}

If the user responds with Yes then the following screen will display:
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m Rx Renewal Response @
Rx Reference: be3feBelfcd14f1c9aal71281300be577eb
Patient: Cosmo Knott
Medication:  Avelox 400 mq oral tablet
Dispense: 5 Tablet

Refills Requested 1

MNote from the Pharmacist

Approve

®

This dispensing plus * | additional Refills (1 Total)

Deny
Reason Denied

(O Deny Request

(O Replace Request with NewRx

MNote to the pharmacist:

O Dispense as Written (® Substitution Allowed

Preview the New Prescription before Submitting the Response

& Review Submit Response | Cancel

The user must select one of the Deny Request options before they can continue. There is
also an error that must be corrected before anything else can be done.

When the user clicks on the :ﬂ button the following error message will display:
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" R« References REFREQ 25 EPCS
Patient: Judia Smith
CE Medication Percocet 10 mg-325 mg Tab
Dispense: 50 T abist
30 Days Supply
Refills Requested Unepecified

Note from the Pharmacist
EPCS Refill Request Validation Errors

Cannct approve Redill Reguest due to the following ences in the Flequest
* Pharmmacy 12 not certifiad for EPCY I

‘I)Qlose l

Because of the error the user will select the Deny Request and Create New Prescription
(DNTF) radio button so that a prescription can be printed.

The user can also select the Deny Request radio button and enter the reason. Then they will
need to enter a telephone call visit through the software and enter a new prescription. If the
user selects the DNTF option, then a message is sent back to the pharmacy and the window
will display allowing the user to print the prescription.

The user will be returned back to the Medication Order window (screen below) and the e-Rx
or pharmacy fields are disabled from any entry.
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E Medication Order (Select Any Medication) for (Ricarde P. Montevideo)

Medication: Q *

PredniSONE 5 mg oral tablet |

Generic Mame: predniSOME @J View Drug Info
Drug Strength: 5 mg tablet
Substitution Allowed
Prescription / Provider Dispensing Instructions

Number of Refills: I:I

+Patient Sig

Take How Much: - t0| |E |tab|et

Stop Date:
b :

Dispense Type: | Prescription

For How Long: |

5IG 1 tablet orally.
16

Additional 51G:

MNote to
Pharmacist

[Je-Rx  Pharmacy: | 6445547 Q Lawrence Academy Rx 10.6

e-Ru Fill Status Notification: | V

Associate Problem: Q

E&M Risk Level: () Minimal () Low ® Moderate () High [T] Create Patient Education Leaflet

e [ [

The user clicks the Done button and the following message displays:

Agility eScript e}
K Controbed Substance presciphions cannot be transmited electronically at this brne.
&8 1, complete this Response peint and sign the prescription.
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Prescribed By: Bates. Christine A, MD Diagnosis:

General | Audit * = Required

Medication: E_T_l-"‘ Bacampicilin

Generic Mame: bacampicilin E iew Drug Info
Dirug Strength: « 400 mg tablet Med Product

Prescription / Provider Dispensing Instructions

Dizpenze Gty = Farm: |tablet IEI E:

Mumber of Refils: I:I Substitution Allowed

=Patient Sig
Take How Much: | 1 | ta | 0 | |tablet Izl
Route / Method: | orally | E]asage Calc | [mgday]

Frequency: Special Circurn:
For How Long: | 10 | ‘day

SIG 1 tablet orally bwice a day, for 10 days.
41
Additional SIG:| |
Allergies: | The patient has Mo Known Allergies as of 7/13/2016.
Mate to
Pharmacist
Pharmacy: Ep.l

Qe Axm | |2, Medication Leaflet | | oK || % concet |
| |

When the user clicks the OK button, the following window displays so the prescription can be
printed:

Void Aiter Dater i

V| Preview the Presciiption

Select your Prink of Fax oplions usng the
toolbar above

This Medication cannot be Electionically Signed

|
V|

Pharmacy 1623300 e
Mal Ordar Phamacy 10 6ML NOCS

1 Dqg j 'x Cancel |

The printed prescription contains the Rx Reference number as required by Surescripts.

-
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Date; 2/23/2015

Mail Order Pharmacy 10.6MU NOCS
1629-90 Supply Ln

Saint Louis, MO 63105
Julia Smith DOB: 53141988
26325 Adams Street
Apt# 203
Los Angeles, CA 90001
Percocet 10/325 oral tablet
Dispense: Fifiy(50) wablets Dispense as Written
Patient Instructions: 1 tablet orally as needed for pain. Take with food.

_Befills: None Void After: 3/09/2015
BxReference: REFREQ 2.5 EPCS

Best, Wayne -
4200 Industrial Park Drive

Alteona, PA 16602
814 941-7006

If the RX Admin Console icon is accessed the window displayed below is an example of
where the user completes the Renewal Requests.
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Review ePrescribing Messages

Inbax | Dutbox

Provider: Best, Wayne

Dizplaying messages dated:

Items in RED need immediate attention

@ thru 34322015 @ Status: | All :i

Received
Time

Date
2418415
21815

241815

W

Fiefill Request

<« [ G

Meszage Detailz Statuz

Fending
Pending

1!

- M. Alew Alexander

RE: Prescription for Mz Debra Tuck

Administrator's Tools

)

Forward Message ]

Once a message is selected then the Renewal Request displays. The user continues with the
process by clicking on the Response button and the same windows as described above will

display.

5] Rx Renewal Request

‘As Dispensed

Date Written: 11/09/2021
Prescriber Order No: 2251787019

Last Filled: 11/08/2021

Pharmacy Follow Up Request:
Name | Shollenberger Pharmacy Phone: 707 984-5571 Pharmacist:
and | 2002 5. McDowell Blvd Ext Fax: 707988-4744 Agent:
Address | Petaluma, CA 94954
Patient Patient Q
ID: - None Given - D:
Name | Cosmo Knott Name | Cosme Knott
and | 123 Address o | 123 Address
Address | City, ST 38514 Address | STty 5T 38314
DOB: 12/24/1980  Male Phone: DOB: 12/24/1980 Male Phone:
RxReference  he3feBelfcd14f1c9aal71281300be577e6

Medication: | Avelox 400 mg oral tablet

Dispense: 5 Tablet

Subst. Allowed: YES Refills Requested 1

Prescribed by: Tyler Andal, Il

Prescription ()

Date Written: 11/09/2021
Prescriber Order No: 1234367960
Avelox 400 mg oral tablet

Medication:

Dispense: 57ablet

Subst. Allowed: YES Refills: 0

Prescribed by: Tyler Andal, Il

1 tablet orally once a day, for 5 days.
SIG:

1 tablet orally once a day, for 5 days.
SIG:

Motes:|

Notes;

@‘ Administrator Tool

Response

Cancel
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Rx Cancel

If the prescriber selects to cancel a prescription it results in a Cancel message sent from
EHOM to the Pharmacy. If the pharmacy can’t find the prescription, they may send a
message back to the prescriber stating that the electronic cancel did not occur.

Click the Review Messages and Task icon to review messages.

The following window will display:

5 Ag;ﬁly Message and Task Management Console =G r I

ﬁmemal User Messages and Assigned Tasks l

From: ‘ ‘ Thru: ‘ ; € Sttust | gpen o | Oinclude Roles
() Refresh Date I Time Sender Patient Status
** Type *** Recipient Summary of Message or Task
New 72321 412PM Surescripts Network Ivan
Message or Notification  Tyler eScript Message received that needs your attention
4 Received
! Sent

(K@ «20 [ min

= Read
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Select the message and the following window displays:

"% Review Received Message or Task ]
@E Message or Notification

From User:  Surescripts Network Date:  7/23/21 Time:  &12PM

Fwd From: Date: Time:

Recipient: Tyler

Reference: Ivan

Surnmary: eScript Message received that needs your attention

Comments: |

Action Options

I Respond to Electronic Prescribing Message |

R 1 ‘. el i
esponses _“} Ak fmdmg t Forward ' Complete and Close

Status:  Mew (Unread) ' Done Cancel

This window will display relevant specifics about the e-RX request. Prescribers may respond
by clicking the Respond to Electronic Prescribing Message button. The following window will
display:
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PR B —
m Cancel Rx Response Acknowledgement =

Msg ID: a10424ff274d45e5a5843dc67a57230e
Date/Time Received: 7/23/2021 412PM

Message Details

Patient: Mr. lvan Birth Date: 12/15/1965 Gender: Male
Prescriber: Tyler AB

Medication: Augmentin 500 mg-125 mg oral tablet

Pharmacy: Shollenberger Pharmacy

Status: Denied

Denial Reason: Patient is unknown to the pharmacy.
Response Note: Medicine out of stock

Suggested Actions:  Acknowledge the Message

l& Administrator Tool % Acknowledge

To complete the response, click the Acknowledge button. The system will document your
response on the Review Received Message or Task window and on the Audit record.

There are seven (7) Denial Reasons that may be sent:
e Patient is unknown to the Pharmacy
Patient never under Provider care
Unable to Cancel Rx. Rx transferred. Include available pharmacy contact information
Unable to Cancel Rx. Prescription not found at pharmacy
Request already responded to by another means (e.g., Phone or Fax)
Unable to cancel prescription; prescription was transferred to another pharmacy
Unable to Cancel Rx. Please contact pharmacy

Note: If an electronic prescription is cancelled, the status will indicate that as Canceled -
eRx. Otherwise, the status will be Canceled. When receiving Rx Cancel Response messages,
if the status of the Rx Cancel is Denied, the status on the associated prescription is E-Cancel
Denied.
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Controlled Substance Reporting

EPCS Daily Audit Reporting tab

When the Dr. First Interop Parameter flag is enabled this tab becomes available.

Additionally, an Automation Schedule record is created to run these reports daily.
Administer Security System Settings

[Securityl Auditing |Additional Dptionsl

[ Systerm Audit Log Settings " PHI Audit Trail Settings I EPCE Daily Audit Reporting I

EPCS Certification requires that Audit Log Fieports and a Prescription Log be automatically generated on a daily
basiz and maintained for a penod of at least 2 years. Aqility will automatically generate these reparts for wou and
automatically purge reports that are more than 2 years old.

What time of day would like this task to un? 01:006M

Audit Log Data Retention O ptions

Audit Betention D ays: 720 Last Audit Purge:
Nest Audit Purge D ate: 072017 By User:
’ET[I File Locations ] ’@ Fax « E-Mail ] ’ DE Connect Setup ] [ ¢ ak. ] ’ 3 Cancsl ]

The Time of Day to Run field allows the user to change the timing of when this function runs
so that it does not interfere with other scheduled events (backups, etc.).
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System Auditable Events

The software will create System Auditable Event records for data that is being entered for
prescriptions. It will include the following:

Date of & time of the event,

Type of event,

Identity of the person taking the action,
Outcome of the event (success or failure)

Application version on each record

The following activity will trigger creation of the Audit Records:

Action Event Type Affected Data

Added Prescription Created Patient Prescription
Changed Prescription Updated Patient Prescription
Viewed Prescription Viewed Patient Prescription
Canceled Prescription Canceled | Patient Prescription
Deleted Prescription Deleted Patient Prescription

Administration Event

Printed-1st time PHI Export Patient Prescription

Reprint (after 1st PHI Export Re-Print Prescription for

print) non reason: XXXXXXXXXXXX

controlled

substance

Printed Copy PHI Export Patient Prescription Copy

(Submit/Controlled

Substance

Print All PHI Export Visit Prescription

Submitted Prescription Prescription Submitted
Submitted Electronically

LAC Admin Access | Security EPCS Logical Access

Control Initiated

Signing Access

Interop Security DrFirst EPCS Functions
Parameters Dr. Administration Event Enabled/Disabled
First

EMR Parameter Security EPCS Functions

EPCS Enabled Administration Event Enabled/Disabled
User Account EPCS | User Account Security | User Account

Granted/Revoked EPCS
Prescription signing
Access

User Account LAC
Administrator

User Account Security

User Account
Granted/Revoked EPCS
Administrator Access
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Security Security Audit Log Settings
Parameters Administration Event Modified

Auditing

Dr. First Ul Signing | Prescription Signing EPCS Prescription
Event Signing Initiated

These stored audit records are protected from unauthorized deletion or modifications.
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EPCS Audit Event Report

A Database Integrity Log is currently accessible from the View System Audit Log window. The
button is in the lower left of the window and is titled the Audit Log Integrity Report. This
report captures any changes made to the database tables outside of the application (for
example an SQL query). This report will be part of the automated reports that are generated
each day for the System Administrator and Prescribing Providers to review.

Sample System Audit Log Integrity Report

The software will generate an Audit Event Report each day for any activity containing any
auditable events pertaining to EPCS Prescriptions, Access to the application, and
Administration of EPCS parameter settings. This report can be run from the Admin.exe
program under the Auditing NAV bar, using the View System Audit Log window. This report
will be part of the automated reports that are generated each day for the System
Administrator and Providers to review.

This report will be accessible only to user accounts that have Security Admin Access rights
enabled. It will not be accessible to any other users through the Admin.exe.

Once the report is run, one of two outcomes is possible:

1. No Intrusions to the software were detected.

Date: 03/18/2015 Agility 10.7 QA Page: 1
Tome. 10:30AM System Audit Log Integrity Report
EPCS Daily Analysis

Event Transaction  Date / Time Event Type Grenerated by Usex Workstation

Aundit Log Integrity Verified (No audit log entries detected az altered or deleted from outzide the syztem)!
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2. Unauthorized changes the database from outside the system were detected.

Time: 4:13PM

Date:  03/13/2017 Net Health Altoona Development Team

System Audit Log Integrity Report
Generated by, TK

Page: |

Event Transaction  Date / Time Event Type Generated by User Workstation
0000021866 2017-03-13T11:56:39-04:00 User Login/Logout Wilkins, Todd K Jr ALTLTO176
Description User Login Successful

System Component ADM 10.14.2 Application Component:  SystemLogin:UserLogin

* Wamning: System Audit Log entry altered outside of the application!

Before After
Event Trx: 0000021866 0000021866
Event Type: User Login'Logout User Login/Logout
System Component: ADM 10.14.2 ADM 10.14.2
Application Component: SystemLogin:UserLogin SystemLogin:UserLogin
Execution Thread: 0000000001 0000000001
Description: User Login Successful User Login Successful
Outcome 1 0
Employee Number:
User Number:
User Code:
‘Workstation: ALTLTO0176 ALTLTO176
Event User. 2012912605 2012912605
Event Date: 3132017 3132017
Event Time: 11.56AM 11:56AM
Audit Date (UTC). 3132017 3132017
Audit Time (UTC): 3:56PM 3:36PM
Integrity Hash: 04FA735DESF46B851AB7522747684975F35BAFSD 04FA735DESF46B851AB7522747684975F35BAF9D
Sequence Hash: B30E73EE1ACEF90EG3FFDA4B8A15464555788CEB B30E73EE1ACEF90EG63FFDA4B8A15464555788CEB

If data has been compromised, the general nature of the intrusion is described in red in the
top panel. Details of the change are described in the lower panel. It consists of the left
column listing all of the log fields as well as two columns to indicate before and after data.
The data which has been altered is in red text.
Records that are completely deleted will display only one column but will indicate the
missing record as a transaction number in the both the upper and lower. The system will
display one full page for each missing transaction.

The report will contain the following information for EPCS Prescribing Practitioner users:

e Date of

the event

e Time of the event

e Type of
O

O

Event

Attempted unauthorized access

Successful unauthorized access

Attempted unauthorized modification of information
Attempted unauthorized destruction of information
Successful unauthorized modification of information
Successful unauthorized destruction of information
Interference with application operations

Attempted interference to audit trail functions
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o Successful interference to audit trail functions
o Log on activity
o Log off activity
o Failed Log on attempt
o EPCS Provider status changes (Enabled, Disabled)
o Prescription Status
= Creation of prescription
= Alteration of prescription
= |ndication of readiness for Signing
= Submitted
= Deletion of prescription
o Audit Log changes
e Identity of the person taking the action

e Qutcome of the event (success or failure)
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Date: 03/19/2015

Date / Time Workstation

Net Health Agility - Test Database Page: 4
System Event Audit Report
Generated by Biller, Melissa

Generated by User Event Type Ouicome

2015-03-12T10:16:40-04:00 ~ ALTLTO146
Description User Login Successful
System Component: AGILITY 10.07.50308
2015-03-12T10:16:32-04:00  ALTLTO146
Description Application Startup
System Component: AGILITY 10.07.50308
2015-03-12T09:39:10-04:00  JSHIELDS
Description Andit Log Accessed
System Component: ADM 10.07.50308
2015-03-12T09:39:05-04:00  JSHIELDS
Description Application Shotdown
System Component: AGILITY 10.07.50308
2015-03-12T09:39:05-04:00  JSHIELDS
Description User Logout Successful
System Component: AGILITY 10.07.50308
2015-03-12T09:38:56-04:00  JSHIELDS
Description Patient Prescription
System Component: AGILITY 10.07.50308
2015-03-12T09:38:56-04:00  JSHIELDS

System Component: AGILITY 10.07.50308
2015-03-12T09:38:25-04:00  JSHIELDS

Description Prescription Submitted Electronically

Biller, Melissa User Login/Logout Success

Application Component: System:Login:UserLogin
NA System Start/Stop Success

Application Component: Main

Biller, Melissa Security Administration Event Success
Application Component: ViewSystemAunditLog
Biller, Melissa System Start/Stop Success
Application Component: Main
Biller, Melissa User Login/Logout Success
Applicafion Component: System:Logout
Biller, Melissa Prescription Updated Success
Affected Patient ID: 39
Application Component: RequestRxElectronicSubmission
Biller, Melissa Prescription Submitted Suceess
Affected Patient ID: 59

Application Component: RequestRxElectronicSubmission
Biller, Melissa Security Administration Event Success

Automated Generation of EPCS Daily Audit Reports

Automated Batch Reporting must be set up to generate the required daily Audit Reports for
all prescribing providers.

e System Event Audit Report
e System Audit Log Integrity Report
o Daily Prescription Log

These three reports will be run every night and be accessible through both the Admin.exe
and Agility.exe.

Through Admin.exe
Under the Security Auditing NAV bar menu, select the button titled EPCS Daily Audit Reports.
It is only available for System Administrators and Prescribing Provider users.
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Security Auditing

View Audit Logs |

[ » iew Spetem Audic Log ]
[ » View PHI Audt Trai J

Purge Audit Logs ‘

-

Purge System Audit Log ]
Purge PHI Aud Trail |

-

-

Purge User Access Log ]

EPCS Audit Reports ‘

» EPCS Daily Audit Reports |

Through Agility .exe

Under the Reporting NAV bar menu, Special section, select the button titled EPCS Reports. If
a user also has Automated Batch Reports, then the users’ “My Reports” button will no longer
display in this same spot. Users will need to use the software tool bar icon to view their
reports. This button will be available only for Prescribing Provider users.

Special

[ Quick Protocols ]

[ B atch Repaorting ]

EPCS Reports

E}Hume

When the user selects the EPCS Reports button, the following window will display:
Daily EPCS Audit Reports

Search:

Include Reviewed Reports?

Dat Report Title Last Reviewed
ate Description

Status # of Files Date o

e )
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Users may highlight the line to be reviewed and click the Review button. The following
window will display:

View Generated Report File(s) IEI

Repart D ate: 3418/2015

Title: EPCS Audit Reports and Prescription Log

Sub Title: Automated Daily Fepart for 34172015
Fepoart Started an: 3418/2M5 at B15PM
Fepoart Finished on: 3/18/2M5 at B15PM
Last Reviewsd on: IM82ms st 518PM

Generated Report Files

Spstem Event Audit Repart 20150318 1715, pdf

FOF
Syztern Audit Log Integrity Repart 20150318 1715 pdf %
’ 4+ Open File in Diefault Yeivwer ] [V Ok ] ’ 3 Cancel ]

Each report that ran for the day will display. Users may open selected reports in the PDF
viewer to review. There may not be a Prescription Log if there was no prescription activity on
that day.

Prescriber Prescription Log Reporting

The software will generate a log of all Controlled Substance Prescriptions issued by a
Practitioner; the log is readily retrievable from all other records, upon request.

Under the Reporting NAV bar menu, Clinic Activity section, select the button titled
Prescription Log. There will not be any options for Clinic or Company on this report because
they do not apply.
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Clinic Compary
Clinic Activity
Yisits Recon
Cash Recon
Yizitz Log
Prescription Log
Pending Results
Scheduling
Ma Shows
Letters / Lists ...
Provider Practice.

Emplovee Health..

[

A readable formatted log report for all controlled substance prescriptions issued by a
practitioner for both electronic and printed prescriptions display. This report will be
accessible only to user accounts that have the Prescribing Provider Access flag enabled. It
will not be accessible to any other users.

Select the Prescription Log button and the following window displays:

Repat From 9u01/2016 ThuDate: 93072015 &l
Prescription Option Repot By
) Centrelled Substances Orlp 1) | Palient Name
) Nen-Coriialled Substances 2) [None (]
) All Prescriptions
© @

Provider: Chaistine &. Bates MD

.

eport Tile: Providér Prezciplion Log
Subtitle: All Prescriplions & Med Diders
[¥] Preview Repait [.g. Print J ’ X Cancel l

Users have the following selection options:
o Date Range entry for specified period

o Filters and includes any prescriptions within the date range for the Type of
Prescriptions selected.

o Any prescriptions added, changed, or canceled within this date range will be
displayed on the report.

e Type of Prescription
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o Controlled Substance prescriptions

o Non-Controlled Substance Prescriptions
o All Prescriptions

o All Prescriptions and Med Orders

e The Provider field - a selectable option for the report will create a page break for each
Practitioner. If no Provider is selected, the report will include all Providers with their
prescriptions activity that occurred within the date range.

e There are two Report By fields to allow selection of the following sort options:
o Patient name
o Drug Description
o Prescription Date of issuance

NOTE: If “All Prescription and Med Orders” is selected, the choices for Report By changes
to the following

Option 1: Drug Description or Patient Name

Option 2 when Option 1 is Drug Description: None or Patient Name

Option 2 when Option 1 is Patient Name: None or Drug Description

e Provide a .csv formatted file option with the following requirements:

Agility Exported Data File (=23
Save File To:

@ My Secure File Folder

() Other File Folder

Agility requires the following infarmation far your file export request. Some entries below may
hot be changed depending upon pour system's Security Settings or Agility program
requirements.

HOTICE: This file will be stored in your Secure File Folder

Falder: gty 10_07 FebtAgilitydatat dserD atat 201291 2552

LT LTI DEN 2015031 0-151TCAT

File: Type: Comma Defimited [oev]

[¢ oK | [5 Concel |

o The software allows memorizing this report to be used in the batch reporting for
automation.

o The report displays the following data fields:

o Prescription Practitioner name: Last name, suffix, first name middle initial,
suffix format and NPI#.

o Patient name: Last name, first name, middle initial, and DOB.
o Drug/ Medication Name, Strength, Form & Quantity prescribed

o Schedule # for controlled substances
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Prescription date of and Prescription Time of the activity in HH:MM am/pm
format (activity = created, modified, canceled, deleted, printed, electronically
submitted).

Pharmacy Name, NCPDPID, Address, City, State, Zip code and Phone number.
(Printed only for prescriptions).

How the Medication is provided to the Patient: Administered in-house:
Dispensed in-houses; Over-the-Counter.

Status: created, modified, canceled, deleted, printed, or electronically
submitted. Included are the date and time created, modified, canceled,
deleted, printed, digital signed, electronically submitted in MM/DD/YYYY
format.

= Administered - Administered Date and Time
=  Completed - Completed Date and Time

= Pending - Date and Time

The Daily Automated Prescription Log will contain only Controlled Substance Prescription
Activity for that day for each Provider and will page break between Providers. This report may
be set up on a schedule and automated through the Automated Batch Reporting function.

Sample Report Example:

Provider Prescription Log Reporting for the Period: 9/01/2013 Thru 9/3012016
Reporting by Drug Description, None
Net Health Altoona Development Team Provider: Christine A. Bates MD NP1 0123456789
All Prescriptions & Med Orders
Patient Drug Neme Sched DateTime ~ Pharmacy Status
Adrill, Ben Etodolac 300 mg oral capsule 06/22/2016  Giant Eagle Pharmacy Printed - eRx
DOB: 01/13/1965 60 capsule 852am  NCPDPID: asof 062212016
1001 Main Street AN
Greensburg, PA 15601
831-657-8300
Adrill, Ben Acetaminophen 111022015 Over-the-Counter Submitted
DOB: 01/13/1965 500 mg tablet 100 asof. 11102015
4:07PM
Adrill, Ben Acetaminophen 80 mg/0.8 mL Liquid 1 Dropper 11/10/2015  Over-the-Counter Submitted
DOB: 01/13/1965 80 mg/0.8 mL liquid 1 asof 11102015
4£11PM
Adrill, Ben Amoxicilin 111172015 Over-the-Counter Submitted
DOB: 01/13/1965 500 mg tablet 30 asof 11112015
1:18PM
Adrill, Ben Medication Dispense Order 06/22/2016  Dispensed in-house Submitted
DOB: 01/13/1965 10 mg Tablet 30 Q 8:40AM asof: 06/22/2016
8.40AM
Adrill, Ben Medication Dispense Order 0672212016 Administered in-house Canceled
DOB: 01/13/1965 20 mg Tablet 20 8:42AM asof 06232016
1:00PM
Adrill, Ben Medication Dispense Order 06/2212016  Dispensed in-house Submitted
DOB: 01/13/1965 1.5 mg Tablet 20 8:40AM as of: 06/22/2018
8:49AM
423PM
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TWO-FACTOR AUTHENTICATION

Legacy Drug Setup - Currently limited to use in State of Ohio
To ensure positive identification of a prescriber using electronic prescription, the software
employs two- factor authentication (TFA) during entry of all Medication Orders. The difference
between the two TFA methods is:
e Forlegacy drugs where the two-factor identification (TFA) is required, the user is
prompted during the ordering of the medication.

e For electronic controlled substances the two-factor identification (TFA) is required,
whenever the user submits the prescriptions to Surescripts.

While a number of devices could be used for legacy drug TFA, the software requires both a
bar code and a user password to allow the medication ordering of prescriptions for the State
of Ohio and any other state that might require TFA for non-scheduled drug electronic
prescribing. The prescriber must have two credentials to pass positive identification, the
correct bar code, and the correct password for legacy drugs.

The following section deals with legacy drug electronic prescribing and TFA processes. Both
credentials are attached to the individual prescriber user accounts as part of the setup
process (described below). We recommend this be the responsibility of the client’s
administrative security users. Bar codes and passwords are securely stored within the
database by using encryption.

Authentication Rules
In order to use electronic prescriptions, there are a few setup steps within the software that
force the software to require two-factor authentication. From the software home NAV bar:
1. Select Setup / Admin
2. Select EMR Params to display the [Set up EMR Parameters] Window
3. Click the PRESCRIPTIONS tab, which will display two sub-tabs.
4. Click the AUTHENTICATIONS RULES FOR PRESCRIPTION HANDLING tab
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Set Up EMR Parameters @

General | Mote Sections | Security / Confidentiality | Prescriptions | Automation | Drug Interactions | Other Fules | Other

Business Fules for Prescription Handling| Authentication Rules for Prescription Handling

Two-Factor Authentication using Pazsword and Barcode Reader Device

[] Require authertication when Administering a Medication (e.q. Ohia)

Twio-Factor Authentication uzing Password and Barcode Reader Device

[] Require authentication when Dispensing a Medication [e.q. Ohia)

Two-Factor Authentication using Pazsword and Barcode Reader Device

Twio-Factor Authentication uzing Password and Hard / Soft Token Device

Mote: The default prescription printer must be et up for each clinic individually. This must be done by the System Administrator in the Clinic Setup

area.
X cowe

Four options are available to control the method of Provider Authentication.

e The first check box turns on the Medication Orders TFA Authentication which is
required for Ohio. A bar code reader device scans a badge, and a password is
entered for all medication orders entered through the EMR. This method will only be
available for EMR licensed clients.

e The second check box will force the user to provide Two-Factor Authentication when
Administering a Medication. This check box is defaulted to unchecked.

e The second check box will force the user to provide Two-Factor Authentication when
Dispensing a Mediation. This check box is defaulted to unchecked.

e The fourth check box allows for Controlled Substance Prescriptions to be submitted
electronically and a TFA Authentication process is required. The provider must use a
hard/soft token device to enter the Two Factors whenever the prescriptions are
submitted electronically. This field is disabled until the Interop Parameters have the
Dr. First Enabled flag turned on. Once the Interop Parameter has that flag switched
on then the above second check box will be available on this parameter.

NOTE: Under the BUSINESS RULES FOR PRESCRIPTION HANDLING tab, there are additional
rules for prescriptions. In particular, some states require specific fields to be printed. In the
case of Ohio, the format is contained within a user defined prescription printing template
that is selected as part of a table. This template contains the required fields as mandated by
the state of Ohio for prescriptions that are printed.
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Set Up EMR Parameters @

General | EMR Note Sections | Security / Confidentiality Prescriptions ]Automalionl Drug Interactions | Other l

Business Rules for Prescription Handling | Authentication Rules for Prescription Handling |

[ Automatically Sign Prescriptions during the Charting Process (does not apply to Scheduled Medications)
[ Automatically Print Prescriptions during the Charting Process (applies to All Medications)

[ Jiliow Electronic Signatures on Scheduled Med Scripts (does not apply to auto-si

[ Display Eligibility and Formulary Benefit Information during the Prescription Wiiting Process
Default Medication Substitution Rule

() Dispense Medication as Written @ Pharmacist May Substitute an Equivalent

[] Print Payer Information at the bottom of Script for Workers' Comp Medication Prescriptions

[¥] Print *"work Comp™ on Script to Inform Pharmacist when Item is a Workers' Comp Prescription

Yoid After Days: 14  [default number of days after which script becomes void - blank if not applicable]
[¥] Preview when Printing Prescriptions (if unchecked, prescriptions will go directly to the printer without review)

Scripts per Page: 1 [print 1, 2 or 3 scripts per page when printing group of prescriptions)

Script Template: ‘ E OHIO Required Prescription Template
nclude Diagnosis Descriplion on Frescrption 5 cripes

[ Automatically Sign Orders for Durable Medical Equipment (applies to DME's only)

Note: The default prescription printer must be set up for each clinic individually. This must be done by the System Administrator in the Clinic Setup
area.

[V 0K ”x Cancel ]

Clicking the table icon will display the [Prescriptions Print Format Templates] window where
you may select a particular template that will be employed for each prescription that is
printed.
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Prescription Ternplate

General  Template | Presview ]

Standard T ags [

Prescription Time

Patient ID

Patient M ame & Address
Patiztt M ame

Patient &ddress

Patient D ate of Birth
Fatient Age

Cliric: M arne

Clinic &ddress

Clinic: Mame and Address
Clinic: Phore

Cliie: Fax

FPhysican Mame and Address
Physzican Mame

FPhysican Address
Physican Phone
Physican Fax

Physican State License Mo,
Physican DEA Mo,
Physzican MPI No.

M edication Mame

M edication Strength
Digpenze Quantity & Form
Dizpenze Quantity
Dispensze Form

Murmber of Refills

Sig Inztructions

Mote to Pharmacizt

Talnzert 3 'Tag" place the cursar in
the Template Text area where pou
want it to appear then double-click on
the tag in the lizt above.

Template Text

Prescription D ate |

| Date: [&3 criptDate]
[&ClinicMName]
[&ClindcA ddressl]
[&Clitric A ddressl]
[&ClindcA ddress3)
[&ClinicPhone]

[&PatieniMame]

[EPatientA ddressl]
[&Patients ddress2)
[&PatientA ddress3]

DOE: [&Pat DOE]

[&Medication Name]
Dispense: [EDispense] [EEub AllowD AW

Patient Instractions
[&Eig]
Refills: [&# Refills] Void After: [&Void Date]

[&ProviderName] - [&Prv 3tate Lic. No ]

Presrber's Signature

DEA#H

Note to Phatameist

[FxDDOLT hlmdal

m

@ ] % | B

]Times Mew Roman

~[s - slz]u]| - B =[S

|

[] Use this template as the default for préscriptions?

[¢ ok

| [% cancel |

The Ohio template is shown above as an example. This feature allows specific information to
be included on the prescription depending upon the individual state requirements. Staying
with our example, Ohio requires the printed prescription to say, “Substitutions Allowed”, or
“Dispense as Written” in text, not abbreviated or not as a checkbox. Clients will need to build

individual prescription templates and include the field tags as necessary.
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Register Credentials

Bar Code Registration

When using a bar code scanner for positive identification (two factor authentication), there
must be a bar code registered for each individual prescriber. When a prescriber writes a
medication order and two-factor authentication is required, his bar code badge will be
scanned to compare that code to one that is on file which was previously entered and
attached to his user account. In addition, the use of bar codes requires that the actual code
cannot be reproducible, for example it must be copy protected.

To register bar codes within the software.

1. Select Setup / Admin
2. Select User Codes to display the [Change User Account] window.
3. Click the ROLES tab.
4. Click the EMR CHARTING sub-tab. Through the medication ordering setup process,
this user has prescribing provider access, as noted with the checkbox below.
‘ Change User Account - Best, Wayne @

Liger | Rales |Drganizati|:|n Access " System Access " Patient Hestrictiunsl

I.-’-‘-.dministralive "Tal:ules ][ Clinic "Flepu:urting| EMR Charting ‘Billing "Sales"HIF‘.ﬁ.ﬁ."Dtherl

Agility Acceszs Rights for this User

EMR Charting Access Rights
Patient History & Witalz Entry
Eatient Fuam & b0k F b

Prescribing Provider Access

EMA Template Setup Access
EPCS Signing Access

Clinical Decizgion Support [CDS] Guideline Access
C0S Guideline Access: Mo Access |E| ["] Disable CDS Guideline Alerts?

|—>’

Azzign Passward ] gﬁignature ] [ V Ok ] [ x Cancel ]

e-Rx Authentication Credentials ]

5. Click the e-Rx Authentication Credentials button to display the [Assign Rx
Authentication Credentials] window. This window defaults to the CREDENTAL sub-

tab.
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4 Assign Rx Authentication Credentials @

dzer Code:  WwWAYMNE

dzer Hame: Best, \Wayne

[[] Rx Authentication Suspended or Inactivated

Credential | Password | Audit

Capturing an Authentication Code RBequirezs Two Scans

1. Capture Scan |

= | 2 %enfy Scan

* - required [V ] ] ’x Cancel ]

This is the window that allows you to register the bar code which is unique to this prescriber.
The code will be scanned twice: once to enter it and a second time to verify it. Both codes
must match to create a valid bar code credential.
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Password Registration

Click the PASSWORD tab to record the second identifier and the following window will
display:

. Assign Rx Authentication Credentials X ]

dzer Code: STUDEMT

Ilzer Hame: Bates. Christine
[] Rx Authentication Suspended or Inactivated
Credential| Password | Agdit

Authentication Pazaward

Agsign Password; || ®
Confirmn Paszward: =
Paszwiord

[] authentication Pazsword Mever Expires

E xpiration Date: 30352017

Last Changed:

[] Require change at nest login

* - required & 0K ¥ Cancel

Using this window, you may enter the prescriber’s individual password. The password will be
entered once to capture the code, and a second time to verify it. Both passwords must
match to be valid. You may also assign password expiration rules. If a prescribing provider’s
E-Rx password is set to expire within 30 days as displayed above, the user will be prompted
from the login screen, upon clicking “Login” with a warning their E-Prescribing password is
set to expire.

NOTE: This is not the login password. This password is for medication ordering only.
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Change a password

There are a number of ways a Provider may be prompted to change their password.
1. By choice, selecting yes on the password expiration warning.

Rx Authentication Password Expiration L S

== Would you like ta change your Bx Authentication password now?

Yes ] [ No

Select Yes to reset your password. The Change Rx Authentication Password window
will display.
Select No to enter the application and skip the password reset.

2. Password expires based on the System parameter that identifies the number of days
until a password expires. At login:

Rx Authentication @J

s Your Rx Authentication Credential Password has Expired!
L!A Contact the Agility Security Administrator for assistance

Select OK to enter your new password. The Change Rx Authentication Password
window will display.

3. An Administrator selects the checkbox to “Require change at next login”.

Rx Authentication Password Reset o, Sy

A Your Rx Authentication password was reset by the system administrator,
p2

You must change your Rz Authentication password to place new medication orders.

Select OK to enter your new password. The Change Rx Authentication Password
window will display.
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4. An Administrator selects the checkbox “Rx Authentication Suspended or Inactivated”.

Rx Authentication Password Reset jo—’ )

. Your Rx Authentication password was reset by the system administrator,

£

You must change yowr Rx Authentication password to place new medication orders.

Select OK to enter your new password. The “Require change at next login” checkbox
will be automatically checked, and the Change Rx Authentication Password window
will display.

Additionally, any Provider that is suspended will be prevented from ordering an
electronic prescription at the time the order is placed. A warning message will
display indicating that the Provider’s credentials have been suspended.
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The Change Rx Authentication Password window.

Change Rx Authentication Password

User Code: TODD
User Name: Wilking, Tadd Jr
Rx Authentication Password

New Password:

Confirm New Password:

Nate: You must enter and confirm a new Rx.duthentication password.

I‘IOK |

Enter your new password and then confirm it below.
Select Ok to continue to the software.
Select Cancel to exit the software.
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ELECTRONIC PRESCRIPTION ADMINISTRATION

Overview - Electronic Prescribing

The software has been certified to send and receive electronic prescription messages on the
Surescripts Pharmacy Information Exchange Network. Prescribing providers can send
prescriptions they write directly to the patient’s chosen pharmacy via the Surescripts network
as long as that pharmacy is a member of the Surescripts network. Additionally, pharmacies
can communicate patient requests for prescription refills directly to the prescribing provider.
Both the electronic prescribing messages used by the software and the pharmacies are kept
in lists that must be checked periodically to ensure messages are flowing properly between
the prescribing providers and the pharmacies. This is the responsibility of the Net Health
Electronic Prescription Message Administrator.

Electronic Prescription Message Administrator’'s “Role”
The Electronic Prescription Message (eScript) Administrator’s primary responsibilities are to
monitor the electronic prescription messages for error or Renewal Request messages and to
work with prescribing providers to correct errors in electronic prescription messages. This
role is governed by a user “rights” option which is set up by the Net Health Security
Administrator in the User Account Code setup window on the ROLES, ADMINISTRATIVE tab.
The Surescripts Administrator role provides user access to tools for monitoring and managing
the electronic prescription messages for the clinic. It is a requirement of the Surescripts
network that these rights are to be given to one user per clinic per shift. You should have at
least two eScript Administrators, so that one can cover for the other when on vacation or
absent.

It is vitally important that your eScript Administrators are fully trained in their responsibilities
and are diligent in performing their duties. While these duties should not be cumbersome or
time consuming, failure to perform them properly can have broad implications for your
organization, both medically and legally. Furthermore, failure to operate in accordance with
the Surescripts provider agreement may result in the provider’s being prevented from
participating in the network.

The remainder of this document provides the basic reference information required by the
Electronic Prescription Message Administrator in order to perform his or her duties in a timely
and effective manner.
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Electronic Prescription Message Inbox & Outbox

Several types of messages are used for electronic prescriptions. Some are received by the
software and some are sent by the software. Incoming and outgoing messages are stored
separately in an Inbox and an Outbox. The “Outbox” contains new prescription, cancel
prescription, Renewal response and prescription change response messages sent by the
prescribers. Renewal Requests, Fill Statuses, Prescription Change Requests, Cancel
Responses from the pharmacies and error messages from the Surescripts network are
entered in the Inbox.

The software alerts the eScript Administrator when new messages are received (that require
attention) by changing the color of the Rx icon on the top toolbar button from black to a red
Rx. This button provides access to the Electronic Prescription Message Inbox and Outbox as
well as administrative tools for correcting errors and re-submitting corrected messages.

-

(O ol laall D] = e |~ 2R 1/ ’
T [HIPAAJ | [ - ||
%e)@w L = al&e:] @) a)pl
The screen below is displayed by clicking the Rx button on the toolbar. It contains the
Inbox/Outbox views of electronic prescription messages for your clinic.
' ) Review ePrescribing Messages (===
Items in RED need immediate attention
Provider: D McManus, Lena
‘ wvor 50 Displaying messages dated: ' 9/11,2021 o thew D gsyy0021 ! y  Status: lp"‘d""l
Received |
Type Message Details Status
Date Time N |
F;!lll 7!’()’5:’&):1 R;(’Zi\nnqerﬂ-&quﬂr‘ B 'éii:'i’rncu;;;hurn ;o: Juan Pending
811721 10:52AM Rx Change Request RE: Prescription for Rowens Pending
811721 10:52AM Rx Change Request RE: Prescription for Winston . Pending
811721 10:52AM Rx Change Request RE; Prescription for Winston Pending
Weddlr v ining - < >
.Q\ Administrator's Tools C. Forward Message (“J Qpen Message
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Notice that the Inbox items are displayed on the first tab, and the Outbox items are
displayed on the second tab.

On the Inbox screen above, you can see that there are two messages, both of which
are listed as being “Error” type messages in the Error column. The Status column
shows the status. In this case, these messages are marked as Completed, meaning
that they have been dealt with. All messages are permanently stored in the system,
and you can view messages for a specific date range and/or status. The default
when you first open the Rx mailbox is view new, unread messages.

In the Outbox display below, you see three outgoing messages of the type “New Rx”
(new prescription). The Status of two of these is marked as Error (User), meaning
there is a problem that needs to be dealt with. The third one is shown as submitted.
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Message Types and Statuses

m Administrator's Console - Electronic Prescription Messages @
Message Type: | (All) ~ | Status: | (Al R
o Messages for dates | 9/21/2021 3t [005200 | @
Date | Time ‘ Type ‘ Follow Up‘ Status ‘ Description / Metwork Status / E ~

9/29/2021  2:32PM Status Processed
9/29/2021  2:41PM Rx Change Request Processed
9/26/2021  2:41PM Rx Change Request Processed
9/29/2021  Z:44PM Status Processed
9/26/2021  2:44PM Status Processed
9/29/2021  2:47PM Rx Change Request Processed
9/26/2021 Z:48PM Status Processed
9/26/2021  2:48PM Rx Change Request Processed
9/29/2021  Z:48PM Status Processed
9/26/2021  2:51PM Rx Change Request Processed
9/29/2021  2:51PM Status Processed
9/29/2021  2:51PM Rx Change Request Processed
9/20/2021  2:53PM Status Processed

10/01/2021 10:35AM  Status Processed

10/01/2021  1:40PM Status Processed

10/01/2021  4:22PM  Status Processed

10/01/2021 4:25PM Rx Renewal Request Processed

10/01/2021  4:26PM Rx Change Request Processed

M4 2 v n < > v

ficlude STATUS & VERIFV Miessages

InBox Message Types and Statuses

The following tables contain the complete list of message types and possible processing
statuses for all messages that appear in the Inbox and Outbox views.

Message Type Description / Purpose
Rx Renewal Request * | See the section RxRenewal
Rx Change Request Pharmacy request to change the prescription. This message

has seven (7) variations (See RxChange Messages)

Rx Cancel Response * | See the section e-Rx cancel

Rxfill * Pharmacy informs the provider that a prescription has been
dispensed, partially dispensed, transferred or not dispensed.
The prescriber may specify on the prescription what types of
Fill Status are being requested to return

ERROR * * Notification that an error was encountered
STATUS Network message indicating delivery status of a prescription
message
VERIFY Network message

* This type of message REQUIRES action be taken by a User.

Status Meaning

Receiving Message is currently being received and stored
Received Message is ready for user action

Completed Message has been handled by the user
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ERROR (User) A user correctable data error was found in a message
ERROR (Comm) A communications error occurred while receiving a message
ERROR (Fatal) A system error occurred while processing the message

Note that all ERROR messages should be investigated and dealt with promptly.

Outbox Message Types and Statuses

Message Type Description / Purpose

NewRXx New prescription sent from Prescriber to a Pharmacy
RxRenewal Response | See the section RxRenewal

RxChange Response | See RxChange Messages

RxCancel Request Cancel Prescription. See the section e-Rx cancel
Renewal Response Message created in response to a Renewal Request
Status Meaning

Submitted ** ** Request has been submitted by user

Pending ** ** Message is being built

Ready Message is ready for processing

Processing ** ** Message is being prepared for transmission
Processed Message is ready for transmission

Sending ** ** Message is being transmitted

Sent Message has been Transmitted

Verified Message has been received by the pharmacy

ERROR (User) A user correctable error was found in the message
ERROR (Comm) A communications error occurred while sending the message
ERROR (Fatal) A system error occurred while processing the message

** Qutbound messages that remain at this status for more than a few minutes may
indicate an undetected processing error and should be investigated promptly. All
Outbound messages with an ERROR status should be investigated and dealt with as well.
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Rx Change Messages

Rx Change is a new message type that EHOM must support in the NCPDP version 2017071.
The Rx Change is initiated by the pharmacy and will be an Inbound message. The message
will show up in the Prescriber's Inbox. The Prescriber will need to take action on the Rx
Change message. The prescriber’s response will initiate a Rx Change Response message to
be sent back to the pharmacy.

As per the NCPDP Standard version 2017071 manual: “A prescription change request
indicates the desire on the part of the pharmacy to alter or clarify a new prescription or an
existing "fillable" prescription or validation of prescriber credentials. The pharmacy may
request a substitution, alert of a therapeutic or drug utilization review interchange, which
may require the change of a new prescription recently processed. It may also be utilized to
request a prescriber to review the drug requested and obtain a prior authorization from the
payer for the prescription.”

The Rx Change message has seven (7) different types resulting in potentially different
workflows. For five types, the workflow is very similar.

The seven (7) different types are:

Generic Substitution Request
Therapeutic Interchange /Substitution
Drug Use Evaluation

Out of Stock

Script Clarification

Prior Authorization Required
Prescriber Authorization

Nook,rwbR
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Rx Change Request Window

When selecting one of the ePrescibing Rx Change messages from the Review ePrescribing
Messages window, an Rx Change request window will display. The Rx Change message from
the Pharmacy is either requesting additional information and/or action from the Prescriber.

The workflow for processing the Generic Substitution, Therapeutic Interchange/Substitution,
Drug Use Evaluation, Out of Stock and Script Clarification is very similar. The pharmacy will
send the Rx Change message when there is a situation that warrants a potential change to
the prescription written by the prescriber. The pharmacy will explain in the notes why they
are suggesting the change and will provide from 1 to 10 options for the prescriber. The
prescriber may choose one of those options by taking the action of Approve, or they may
choose one of the options, but make a change to that option by taking the action of Approve
with Changes, or the prescriber may choose to Deny the request for Change, which will result
in the pharmacy filling the prescription as originally written.

When responding to the Rx Change message, the Rx Change Request window will be
displayed, showing the prescription as originally written, the prescription that it matched to
within the database, and the options being suggested by the pharmacy. This window has two
tabs:

1. Prescription - This tab gives the provider all of the relevant information about the
prescription request as well as an opportunity to review the prescription information
and locate missing patients / and or prescriptions. If the patient is unknown or
unverified, see Locate patients.
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N = 2
Name | Brooklyn @ Gates Pharmacy Phone: 3474251221 Pharmacist:
and |92 Gates Ave Fax 347 425-1200 Agent:

Address | Brooklyn, NY 11238

f Change: T 9 itution - A i of the product p to a preferred product choice.
Reason For Request: [Thc original medication was a brand drug that is not on the patient’s formulary as there is a generic on the market - 50 please substitute the A
v

Iannphcn I"‘“"“‘ umg‘ | Original Prescription

Patient Patient Q
10: - None Given - 10:
P e — —
Address Albuquerque, NM 87112 Firist Albuquerque, NM 87112

DOB: 3/29/1968 Female Phone: 305 2926547 DOB: 3/29/1968 Female Phone:
Prescription 72 Not tound
Date Written:  8/11/2021 Last Filled: Date Written:
P ber Order No: 6 5005 25b9d14 Prescriber Order No:
Medication: | Zestril 20 mg tablet Medication:
Dispense: 30 Tablet Dispense:
30 Days Supply
Subst. Allowed: NO Refills Requested 1 Subst. Allowed: Refills: 0

Prescribed by: Lena McManus Prescribed by:

Take 1 tablet by mouth once per day for 30 days
SIG: SIG:

Notes:, Notes:

Qi e o

1. Suggested Alternatives - This tab displays up to nine (9) alternative substitutions for
the Provider to consider and/or select.
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[Q Administrator Tool

Pharmacy
Name |Brooklyn @ Gates Pharmacy Phone: 347 425-1221 Pharmacist:
and |92 Gates Ave Fax: 347 425-1200 t:
Address | Brooklyn, NY 11238 Agen!
f Change: Th i ge/S jon < A of the product prescribed to a preferred product choice.
Reason For Request: [ The ariginal medication was a brand drug that is not on the patient's formulary as there is a generic on the market « 5o please substitute the :
lp,mﬂ,m’/ Suggested Alternatives I Original Prescription
Patient Q
Medication x o
101
LISINOPRIL 20 MG TABLET 30 Tablet 1 refills R Boyie Acacinne
Take 1 tablet by mouth once per day for 30 days “Mb"" 2798 Parsifal St NE
UISINOPRIL 10 MG TABLET €0 Toblet 1 refills Addtess | AIPUGUerqUe NM 87112
Take 2 tablets by mouth once per day for 30 days
CAPTOPRIL 25 MG TABLET 30 Toblet 1 refills e =l
Take 1 tablet by mouth once per day for 30 days DOB: 3/29/1968  Female  Phone:
BENAZEPRIL HCL 40 MG TABLET 30 Toblet 1 refils Prescription ), Not found
Take 1 tablet by mouth once per day for 30 days Date Wiitten:
FOSINOPRIL SODIUM 20 MG TABLET 30 Tablet 1 refils Prescriber Order Nt
Take 1 tablet by mouth once per dlﬂot 30 days Medication:
QUINAPRIL 20 MG TABLET 30 Tablet 1 refills Dispenset
Take 1 tablet by mouth once per day for 30 days
HWH a1y« > v Subst, Allowed: Refills: 0
$16: Py by:
Take 1 tablet by mauth once per day for 30 days
SIG:
Notes:

(=) [Ee=

When users click the Response button, the following window displays:

Net
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m Rx Change Response @
Rx Reference: da34987ae8384dc5a29403d966927cad526
Patient: Rowena Baylie Acacianna
Medication: Zestril 20 mg tablet
Dispense: 30 Tablet

30 Days Supply
Description of Change: Therapeutic Interchange

Reason for Request: The original medication was a brand drug that is not on the ~
patient’s formulary as there is a generic on the market - so

MNote from the Pharmacist

(®) Approve Request O Approve w/Changes (O Deny Request

Medication «

LISINOPRIL 20 MG TABLET 30 Tablet 1refills
Take 1 tablet by mouth ence per day for 30 days
LISINOPRIL 10 MG TABLET 60 Tablet 1 refills

Take 2 tablets by mouth once per day for 30 days
CAPTOPRIL 23 MG TABLET 30 Tablet 1 refills

Take 1 tablet by mouth ence per day for 30 days

BEMAZEPRIL HCL 40 MG TABLET 30 Tablet 1refills

Take 1 tablet by mouth ence per day for 30 days

14 [44][4 || 2 ||} ([ M £ > W

Reason Denied

Mote to the pharmacist:

Preview the Mew Prescription before Submitting the Response

Eg Review | Submit Response Cancel

The Medication suggestions are listed in the order that the pharmacy specified, with
the top choice being what they feel is the preferred choice.

There are three possible responses:
e Approve the request
e Approve with Changes
e Deny the request

Approve
e The user must select one of the suggested medications. Selecting the
Approve means that the prescriber is approving exactly as the pharmacy has
suggested.

Approve Request with Changes

e The user must select one of the suggested medications.
e When Approving with Changes, the following occurs:
o Users will be presented with the E-Prescribing Order Wizard.
o All of the information for the selected medication, pharmacy, and the
patient is displayed.
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o Users may edit any of the information except for the patient information

and the pharmacy information.
o The prescription must be signed by the Provider
o The new prescription is written, and the patient medication list is

updated.

Deny

e When denying the request:
o The response will not be submitted until either a denial reason is

selected from the dropdown or a denial reason is entered as free text.
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With respect to the following Rx Change message:

Prior Authorization.

The Prior Authorization Required message is used by the pharmacist when the payer that will
be paying for the medication requires a prior authorization be received. The prescriber must
contact the payer and must justify the reason for the medication and if justified in the
opinion of the payer, the payer may issue a Prior Authorization Number (sometimes referred
to as the "auth"). The prescriber will reply to the Rx Change message with the "auth" number,
if one has been issued.

This window has two tabs:

1. Prescription - This tab gives the provider all of the relevant information about the
prescription request as well as an opportunity to review the prescription information and
locate missing patients / and or prescriptions. If the patient is unknown or unverified, see
Locate patients.

e — — ]
[ e Change Request ==l
Pharmacy
Name | Brooklyn @ Gates Pharmacy Phone 347 425-1221 Pharmacist:
and |92 Gates Ave Fax 347 425-1200 A
42 jent:
Address | Brooklyn, NY 11238 9
f Change: Prior Required - A request to obtain prior authorization before dispensing.
Reason For Request:
| Prescription (&a Original Prescription
Patient Patient Not found
1D: None Given 1D:
Juanc Franciscolisandroculiacan
Name |\, macintacostzacoalcosniltepecvera Junior Name
s .| 27732 West Alameda Potholeladen Street ol
dress | oy 425-8 Address
Rancho Cucamonga, CA §17011515
DOB: 6/21/2004 Male Phone: 707 521-4577 DOB: Phone:
Prescription Not found
Date Written:  8/11/2021 Last Filled Date Written:
Prescriber Order No: 6daad250054246108159fbf8125b9d14 Prescriber Order Nox
Medication: | Magic Mouthwash Diphenhydramine 125 mg/Sml, A Medication:
Dispense: 900 Milfiliter Dispense:
30 Days Supply
Subst. Allowed: YES Refills Requested 1 Subst. Allowed: Refills: 0
Prescribed by: Lena McManus Prescribed by:
Swish and spit 15 mL orally for 1 minute every 12 hours
SIG: SIG:
Patient requested peppermint flavoring if possible. Please provide A
Notes:| appropriate documentation to patient for how to use this product, Notes:
including not swallowing solution. A child-resistant package also o,

2. Coordination of Benefits (COB) - This tab allows the Pharmacy to provide Coordination of
Benefits information about the payer requiring the authorization in order to obtain a prior
authorization number needed to complete the request.
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P T e — ]

Phurmacy
Name  Broskiym © Gutes Pharmacy | Phone 3785221 Pharmacus
and N Getes Ave Fax 347 %1200 Agest
Address | Broskiym, NY 11238
Rosson for Request:
[MW Onpasl Prescnptien
Paye infarmation Potlont Q
Payes Name: PHASMACEUTICAL LITEFOR MIDICARE AND MID L
Payer Phone Nome
i
Addeery
Potart bmunance \wfermaten
Cardhoider Name: |
Relstieathy 10 Imured 008 Phore
Member © HERESACARDMOLDERDTESTINGMAXLIN Prescrigtion Qe und
Geeup 1D THESGROUMDISATTHEMAXMUMLENGTH Dete Wiitten:
Gooup Name:  THISSALONGOCHNUMBIRTOTESTMAXLENG THg: Prescaber Order oo
Medscation |
Cvpente
St Alowed Pt 0
Prescnbed by:
[ ;
- \
|
Netes|
|
s =

Additionally, when the Provider selects the Response button, the following window
displays allowing them to provide a prior authorization number and approve the

request.
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T Chungs Raporae
Rx Reference: 2cadc1f321bad4520f00998302eed 346 ﬁ
Patient: Juancarl, dal pl Franciscolisandroculiacan Usumaci
Medication: Magic Mouthwash Diphenhydramine 12.5 mg/5 ml, Viscous lidoca
Dispense: 900 Milkliter
30 Days Supply

Description of Change: Prior Authorization
Reason for Request:

Note from the Pharmacist

Patient requested peppermint flavering if possible. Please provide appropriate A
documentation to patient for how to use this product, including not swallowing solution. v

(® Approve Request () Deny Request

Prior Authorization Number: ||

[N

Reason Denied

Note to the pharmacist:

Q Review r Submit Response Cancel

There are two possible responses:
e Approve the request
e Deny the request

Approve
o When approving the request, users may enter an authorization number, but
are not required to do so.
Deny
e When denying the request:
o Users will not be able to enter an authorization number.
o The response will not be submitted until either a denial reason is selected
from the dropdown or a denial reason is entered as free text.
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With respect to the following Rx Change message:

Prescriber Authorization.

The Prescriber Authorization message is sent by the pharmacy to the prescriber when the
pharmacy needs to verify / validate one or more specific pieces of information about the
prescriber before filling prescriptions. There are 12 different requests that the pharmacy can
send to the prescriber.

This window has two tabs:

1. Prescription - This tab gives the provider all of the relevant information about the

2.

prescription request as w

ell as an opportunity to review the prescription information

and locate missing patients / and or prescriptions. If the patient is unknown or
unverified, see Locate patients.

) Rx Change Request
Pharmacy

Name |Brooklyn @ Gates Pharmgacy
and |92 Gates Ave
Address | Brooklyn, NY 11238

Description of Change: Prescriber Authorization ~ Resolution of the prescriber authorization canflict related to state/federal regulatory requirements is required before dispen

Phone: 347425-1221 Pharmacist:
Fax: 347 425-1200 Agent:

Reason for Request: l

s
Prescrption [ln(mmnon Requested
Patient
10: - None Given

Angelyne Delaplaine
Name | 691 Sauvblanc Bivd

AJ("":, Petaluma, VA 94952

Date Written:  8/11/2021 Last Filled:
Prescnber Order No: 6daad250a542461081501b18125b5d 14

Medication: | LORazepam 2 mg tablet

Dispense: 60 Tablet

Subst. Allowed: YES Refills Requested
Prescribed by: Lens McManus

Take 1 tablet arally twice o day
SIG:

Notes:|

(G Administrtor Tool

DOB: 9/01/2012 Female Phene: 413 776.0938 DOB: 9/01/2012 Female Phone:

Original Prescription

Patient
10:

[Angelyne Delaplaine
Name | 661 Sauvblanc Bivd

and
A
Address Petaluma, CA 94952

Prescription ) Not found

Date Written:
Prescriber Order No:

Medication:
Dispense:

Subst, Allowed: Refills: 0

Prescribed by:

$IG:

Notes:

Information Requested -

This tab allows the Provider to ask up to ten (10) questions.
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Y
Nome [ Brooklyn @ Gates Pharmacy Phone: 347425-1221 Pharmacist:
and |02 Gates Ave Fax 3474251200 Agent:
Address | Brooklyn, NY 11238
Description of Change: Prescriber Authorization - Resolution of the prescriber fiict related t regulatory i is required before dispeny
Reason For Request:
[Prescriptiar” Information Requested | Original Prescription
Patient €
Information Requested by Pharmacy o “
10:
Prescriber must confirm their DEA license status in prescribing state, N T
ame | 601 Sauvblanc Bivd
[N Adrazs | Petaluma, CA 94952
DOB: 9/01/2012 Female Phone:
Prescription ) Not found
Date Written:
Prescriber Order No:
Medication:
Dispense:
Waa 2y« >
Subst. Allowed: Refills: 0
Prescribed by:
SIG:
Notes:
Qe |

Additionally, when the Provider selects the Response button, the following window
displays:
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m Rx Change Response
Rx Reference:
Patient:
Medication:

Dispense:

Description of Change: Prescriber Authorization
Reason for Request: ‘

Note from the Pharmacist

636db454d2194468b50a209a85287hTeh66
Rowena Baylie Acacianna

Zestril 20 mg oral tablet

30 Tablet

() Approve Request

Prescriber must confirm their DEA registration by DEA class

Back

Reason Denied i

Explanation for Denial:

(®) Deny Request

DEA Number:

E’i Review

Cancel

Submit Response

There are two possible responses:

e Approve the request
e Deny the Request
Approve

o When approving the request:
The system will require you to enter several pieces of information. Each
Prescriber Authorization request may contain up to 10 different requests for
verification/validation of information by the prescriber. There will be 1 panel
for each request received by the pharmacy. The user will need to answer
each request. The user will navigate through the requests by using the BACK
and NEXT buttons.
o Once all information is entered, the Submit Response button will become

active. Click Submit Response.
Deny

When denying the request:
o The response will not be submitted until either a denial reason is
selected from the dropdown or a denial reason is entered as free text.
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NOTE: The pharmacy is to send a Follow Up Request if the prescriber has not responded to a
Rx Change Request in a timely manner (typically 48 hours). The software will ensure that the
user is responding to the most recent Rx Change Request received.
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Locating Unknown Patients for Rx Change and Rx Renewal
Request

This function will allow the prescriber to review and respond to a message for the situation
whereby the patient is unknown.

(I Chamge Poquen ﬁ
Prarmsry
Mame | Brocklyn § Getet Phismacy Phpne HT425-1201 Prarmacnt
md |3 Getes A Fax 347 42%-1200 Agert:

Addegys | Brooklys, MY TLEIE
Dencription of Change: T harapautsr Inbero hangn Sulittution - & mddicton of the produdt priddnied t2 0 peefomed product (hee.

Rewvon For Requents  The congenal srupde stscen st @ Beisnd deug thaf n acd on the patent | Tevrendany on thart r o garstes on th Mkt - 10 phiess tubittute the =~
"

WW Oregerual Prescrption

Patsent Fatiewnl 4 Not fownd ‘
i - Moo Given - [ =]
Livsh fazradt Aol B BT
':""d" 2798 Paryisd 2 NE “::
vl Albsgueiger, MAA §T11]
DO VIR Female Phone 505 290-6547 [ Phone
Press righiosn i N ared
Dabe Witter: /7570021 Lt Filledk: Clate Wnfer:
Prescriber Oueder Mo BA0Melle Tald TobdTESRLETI I0E Presacrbeer Oraber hoe
Medscston  Tegtnl 20 e tablet Bl ateon
Duipervie 30 Tabilet Cruperie
M Dy Supply
Swbst. Allpwed WO gty Bppeated 1 Subat. Ao Fadulle ' ]
Frescringd by Liona b hdan Prescribed ey
Takoe 1 vabibet vy Pgth omce ped day ber 30 days
£ G
Motes [P
Qe =1 o

If the patient cannot be found the window will display beside this lookup in red text a
message that reads: NOT FOUND. To find the patient, click the magnifying glass icon beside
the patient lookup to display the following window:
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Select Patient =
Patient Demographics from the Pharmacy
Unknown Bayle Acacianna
2798 Parsifal St NE
Albuquerque §
Phone:S05 2902-6547
Search L |
I & sndne 3290198 Sec  FEMALE
Patient Name Buthdate | Gender Phone | Patient D
Acacianna, Rowena Y 320/1968  FEMALE 000 000-0000 e
»l!i" T e
—

The browse list offers some suggestions that you could select as the correct patient’'s name.
Select the correct patient by either double clicking on the highlighted name or clicking Select.
The following three warning windows for Name, Date of Birth, and Gender. An example is
shown below:

eSenpt

The selected Patient's Name 1 not an exact match
9 to the patient information sent by the Pharmacy
Are you sure you have selected to correct Patient?

Clicking Yes will return you to the Rx Change or Renew Request window where the prescriber
can complete the request. If additional searching is required, click No and the Select Patient
window will once again display.

To do an additional search, click the arrow beside the Search box.

F LS

gearch: | pg0
&
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The following window will display for you to enter additional known patient information. Click
OK to display more patient name possibilities in the Select Patient browse.

ED patient Search (==
Last Hame: Adnll

Farst Mame
Barth Date

o

3

If the correct patient cannot be found, click Cancel to return to the request window.

NOTE: If the prescription request sent by the pharmacy finds multiple possible patients as a
match, a message will display on the Request window in red text: Verify Patient Information.
Click the magnifying glass icon beside the patient lookup to display the Select Patient
window to select and verify the correct patient.
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Electronic Prescription Messages

The software supports several types of electronic prescription messages. The “NewRx”
message is used when sending a prescription to a pharmacy. The Renewal Request and Re
Renewal fill Response messages are used for refills requested for a patient by their
pharmacist. Error messages signal a problem that prevented a prescription message from
being delivered to the pharmacy. It also provides information needed to resolve the problem.

Prescription messages contain several individual parts called “elements”, each providing a
portion of the information needed to describe the prescription. These elements are referred
to as the message header, the patient, the physician, the pharmacy, and the medication
elements. Error messages have only a header element, which contains information about a
prescription message and the error encountered while being processed.

Error Messages

*%*% IMPORTANT ***
Error messages mean an electronic prescription message could not be delivered to the
pharmacy. It is vitally important for the eScript Administrator to recognize and resolve errors
as quickly as possible.
While, hopefully, an infrequent occasion, many different kinds of errors can occur and result
in a prescription message. All error messages received from the Surescripts network are
addressed to the prescribing provider and that provider receives a notification that a
message has been received for him. In order to free physicians from concerning themselves
with prescription message errors, the software also creates a task in the messaging and
tasking system for the eScript Administrator whenever an error message is received.
Each error message is related to one and only one Outbound prescription message and
provides information about the error encountered when the system attempted to process or
deliver that prescription message. Errors can be categorized as either communications
errors or data errors. It is the eScript Administrator’s job to examine the type of error and to
determine the course of action needed to eliminate the cause.

1. Communication Errors. This type of error means a prescription message could not be
delivered due to some condition on the network. A code and description of the error
are sent as part of the error notification message.

This type of error is not correctable from within the software. The eScript
Administrator should first contact his/her local network support services, Net Health
Technical Support or Surescripts support depending upon the nature of the specific
error.

2. Data Errors. This type of error indicates the electronic prescription message has
missing information or contains an invalid piece of information. These errors are
correctable within the software. The key to resolving these issues is recognizing the
source of the bad data. Administrative tools are provided in the software, and a
comprehensive list of errors, the likely location of the data, and suggested actions for
resolution is found at the end of this guide.

Net

155

Health ©Net Health 2021.CONFIDENTIAL. All Rights Reserved



Electronic Prescribing

Correcting Errors

All Error messages are located in the prescription messages Inbox only. The Message Details
column contains a summary description of the prescription message that caused the error
and when it was sent. All error corrections are made from the Inbox list, depending upon the
Error message types. Note that each error message in the Inbox will have a corresponding
prescription message in the Outbox showing a status of ERROR (...).

NOTE: The eRx administrator should consult with the prescribing provider when resolving
errors and making changes to the prescriptions because of legal implications of a non-
physician user doing this task. It is expected that the physician will approve any change
needed to an eRx message so legality should not be an issue but should be in your process
and procedures. As an alternative the eRx admin should note what data causes the error and
simply acknowledge the error message. After correcting the data in error in the software,
have the prescribing provider cancel the original prescription and generate a new order. The
software runs all possible data validity checks at the time of submitting the prescription so
very few errors should occur.

If the prescription is a controlled substance the eRx administrator will not be able to resubmit
this for the physician because of the required TFA digital signature. These will have to be
done by the prescribing physician.

Review ePrescribing Messages @

Items in RED need immediate attention

Provider: Best, Wapne
W Displaying messages dated: thiw:  g19/2015 Status:

Received

Date Time Type Meszage Details Status
21815 Statuz Pending
21815 12:28PM Refill Request | RE: Prescription for Howard Plawer - Best Pending
21815 212PM |Refill Request | RE: Prescription for Howard Plower - D wfavne Best Pending
241815 2:24PM |Refill Request | RE: Prescription for Me Debra Tucker - Mr. Ales Alesander Pending
BATAE 3T84M | Ermor RE: MewR= message sent on MON, MAY 11,2015 at 253PM Pending

R r
@Administrator's Tool: ] H ; : Fanward Meszage
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To make a correction, start by highlighting the error on the Inbox list and clicking the Select
button to call up the Electronic Prescribing Error Handling Window.

NOTE: If the prescription is a controlled substance the eRx administrator will not be able to

resubmit this script for the physician because of the required TFA digital signature. These will
have to be done by the individual prescribing physician.

Error Handling Window

=t M pElectronic Prescribing Error Messages =
MsglD: O

Ence. D58 - PVD specially code iz invalid.

aScrpt Messags in Eno

Hew Prezcription meszage submitted on Monday JUN 22 2009 at 351FM
Mestage Delsls

Patierl Mame: Tad & Dockendod
Medication:  Zpprexa 10 mg oral tablet
Frescober Robert Zmmeman MD
Fhasmacy. WS Phammacy # 4060

Add Informations Prd Specially Cods | lv.abd

Seventy and Suggested Achong
This enor must be coimected by an e5 cnpt Admin. The Prescriber specially cods s nvalid

Actions
A FatheEu | [ ) Adtmiishator Functions

| X Concel

This window contains the code and description of the error found. The description of the
error usually includes an indication of which message element contains the error, the most
common of which are PTT - Patient Element, PVD - Physician Element, and DRU -
Medication. (In the example above, the physician has an invalid specialty code.)

Find the error code in the Error Code List at the end of this guide. Use the Location and
Actions columns to determine what needs to be done to correct the error. Important details
that identify the specific prescription that caused the error message are also found here. In
the example above an error was found in a prescription message sent June 22nd gt 3:31 PM.
The prescription was written by Dr. Zimmerman for patient Tad Dockendorf and the
medication prescribed was Zyprexa.

This window contains the Fix the Error button that calls up maintenance functions for setup
tables in the software that may need to be modified to correct data for this message. In this
example, it will access the Provider (prescribers) list, because the error code indicates the
data that caused the error is located in the provider record. Simply select the prescriber’s
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provider record from the list, correct the data indicated, save the provider record, close the
list, then click the Re-submit button. You are done.

Refer to the Help screens for further information about how to maintain or correct the master
table record for which a data error was encountered.

NOTE: The eRx Administrator should, at a minimum, have “Full Access” permissions in the
User Account setup for the Demographics data so that they can correct these errors. Access
to the Clinics/Entities and Provider tables may be useful, but not required. Information in
those tables change less frequently than patient demographics. As a workaround the eRx
administrator has the access needed to edit information in the Electronic Prescription
Message tables if need be. Once they have corrected the information, they should give the
data errors to a user so they can make the necessary updates the software master tables.
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The Administrator’'s Tool

If the Fix the Error button fails to fix the problem, or the error code listed indicates you must
change a message element, then use the Administrator Tools button to access the
Administrator Tool and make corrections to the message elements. The window below is the
Administrator Tool’s Main window. It contains the message Header element with buttons for
access to all other message elements. Complete message details are here for use during
technical support calls with Net Health.

This button is only available for editing if the user has Electronic Prescribing Admin privileges.
If the user does not have the Electronic Prescribing Admin privileges the info on the windows
is read-only.

-
Electronic Presciption Message Elements

Msg Detalls Msg Header |

Inbound Message ERROR Message [D: O
Status: Received
Fill Type:
Fill Code:
Fill Hote: [ Message
Elements
Fesponze Type: |
Repsonze Cade:
Fiesponse Mote: |
Outbound Message NewRx Message ID
Statuz: ERROR [User]
Fill Type:
Fill Note: |
Responze Type: |
Repsonse Code:
Response Mote: |
v

All field labels displayed in Red on this, and other element windows denote data fields that
must be valid for an electronic prescription message to be accepted and delivered by the
Surescripts network. These are the data fields that will most often cause data error
messages to be returned from Surescripts.

Most REQUIRED data fields for the Patient and Physician elements come directly from the
software master tables. These master tables will usually be the source of data errors and
are where most data correction will take place. They should be handled using the Fix the
Error button described above. It is unlikely that Type or Qualifier codes will cause an error,
but if they do, this Administrator Tool is the only way to correct them. Likewise, any data
errors in the Medication element must be modified directly in the message element using
this tool.
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Each message element window that follows works in the same manner. A red label denotes
a required piece of information. Make any changes needed to correct the data in these entry
fields. Fields not used by the software for electronic prescribing messages do not allow data
entry and can be ignored. Each window contains an Apply button to save your changes.
Clicking the Cancel button discards any change(s) and returns to the Main Element window.
Use the Re-Submit button on the Main Element window to resubmit the corrected
prescription message.

WARNING... Never add data to an empty, non-required, entry field in a message element
unless instructed to do so by Net Health Technical Support personnel.

PTT- Patient Element
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The data for the Patient element comes from the Patient Demographics table. The patients’
Name, Sex, and Birth Date are required data for non-controlled substances. The Patient’s
address is also required for controlled substance prescriptions. The software includes
Patient identifiers and address information to aid in locating a patient in the software.
Identifierl is always internal patient number. ldentifier2 contains your primary patient

identifier.
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PRV - Physician Element

m Physician Information
Prescriber
Prescribing Provider
Identifiers Type
Name Fields 4808391485001 SureScripts ID (SPI) :

Prefix l:l D 1: |4513223451 ” NRI |
First: ‘Wayne | D 2: |Dc2450459 || DEANumber |
Middle: | D3 | I |

Last: ‘Eest |
Suffic l:l Specialty Code: |:| Phone & Extention Qualifier
Address Fields Phane :
Clinic Name: |EHOMAg\\ity ‘ Phone 3: I:l |:|
Address 1; |1351 K StSE ‘ Phone 4 I:l I:l
Address 2: |Apt204 Phone 5: l:l l:l
City, State, Zip: |Washmgtnn ”DC | |200034445 | Phone & I:I I:I
e
Email Address: | | Phone 8 I:l I:l

This message element uses data from 3 different software tables. Prescriber data comes
from the Provider table, Supervisor data is from the Billing Physician table, and the Agents
data comes from the User table. Prescriber and Supervisor data changes can be made using
the Fix the Error button on the Error Handling Window. The Electronic Prescription message
is then resubmitted from there.

The prescriber portion identifies the provider who wrote the prescription. The Supervisor
portion of this element is used when the prescribing provider is required to have prescription
oversight. The prescriber and supervisor tabs each contain the same types of data fields and
the same data requirement rules apply to each. The agent portion of this element contains
the submitting the username when an electronic prescription message is NOT submitted by
the prescribing or supervising provider. Any errors on this agent tab should be referred to
Net Health Technical Support.

One of the required physician identifiers, the Surescripts ID, is not accessible for
modification. Errors in this ID must be referred to Net Health Technical Support. The
software uses up to 3 additional identifiers - the prescriber’s NPl number, DEA humber and
State License Number (which is required by some states). If the prescription is a non-
controlled substance, then an NPl number is required. If the prescription is a controlled
substance, then an NPl and DEA number are required.

Should you need to make changes with the admin tool you must re-submit the message from
the main element window with this tool.
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DRU - Medication Element

As Prescribed

Medication Information
(STIX) Presciber Order No. 368 Date Wiitten: 4/01/2013
Phamacy Reference No. RxRel # REFREQ 24 Last Filled:
As Prescribed
Product Code 43502069303 Qualier: ND
Drug Strength Unis Dosage Forme
Drug DB Code: 352051 I Qualiier: SBD
Dispenise Quartity,  75.555 s C28254 Days Supply
10 It Refill Qualter. P
seitubon: @ VYes No [(NewRx or

; Inhale one unit every 4.6 hours via nebulzer or as necessaty for wheezing

Patient has discontinued use of othet inhalers
Prescrption Note:

Clinical Info 1 Cinical Info 2

Primary Diagnosts Premary Diagnosis

Secondary Diagnosis Secondary Disgnosts
(Voo ] [X conce

All information for the Medication element comes from the Prescription table. Errors
returned for data in this element and the corrections needed MUST be discussed with the
prescribing provider. The prescriber should make any required changes to the prescription
record using the Fix the Error button on the Error Handling window and resubmit the
electronic message from there.

If this cannot be done you will need to make the changes directly to the electronic
prescription message using this admin tool and to re-submit the message. In this case be
sure the prescriber makes the corresponding changes to the prescription record for the
patient.

Great care should be exercised when making changes to this message element. The Drug
Description field contains the Medication, its Strength, and Dosage form. The Directions
(SIG) usually contains “patient specific” instructions about how to take the prescribed
medication. Any mistakes made in these areas could potentially cause patient harm.
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As Dispensed

[E] Medication Information (Read Only) L
Prescriber Order Mo. 1234568031 Date Written:
Pharmacy Reference Mo. Last Filled:

As Dispensed

Drug Description: | Azithromycin 100 mg/5 mL oral liquid ‘

Product Code: | popgg311019 Qualifier: m

Drug Strength: | ‘ Units: |:| Dosage Form: l:l
Drug DB Code: Quahﬁer:

Refill Quantity: Refill Qualifier: I:l

Substitutions Ves Mo (MewRx only)

Directions (SIG): 1 teaspoon orally (by weight).

Prescription Note:

anaryDlagnDsls:| ‘

‘ PrlmaryD\agnUs\s:‘ | | |

SacondaryDiagnosis:| ‘ Secondary Diagnosis:‘

Cancel

The tab As Dispensed will show the medication as dispensed, or in the case of the Rx
Renewal, the way the pharmacist is requesting to dispense the medication.
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COO - Patient Insurance Element

Patient Insurance Information

Cardholder Mame:
Cardholder 10

Group 1D:

R = ey
Paper Mame; |PBMA

Identifiers Type
Paper ID 1: | TODO000D000TO10 | PayerlD
Payer ID 2 | 003858 | BINLocationNumber

|DDCKENDDF|F, TAD

123456789
AR

[l/ Apply ] |x Cancel

-

»

The COO - Insurance element contains a patient’s prescription coverage information and is
used for prescriptions sent to mail order pharmacies only. It should rarely, if ever, need to be
corrected. All information used in this prescription message element comes from data
retrieved from the Surescripts network during the Insurance Eligibility Inquiry done at the
time the patient’s visit is entered. Since this information is not modifiable elsewhere in the
software you will always need to make changes within the admin window and re-submit the
message from the main element window with this tool.
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Electronic Prescribing

[ Pharmacy Informatien
Name and Address Identifiers Type
Store Name: ‘Sho\lenbergar Pharmacy EED ST
D% | 1655458 HNCPDPID
Address 1: ‘ 2002 5. McDowell Bivd Ext
Address 2: D= 21246652396 NPI
D3
City, State, Zip | Petaluma H CA H94954 ‘
Country: [
Email Address ‘
Pharmacist Pharmacist Agent
Fist ame | ‘ Firt Name:
Middle Name: | ‘ LA o s
Last Name: | ‘ Rstibne
Phone & Extention  Qualifiers Phone & Extention  Qualifiers
- s [ |[ ]
prenez: [ orsusiis mones | |||
S e | Y —
S e | R —
& Apply Cancel

The Pharmacy Element is created with data from the Pharmacy table. Only Surescripts
registered pharmacies are used for electronic prescriptions and those records are created
from the Surescripts pharmacy directory. For this reason, errors in this data will be rare.
Pharmacy data errors should be corrected by making changes to the pharmacy table within

the Pharmacy setup in the software and the Electronic Prescription message resubmitted
using the Error Handling Window.

Should you need to make changes with this admin tool you must re-submit the message from
the main element window with this tool. The only required pharmacy identifier, the NCPDP
ID, is not accessible for modification. Errors for this ID must be referred to Net Health
Technical Support. All other required fields have red tags and can be changed here.
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Code Tables

The following tables contain the coded values used in electronic prescription messages.
Refer to these tables when making code corrections to coded data in the message elements
with the Admin Tool.

Codes from the first two tables are generated by the program. If the data in the software
appears to be set up correctly (for example, you have a telephone number set up properly),
Contact Net Health Technical Support for help with these errors. (Refer to the Error table at
the end of this document.)

Identifier Type Table (software Generated)

Code hléllisr:Zﬁ(ta Meaning or Usage

FilelD Patient Internal Patient Number
SocialSecurity Patient Social Security Number
MutuallyDefined Primary Patient Identifier - this code is used with
Patient any of the following identifiers; Medical Record
Number, Employee ID or Patient Index
SPI Physician | Physician’s Surescripts Network ldentifier

NPI Physician | Physician’s NPI Number
DEANumber Physician | Physician’s DEA Number

StateLicenseNumber Physician | Physician’s State License Number

Phone Number Qualifier Table (software Generated - Any Message Element)

Meaning Code
Main Telephone Number TE
Fax Number FX
Cellular Phone Number CP
Work Phone Number WP
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Units of Measure Table (Medication Element)

These are the valid units of measure used by the Medication element. It is used to when you
have a prescription message showing an error for invalid unit of measure.

Section 13.3
https://www.ncpdp.org/NCPDP/media/pdf/SCRIPT-Implementation-Recommendations.pdf
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eScript Error Codes List

This table provides a detailed listing of every error code that you may encounter, including
the general description, the cause or location of the communication or data error, and the
action needed to correct the error. Messages are grouped by general category, including
communication/network errors, system errors requiring Net Health Technical Support, and
data errors pertaining to the Provider, Patient or Medication. If another type of error is
encountered, contact Net Health Support.

As a general rule when the Action Needed column specifies “Correct the data in the table”
use the Electronic Message Error Handling Window’s Fix the Error button to make the
correction and resubmit the message using that screen. If the action needed refers to the
“Message Element” the correction must be made using the eScript Admin tool and the
message re-submitted using that tool.

Cause or Location of
Data Error

Error

Code Description Action(s) Needed

Communications / Network Errors — Not User Correctable

Resubmit the electronic prescription, if
the problem persists Fax the
prescription and Contact Net Health
Technical Support Immediately

Communication problem, try
600 again later

Problem with Surescripts
network

Receiver unable to process, Problem with Pharmacy Fax the prescription, Mark error as

601 DO NOT RETRY Network Completed
Receiver system error Problem with Surescripts Resubmit the message OR Fax the
602 try again later network prescription, Mark error as Completed

If accompanied by a 2nd error code
indicating a data error, correct the data
and re-submit the message.

Transaction Rejected
900 DO NOT RETRY

ePrescribing message
contained an error.

Message Level Error - Not User Correctable

SCRIPT Validation Error: Various - See additional

@D | See free text for description text Contact Net Health Technical Support
Gateway
@1 | Sender ID not on file. Communications Error Contact Net Health Technical Support
Gateway
@2 | Receiver ID not on file. Communications Error Contact Net Health Technical Support
Gateway
@23 | Invalid password for sender. Communications Error Contact Net Health Technical Support
Gateway
@34 | Invalid password for receiver | Communications Error Contact Net Health Technical Support
No password on file for Gateway
@J5 | sender. Communications Error Contact Net Health Technical Support
No password on file for Gateway
PD6 | receiver. Communications Error Contact Net Health Technical Support
Internal processing error has
@37 | occurred. System Error Contact Net Health Technical Support
Request timed out before Gateway
@Pd8 | response could be received. Communications Error Contact Net Health Technical Support
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Error
Code

Description

Cause or Location of
Data Error

Action(s) Needed

239

Required segment UIB is
missing.

System Error

Contact Net Health Technical Support

219

Required segment UIH is
missing.

System Error

Contact Net Health Technical Support

@711

Required segment UIT is
missing.

System Error

Contact Net Health Technical Support

12

Required segment UIZ is
missing.

System Error

Contact Net Health Technical Support

@13

Unknown segment has been
encountered.

System Error

Contact Net Health Technical Support

@14

Too many UIB segments.

System Error

Contact Net Health Technical Support

@15

Too many UIH segments.

System Error

Contact Net Health Technical Support

16

Too many UIT segments.

System Error

Contact Net Health Technical Support

@17

Too many UIZ segments.

System Error

Contact Net Health Technical Support

218

Password is blank.

System Error

Contact Net Health Technical Support

@19

Too many segments.

System Error

Contact Net Health Technical Support

220

Unknown data element
encountered.

System Error

Contact Net Health Technical Support

@21

Unsupported version in
message.

System Error

Contact Net Health Technical Support

@22

Unsupported release in
message.

System Error

Contact Net Health Technical Support

@23

Error found in an unused
field.

System Error

Contact Net Health Technical Support

24

Message ending problem.

System Error

Contact Net Health Technical Support

@25

UIB trace number is invalid.

System Error

Contact Net Health Technical Support

326

UIB initiator reference is
invalid.

System Error

Contact Net Health Technical Support

@27

UIB control agency is invalid.

System Error

Contact Net Health Technical Support

@28

UIB sender identification is
invalid.

System Error

Contact Net Health Technical Support

@29

UIB date is invalid.

System Error

Contact Net Health Technical Support

230

UIB time is invalid.

System Error

Contact Net Health Technical Support

@31

UIB time offset is invalid.

System Error

Contact Net Health Technical Support

@32

UIB message is a duplicate

System Error

Contact Net Health Technical Support

@33

UIB test flag is invalid.

System Error

Contact Net Health Technical Support

@34

UIH message type is invalid.

System Error

Contact Net Health Technical Support

@35

UIH function is invalid.

System Error

Contact Net Health Technical Support

236

UIH association code is
invalid.

System Error

Contact Net Health Technical Support

@37

UIH prescription number is
invalid.

System Error

Contact Net Health Technical Support

38

UIH initiator reference is
invalid.

System Error

Contact Net Health Technical Support

@39

UIH initiator reference
identifier is invalid.

System Error

Contact Net Health Technical Support

D490

UIH control agency is invalid.

System Error

Contact Net Health Technical Support
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Error
Code

Description

Cause or Location of
Data Error

Action(s) Needed

41

UIH responder control
reference is invalid.

System Error

Contact Net Health Technical Support

@42

REQ message function is
invalid.

System Error

Contact Net Health Technical Support

@43

REQ reason code is invalid.

System Error

Contact Net Health Technical Support

@44

REQ reference is invalid.

System Error

Contact Net Health Technical Support

45

REQ old password is invalid.

System Error

Contact Net Health Technical Support

246

REQ new password is
invalid.

System Error

Contact Net Health Technical Support

@47

RES response type is invalid.

System Error

Contact Net Health Technical Support

48

RES response code is
invalid.

System Error

Contact Net Health Technical Support

a49

RES reference is invalid.

System Error

Contact Net Health Technical Support

259

RES free text is invalid.

System Error

Contact Net Health Technical Support

@51

STS status code is invalid.

System Error

Contact Net Health Technical Support

@52

STS reject code is invalid.

System Error

Contact Net Health Technical Support

@53

STS free text is invalid.

System Error

Contact Net Health Technical Support

System Error

208

Sender no longer active.

System Error

Contact Net Health Technical Support

209

Receiver no longer active.

System Error

Contact Net Health Technical Support

System Error

220

Message is a duplicate

System Error

Contact Net Health Technical Support

PVD - Physician Element Er

rors

@54

PVD provider type is invalid.

System Error

Contact Net Health Technical Support

@55

PVD reference is invalid.

System Error

Contact Net Health Technical Support

@56

PVD reference qualifier is
invalid.

System Error

Contact Net Health Technical Support

@57

PVD agency qualifier is
invalid.

N/A

N/A

@58

PVD specialty code is invalid.

Provider or Clinic

Correct the data in table and resubmit
the message

@59

PVD prescriber last name is
invalid.

Provider or Clinic

Correct the data in table and resubmit
the message

2690

PVD prescriber first name is
invalid.

Provider or Clinic

Correct the data in table and resubmit
the message

761

PVD prescriber middle name
is invalid.

Provider or Clinic

Correct the data in table and resubmit
the message

762

PVD prescriber name suffix
is invalid.

Provider or Clinic

Correct the data in table and resubmit
the message

763

PVD prescriber name prefix
is invalid.

N/A

N/A

764

PVD prescriber postal code
is invalid.

Provider or Clinic

Correct the data in table and resubmit
the message

a65

PVD clinic name is invalid.

Clinic / General Tab

Correct the data in table and resubmit

the message
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Error Cause or Location of
Code Description Data Error Action(s) Needed
Correct the data in table and resubmit
266 PVD clinic street is invalid. Clinic / General Tab the message
Correct the data in table and resubmit
67 PVD clinic city is invalid. Clinic / General Tab the message
268 PVD clinic country is invalid. N/A N/A
PVD clinic postal code is Correct the data in table and resubmit
269 invalid. Clinic / General Tab the message
PVD clinic place qualifier is
@72 | invalid. N/A N/A
PVD clinic place name is
a7l invalid. N/A N/A
PVD communication Provider or Clinic Correct the data in table and resubmit
a72 reference is invalid. (Phone Number) the message
Correct the data in the message
PVD communication qualifier | Physician Element element and resubmit the message.
@73 is invalid. (Phone Qualifier) (See Table No. 999)
PVD agent last name is
a74 invalid. User Account Record Contact Security Admin.
PVD agent first name is
a75 invalid. User Account Record Contact Security Admin.
PVD agent middle name is
@76 | invalid. User Account Record Contact Security Admin.
PVD agent name suffix is
a77 invalid. User Account Record Contact Security Admin.
PVD agent name prefix is
@78 | invalid. N/A N/A
PTT - Patient Element Errors
COO - Patient Identifier is
218 invalid Contact Net Health Technical Support
PTT patient relationship is
79 invalid. N/A N/A
PTT patient birth date is Correct the data in table and resubmit
@80 | invalid. Patient Demographics the message
PTT patient last name is Correct the data in table and resubmit
81 invalid. Patient Demographics the message
PTT patient first name is Correct the data in table and resubmit
282 invalid. Patient Demographics the message
PTT patient middle name is Correct the data in table and resubmit
283 invalid. Patient Demographics the message
PTT patient name suffix is Correct the data in table and resubmit
284 invalid. Patient Demographics the message
PTT patient name prefix is Correct the data in table and resubmit
285 invalid. Patient Demographics the message
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Error Cause or Location of
Code Description Data Error Action(s) Needed
Correct the data in table and resubmit
286 PTT patient gender is invalid. | Patient Demographics the message
PTT patient reference is
87 invalid. N/A N/A
PTT patient reference
288 qualifier is invalid. N/A N/A
Correct the data in table and resubmit
@89 PTT patient street is invalid. Patient Demographics the message
Correct the data in table and resubmit
@9g | PTT patient city is invalid. Patient Demographics the message
PTT patient country is
791 invalid. N/A N/A
PTT patient postal code is Correct the data in table and resubmit
792 invalid. Patient Demographics the message
PTT patient place qualifier is
@93 invalid. N/A N/A
PTT patient place name is
794 invalid. N/A N/A
PTT communication Patient Demographics Correct the data in table and resubmit
@95 reference is invalid. (Phone Number) the message
Correct the data in the message
PTT communication Patient Element element and resubmit the message.
296 reference qualifier is invalid. (Phone Qualifier) (See Table No. 999)
DRU - Medication Element Errors
DRU drug disposition code is
125 invalid. N/A N/A
Correct the data in the Prescription and
126 DRU drug name is invalid. Medication Element resubmit the message
DRU drug item number is Correct the data in the Prescription and
127 invalid. Medication Element resubmit the message
128 DRU drug agency is invalid. N/A N/A
DRU drug agency qualifier is
129 invalid. N/A N/A
Correct the data in the Prescription and
139 DRU drug strength is invalid. | Medication Element resubmit the message
DRU drug strength qualifier Correct the data in the message
131 is invalid. Medication Element element and resubmit the message
DRU drug reference is Correct the data in the message
132 invalid. Medication Element element and resubmit the message
DRU drug reference qualifier Correct the data in the message
133 is invalid. Medication Element element and resubmit the message
DRU dosage quantity Correct the data in the message
134 qualifier is invalid. Medication Element element and resubmit the message
DRU dosage quantity is Correct the data in the Prescription and
135 invalid. Medication Element resubmit the message
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Error Cause or Location of
Code Description Data Error Action(s) Needed
DRU dosage info qualifier is Correct the data in the message
136 invalid. Medication Element element and resubmit the message
Correct the data in the Prescription and
137 DRU dosage info is invalid. Medication Element resubmit the message
DRU dosage free text is Correct the data in the message
138 invalid. Medication Element element and resubmit the message
DRU date time qualifier is Correct the data in the message
139 invalid. Medication Element element and resubmit the message
Correct the data in the message
140 DRU date time is invalid. Medication Element element and resubmit the message
DRU date time format Correct the data in the message
141 qualifier is invalid. Medication Element element and resubmit the message
DRU substitution code is Correct the data in the Prescription and
142 invalid. Medication Element resubmit the message
DRU refill quantity qualifier is Correct the data in the message
143 invalid. Medication Element element and resubmit the message
Correct the data in the Prescription and
144 DRU refill quantity is invalid. Medication Element resubmit the message
DRU clinical info qualifier is Correct the data in the message
145 invalid. Medication Element element and resubmit the message
DRU clinical info levell Correct the data in the message
146 reference is invalid Medication Element element and resubmit the message
DRU clinical info levell Correct the data in the message
147 qualifier is invalid. Medication Element element and resubmit the message
DRU clinical info level2 Correct the data in the message
148 reference is invalid. Medication Element element and resubmit the message
DRU clinical info level2 Correct the data in the message
149 qualifier is invalid. Medication Element element and resubmit the message
DRU prior authorization
159 reference is invalid. N/A N/A
DRU prior authorization
151 qualifier is invalid. N/A N/A
Correct the data in the message
152 DRU free text is invalid. Medication Element element and resubmit the message

SUMMARY

We hope that this guide has been helpful in utilizing the Electronic Prescription function of
the software. Additional information can also be found in the Help files. If you have
guestions or need assistance, please contact Net Health Support at:

844-464-9348, Option 3 or
ehoccmed-support@nethealth.com
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